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1. Current release Z#iZiRL £ 9,
2.3—=Y N —A&BIRLET,

T
CISCO

Cisco Nexus 9000 and 3000 ISSU Support Matrix

This form prowvides information for In-Service Software Upgrade (ISSU) support for Clsco NX-05
saftware on Nexus 9000 Serles and 3000 Series Switches basad on your curment and tamget
fokihae, Thi upgrade roleased hawe Badn eied and waldated by Ciacd, Cidcd pafthers, of Bath.
Lisa this form a3 a reference for supported softwar.

For beadback on hiE oo, sand il 1o oo
NOTE: IS5U is not supponed for softamng downgrades, lmmmmmﬂmruﬂm‘

follow the disnuptive downgrade procedure described in the Uoom i for
your target release. For NXOS softwane strategy and lifecyche, see the MX-0

Curmanl rdoddl asm

Target reloase  woodinas

Current releasa: 9.3(11)
Target nelease: 10X GEIM
Recommandad path: Dirsct path fram Current Release. [0 0  Patfis)

Cisco Nexus 9000# & TF3000 ISSUDHR— K —%
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ECHEEBNATER, BEROD YO TEZRRTEET, MAHNDCisco NexusAA Y FICX—
Y ANX-OSON— AV AREENDET, KRYTTEICFIE2 ~ 1158V ETHE

FHYNERT,

ATY T 2: AL TWACisco NexusAM Y FTA4 2 A—RIZISLU T, #HER/NAICEBE= TV
BITNTNDCiscoNX-OST7 74 ) &2 O—RLET,

1. Y787 O0—RICATALET,

2. Download and Upgrade® =292 3 >/ (ICi# k. Access DownloadsZBHZE £9,

3. Browse all > Cisco I0S and NX-OS Software > NX-OS - NX-OS Software > Switches > Data
Center Switches > Select your Nexus series > Select your linecard > NX-OS System
Software > Select NX-OS version to download®JEIC OV U Y VL&Y,

4. 77ANBOLICA—VILZBBL T 7ML OFHEZRRL, MDSF IV UV AfEZT

E—LT. NX-OS77A/ )28 0O0—-—RLET,
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Software Download

Downloads Home [ 1085 and NX-0S Software | NX-0S [ NX-0S Software / Switches / Data Center Switches / Nexus 9000 Series Switches | Nexus 93180YC-FX-24 Switch
[ NX-03 System Software ~
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10.3(99x)(F) 01-5ep-2023 1890.07 MB Y
nxosbd-cs.10.2.6.M.bin
2.3012) Advisories [
All Release e
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5.SCP. SFTP, TFTP, &/ IFUSBZHT. vVPCOMS DCisco Nexus A1 Y FNDT—KT7 5
Y /-‘L(,._NX OS7T7ANZEIELET, RADID2OAT>a>oVWTnhszBIRL BS
. FRENBVRFEEEL T, Y—N\\Dpingh'H2 L ZMIELET, COBITIE.
SFTP‘U‘ NDIP7 RL AlF192.168.9.97T, Virtual Routing
Forwarding(VRF)ManagementZ /t U TEEABET T,

N9K-1(config)# ping 192.168.9.9 vrf management

N9K-1(config)# copy sftp: bootflash:

Enter source filename: nxo0s64-cs.10.2.5.M.bin

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host ‘192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABCDEFGHIJK.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9

User Access Verification

Password: cisco

6. 77 AINEENTTLES, drONY RZEFEAL T, NX-OST7AIINT—KNT75v>a
ChderBRBLET,

7. show file bootflash N> RZEBEAL T, NX-OST7TZAIASMDSFIY IOHLAZRBLE
CP

8. CDEZRZ, Y7RhIJITFNAIDO—RASIOAE—hIEEEEBELET, mMAEOEN—
BLULTLVBUENfHYERT, —HLTLWEVEFES, NXOST7AILFHEBELTVWSD D, B
MTRERHYELEAS

N9K-1(config)# dir | include nxos


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

1978203648
1943380992
Usage for bootflash://
20548902912 bytes used
96040308736 bytes free
116589211648 bytes total

Mar 31 01:36:06 2023
Mar 17 09:54:16 2023

nxos.9.3.11.bin
nxos64-cs.10.2.5.M.bin

N9K-1(config)# show file bootflash:nxos64-cs.10.2.5.M.bin md5sum

2f60a186cb9c2d55c90086302e51F655

AT Y7 3: %Cisco NexusAA Y FOVPCTOEEO—ILZHEELE T,

1.showvpcrole XY RZEFEAHAL X,

N9K-1(config)# show vpc role

vPC Role status

vPC role

Dual Active Detection Status
vPC system-mac

vPC system-priority

vPC local system-mac

vPC local role-priority

vPC Tocal config role-priority
VvPC peer system-mac

VvPC peer role-priority

vPC peer config role-priority

N9K-2(config)# show vpc role

vPC Role status

vPC role

Dual Active Detection Status
VvPC system-mac

VvPC system-priority

vPC Tocal system-mac

vPC Tocal role-priority

vPC local config role-priority
VvPC peer system-mac

vPC peer role-priority

vPC peer config role-priority

ATY T 4 : vPCOMEF NDCisco Nexus AA Y FTCisco NX-OSHOIEERM ZHEIEL T T,

: primary

: 0

: 00:23:04:ee:be:01
1 32667

: 44:b6:be:11:17:67
1 32667

1 32667

: f8:a7:3a:4e:40:07
1 32667

1 32667

: secondary

: 0

: 00:23:04:ee:be:01
: 32667

: f8:a7:3a:4e:40:07
: 32667

: 32667

: 44:b6:be:11:17:67
: 32667

: 32667

1. show incompatibility-all nxos bootflashANY > RZFEAL £,

N9K-1(config)# show incompatibility-all nxos bootflash:nxos64-cs.10.2.5.M.bin



Checking incompatible configuration(s) for vdc 'N9K-1':

No incompatible configurations

Checking dynamic incompatibiTlities:

No incompatible configurations

ATY 7 5: vPCTHADCisco Nexus AA Y FIZX T B Cisco NX-OSHEE=ZERLET,

1. show install all impact nxos bootflash AN > RZFEALEFT. chlckl), BEEZHNRT
TN, CiscoNX-OSON—T a2V ICEBREANAHY, 1 VARN—IIFAETHB L EZRILT
2FT,

N9K-1(config)# show install all impact nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform impact only check. Please wait.

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####H####HH# S ##A##] 100% -- SUCCESS

Verifying image type.
[####################] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R ####AH#H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R ####AH#H] 100% -- SUCCESS

Performing module support checks.
[####################] 100% -- SUCCESS

Notifying services about system upgrade.
[####################] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

ATV 6(A7a>) : vPCTHANDCisco NexusAA Y FASKTA74¥1L—>3
SONYOTYTE#IOVAR—KNLET,



N9K-1(config)# copy running-config sftp:running-config-backup
Enter vrf (If no input, current vrf 'default' is considered): default

Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host '192.168.9.9 (192.168.9.9)' can't be established.

RSA key fingerprint is SHA256:ABDCEFGHI.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.9' (RSA) to the Tist of known hosts.

Inbound-ReKey for 192.168.9.9:22
User Access Verification
Password:

Connected to 192.168.9.9.

FIE7 : vPCT T4 VO—)LZHFEDIONexusRAA Y FIINX-OSZ A AR—)ILET,

1. < > Rinstall all nxos bootflashZ A L £,

N9K-1(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.

Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".

[####H####HH##H###HA##] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.

[####H####HH# S ###HA##] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.

[####H####HH# S ###HA##] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###4] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type

1 yes disruptive reset

Reason

default upgrade is not hitless

Images will be upgraded according to following table:
Module Image Running-Version(pri:alt) New-Version

9.3(1D)

1 bios v05.47(04/28/2022):v05.43(11/22/2020) v05.47(04/28/2022)

Upg-Required

10.2(5)
no



Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

I RB<KRBLECEZERLTLSEETVY, 2N, Cisco NexusAA Y FA VT
—RL., 1AM =I7TOCRICEDDL D DEEN HYET, <Nik., Cisco Nexus AA
YVFCEIWLERBYZERT,

AT Y 7 8: Cisco Nexus AA Y FTCAT—RANTITATILBBDETHELEEXET,

1. show module Y > R&EFEHL £,



N9K-1(config)# show module
Mod Ports Module-Type Model Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *

Mod Sw Hw Slot
1 9.3(1D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 44-b6-aa-aa-aa-aa to 44-b6-be-bb-bb-bb ABCDEFGHIJK

Mod Online Diag Status

* this terminal session

FEVPCOX—TTSATRETUVIONTY TIREICESKEVTRENEN BB EICEE



LTLEEV, ik, vPCOHCisco NexusAA Y FH, HR—KR&EhTLWE L\ Cisco
NX-OSHERZD/N—>23a>azE > TVWDEHTT,

AT Y7 9: Cisco NX-OSZEVPCE 7 MCisco Nexus AA Y FICA AR =) LET,

N9K-2(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[#######S##AHRR######] 100% -- SUCCESS

Verifying image type.
[#######S##AHRR######] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nx0s64-cs.10.2.5.M.bin.
[####### R # 4] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nx0s64-cs.10.2.5.M.bin.
[####### R ## 4] 100% -- SUCCESS

Performing module support checks.
[####### R ## 4] 100% -- SUCCESS

Notifying services about system upgrade.
[####### R ## 4] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D 10.2(5)
1 bios v05.47(04/28/2022) :v05.42(06/14/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

AT Y7 10 : Cisco Nexus AL Y FTCAT—RANTITATILBBDETELEET,



1.show module X > REFERALE Y,

N9K-2 (config)# show module
Mod Ports Module-Type Mode Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *

Mod Sw Hw Slot
1 9.3(11D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 f8-a7-3a-nn-nn-nn to f8-a7-3a-nl-nl-nl 98765432109

Mod Online Diag Status

A

* this terminal session

ATYTMNF=TTZ47, ETIVD, BLBVWPCR—RNFYRILHFTY TRETHD L%
BELET,

1.show vpcIAN > RZFEALE T,

N9K-1(config)# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-Tink
vPC domain id i1
Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success
Per-vlan consistency status 1 success
Type-2 consistency status 1 success
vPC role : primary
Number of vPCs configured 12
Peer Gateway : Enabled
Dual-active excluded VLANs T -
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled
Delay-restore status : Timer is off.(timeout = 30s)
Delay-restore SVI status : Timer is off.(timeout = 10s)
Operational Layer3 Peer-router : Enabled
Virtual-peerlink mode : Disabled

vPC Peer-1link status

1 Pol up 1



vPC status

Id Port Status Consistency Reason Active vlans
50 Po50 up success success 1
60 Po60 up success success 1

N9K-2 (config)# show vpc
Legend:

(*) - local vPC is down,

vPC domain id
Peer status
vPC keep-alive status

forwarding via vPC peer-link

1
: peer adjacency formed ok
: peer is alive

Configuration consistency status : success

Per-vlan consistency status 1 success

Type-2 consistency status 1 success

vPC role : secondary

Number of vPCs configured 12

Peer Gateway : Enabled

Dual-active excluded VLANs -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

Operational Layer3 Peer-router
Virtual-peerlink mode

vPC Peer-1link status

Enabled

: Disabled

id Port  Status Active vlans

1kl w1

vPC status

1 port Status Consistency Reason  Active vians
50 Poso up  success  success

60 Po60 up success success

BYIE 5 2
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