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Windows 2012

DHCP Server Layer2
101660150 [ Layer?

Common to all leafs

interfacevlanla2l

description Clients

ho shutdown

wif member vxlan-5000

ipaddress 10,166 168.1/24 tag 3300
fabricforwarding mode anycast-gateway
ipdhcp relay address 10.166.0.150

ip dhep relay source-interface loopbacklnos

interface loophacklos
wif member vxlan-5000
ipaddress 10,166 248.13,/32tag 3300

interfacevlanl40s

. . description Servers

Spinel Spine2 na shutdown

wif member vxlan-5000

ipaddress 10.166.0.1/24 tag 8300
fabricforwarding mode anycast-gateway

vlan1a21
hatne Clients
vh-segment 201421

interface loopbacklos
wif member wxlan-5000
ipaddress 10.166.248.12,/32tag 3300

interface loopbacklos
wif member wxlan-5000
ipaddress 10.166.248.11,/32tag 3300

DHCP Client@

Yian 1421

CCTOREARF, IXNTON—=T AAYFHNFIOFAFT>MVLAN TEU VLAN A > ZX—T T4
AT RLAERET DS, dhep ST Y RNESHBBOIC—ED IP 7 RLAEERT 5 HEHN
HBEWSATT, TOEH, DHCP UL — 7L —LEZHRBOEIL—T/NY 2 P RL R
(COHE103) #FEALET,
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Discover Transaction ID I

1163 366.04693610.166,0.150 10.166.248.11 DHCP 375 DHCP offer - Transaction ID 0x92%0d377

1165 366.048158 10.166, 248,11 10.166.0.150 DHCP 416 DHCP Request - Transaction ID Ox9200d377
1166 366.048471 10.166.0.150 10.166.248.11 DHCP 380 DHCP ACK - Transaction ID 0x9290d377

Frame 1084: 390 bytes on wire (3120 bits), 390 bytes captured (3120 bits) on interface 0
Ethernet II, src: Cisco_ca:fl1:77 (7c:0eice:ca:fl:77), Dst: vmware_hc:51:a3 (00:50:56:bc:i51:a3)
Internet Protocol wersion 4, src: 10.166.248.11 (10.166.248.11), Dst: 10.166.0.150 (10.166.0.150)
User Datagram Protocol, Src Port: 67 (67), DSt t: 67 (67)
-] Bootstrap Protocol (Discover)
Massage type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: & Source/Destination IP
Hops: 1
Transaction ID: 0x9290d377
seconds elapsed: ©
# Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 10.166.248.11 (10.166.248.11) #——— Loophack address of leaf
Client MAC address: vmware_bc:33:66 (00:50:56:bc:33:66)
client hardware address padding: 00000000000000000000
Server host name not given
goot file name not given
Magic cookie: DHCP
option: (53) DHCP Massage Type (Discover)
option: (61) Client identifier
option: (500 Reguested IF Address
option: (120 Host Mame
option: (600 vendor class identifier
option: (55) Parameter Reguest List
option: (82) Agent Information option
option: (255) End

H[FH [+

I HFEEEFEE

LT, ZFRLAAEYHTSATWVWR A ES D ZHITT S - (C Microsoft Windows 2012 A {#
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DHCP Dis couer
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Areaddresses
auilable?

scope that
matches the
miaddr

Alln@te one No offergenerated

scope match «ia
policy™

Allnmte address in
secondary scope
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B DHCP
File  Action  Wiew Help
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¥ DHCP Contents of DHCP Server Status
4 g WIN-HZC0AKE7CHL 1 Superscope PPN A ctie
[ Ema = e Ot
a Display Statistics... j er\..-'e.r prans
4 < Palicies
| MewScope.. 7| Filters
Mew Multicast Scape..,
Configure Failowver..,
I Replicate Failowver Scopes...
bR

Define User Classes...

Define Wendaor Classes..,

Reconcile &ll Scopes...

Set Predefined Options...

Wiewy »

Refresh
Export List..,

Properties

Help

AOA—7TOERZBRBLET,



Mew Scope Wizard

Welcome to the New Scope
Wizard

Thiz wizard helpz pou zet up a scope for distributing [P
addreszes to computers on your nebwark,

To continue, click Next.

MHext »

Cancel

BEAWENTET,




Mew Scope Wizard

Scope Hame ey
'ou have to provide an identifying zocope name. v'ou alzo have the option of providing
a dezcription.

Type a name and dezcription faor thiz zcope. This information helpz pou quickly identify
hiow the scope iz to be uzed an your netwaork.

M arne: Fabric Metwork-Loopbacks

Dezcription: Fabric devices Metwork Loopback Addrezzed

< Back Mesut > Cancel

DHCP UL—%ZRfTIDAMYFDIL—TNY VEECT RLABAZRBIRLET,



Mew Scope Wizard

IP Addresz Hange T
You define the scope address range by identifving a zet of consecutive |P addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the zcope distributes.

Start [P address: 10 166 . 248 . 11

End IFP addrezs: 10 166 . 2483 . 13

Configuration sethngs that propagate ta DHCP Client

Lenqth: 24—

Subnet mask: 205 285 2BG . 248

£ Back Heut > Cancel

RECOEWMEOT RLAZBTBRALET., OEBALCH—/NHFBAVYETIEHICERATEDT
RLAFBVWLRSCTHCEHNEETY, COBBICEATRETY RLAFBZEWE, Z0 dhep
BERELEBITBILEDHIC, Y—NCHMORAT-—TEI-LEZRIREEDI LN TEEYS, COFIE
&, COREEREETELISATREEESZFHO 1 DEBVET,



Mew Scope Wizard

Add Excluzionz and Delay —
Excluzions are addrezzes or a range of addrezses that are not distributed by the

gemver. B delay iz the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the |P address range that you want to exclude. [F pou want to exclude a single
address, twpe an address in Start [P addreszs only.

Start [P addrezs: End IP address:

Excluded addresz range:

10.166.248.11 to 10.166.245.13 Remove

Subret delay in milli zecond:

< Back Mest » Cancel

ROBEFARRENDET [Next] 29UV ILETS, ADA—TEZFITATLITREDH, 1200
ATV EREBITILENIBYET,



Mew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCF options before clients can use the
SCOPE.

When clents obtain an addressz, they are given DHCP optiong zuch az the [P

addreszes of routers [default gateways), DMS servers, and "WIMS zettings for that
SCOPE.

The zettings pou zelect here are for thiz scope and overnide zettings configured in the
Server Optionz folder for this server.

Do pou want to configure the DHCP options for this scope now’?

(" Mo, | will configure these options later

< Back M et Cancel

VW—2EB2HTEY NICTRLAZEBNLES. F72LMOS—MITABLTR, ¥—
NTCROA—TZ#TFIT1TCTRLBTEXREA,




Router [Default Gateway] —
Y'ou can specify the routers, or default gateways, to be distibuted by this zcope.

To add an IP address for a router uzed by clients, enter the addrezs below.

[P address:
. Add

10.166.248.11

Cancel

ROBEHFRFIENDET [Next] VY IL, [Yes] ZBIRLT [Next] 29UV ILET,



Activate Scope
Clients can obtain address leazes only if a zcope iz activated.

Do pou want to activate this scope now'?

™ Mo, | will activate this scope later

Cancel

ChTRETULELL, [Finish 22Uy IL%EY,



Mew Scope Wizard

Completing the Mew Scope
Wizard

Ta close this wizard, click Finish.

“ou have succeszsfully completed the Mew Scope wizard.

To provide high availability for thiz scope, configure Failover far
the newly added zcope by nght clicking on the zcope and
clicking on configure failowver.

£ Back i Finizh

.............

Cancel

RIEA—N—AOD—7%#ERBL. CORT-7TZEMIIBEHFBYIET,

& DHCP
a5 WIN-H2C0AKETCHL
al@ P -
P Display Statistics... Lacks
MNew Scope..,
MNews Superscope..,
i’ Mewe hdulticast Scope..,
Configure Failover..,
B Replicate Failowver Scopes..,
& Define User Classes..,
I _:E.’i |P Define Wendor Classes.,

Reconcile &l Scopes..,
Set Predefined Options..
Wiew »

Refresh
Export List...

Properties
Help

[Next] €2V Y VL THKLET,

Contents of DHCP Server Status

o Scope [10.166.248.8] Fabric Metwork-Loo.,, ™ Sctive
- Server Options

<1 Policies

¥l Filters

Description
Fabric devices MNetwork Loopback..



Mew Superscope Wizard

Welcome to the New Superscope

Wizard

Thiz wizard helpz vou create a superzcope, which expands
the number of [P netwark, addreszes that you can uze in a

nebwark,.

& guperzcope allows zeveral distinct scopes to be logically

grouped under a zingle name.

To continue, chck Next.

Mest -

Canicel

EHEAWERNTET,




Superscope MName
Y'ou have o provide an identifving superscope name.

Mame; |»*LAN-Fabric-5 coped

FLLVA—N=AO-7TCEHIMECERL EN—=T XY AO-TZBRLFT,



Select Scopes
'ou create a superzcope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Ayailable scopes:

[10.7166.248.8] Fabric Metwork-Loopbacks

Cancel

ChTHRTTY, [Finish| ZOVUYILET,



Mew Superscope Wizard

Completing the New Superscope
Wizard

You have succezsfully completed the New Superscope
wizard.

T he following superscope will be created:

M ame: |

Scopes included in this superscope:;
[10.166.243.8] Fabric Metwork-Loopbacks

Ta claze this wizard, click Finish.

< Back, Finizh Cancel

REODZATN AT 2ERIZBENHYNET, BE, VF4FN AO-T2ERY
LS5, CORAT—TZERLET, RERT&LSKE, A—N—AT-TLZOART-T%2%8

OEIREFTEBLTLSEZL,



G DHCP

4 T WIN-H2COAKETCHL
4 T IPud

.3 Server Options
| Paolicies

= % Filters

b IPvE

A | Superscope WHLAM
I g Scope [10.166

Display Statistics...

Mew Scope..,

Configure Failowver..,

Deactivate
Wiewny
Delete

Refresh
Export List...

Properties

Help

Contents of Superscope
& Scope [10.166.248.8] Fabrii

AOA-THFEREhES, Y—FELVAID-TZREITDCEZTREICTHIFSS 3> 82

DEBEEMLET. AT—7Z2BHAL. RUI—CBBLT, HILLAUS—ZERLET.
“F DHCP Policy Marme
4 o WIN-H2ZCOAKETCHL
4 Ty P

4 || Superscope WXLAN-Fabric-Scopes

4 g Scope [10.166.168.0] Wan1421-ClientScope

£ Address Fool

@ Address Leases
2| Reservations

.. Scope Options

| Palic
I g Scope [1
.3 Server Optio

| Policies

7| Filters

b
b IPvE

Mew Palicy..,

Deactivate
Wy k

Refresh
Expart List...

Help

opbacks




BEEHAWEMRTET.

DHCP Policy Configuration Wizard

Policy bazed IP Addreszs and Option Azsignment 1% i

Thiz feature allows wou to diztibute configurable settings [IP address, DHCF ophionz] to
clents based on certain conditions [e.g. vendar clazs, user clazs, MAC address, etc.).

Thig wizard will guide you setting up a new policy. Provide a name [e.g. YolP Phone
Configuration Policy] and descnption [e.g. HTF Server option for WolP Phones) far your

policy.

Folicy Mame: Ylan1d421 - Option 32 Policy

Diescription; lan1421 - Option 82 Policy

< Back M et = Cancel

[Add] @2V Y OULTHRUS—ZERLET,



DHCP Policy Configuration Wizard

Configure Conditionz for the policy 1% i

&, policy conzigtz of one or more condition: and a zet of configuration zettings [options, |P
Addresz] that are distributed to the client. The DHCP zerver delivers these specific
zettings to clientz that match these conditions.

“ &, policy with conditions bazed on fully qualified domain name can have
configuration zettings for DNS but not for optionz or [P address ranges.

Conditions Operator Walue

{7 AMD f* OR Add...

£ Back Mewt » Cancel

[Relay Agent Information] & [Equals] ZiBIRLET, ROKXSICEHRID ZEMLET, chi
OTDAFTMCIPPRLAZEY YTHEDHIC, Y—/AHEE7E VLAN ZH I D HECE
WEFT, FVLANIKE, WNNEITAXAKNIDICHRTZ—EOERID FEYETShET. K
TLES, [OK|ZV2VYOLET,



DHCP Policy Configuration Wizard

C Add/Edit Condition ?

Specify a condition for the policy being configured. Select a criteria, operataor
and valuesz for the condition.

Criteria: | Relay Agent Information j

| Operatar: | Equalz j

Walle [in hex)

" Relay &gent Informnation: |

& Agent Cirouit 1D |D'I 02000500031 2C0 L~

" Agert Femote 1D |

" Subzcrber ID: |

[ Prefis wildcard)
| v Append wildcard(”) |——=______

Back e Cance

[Nex] 22U Y OLT, HAZRL FT2aVICERET,

Leaf Configuration

vlan 1421
narme Clients
vh-segment 201421

The Agent Circuit 1D s derived
from “0108000600" plus
OO where X000 isthe
six digit %M segment 10
converted to heyx,

201421 =312C0. Since the
numher needs to always be six
digits it becomes 0312CD for a
total circuit D of
01080006000312CD

Be sure to check the append
wildcard hox



DHCP Policy Configuration Wizard

Configure Conditions for the policy 1% i

&, policy conzigtz of one or more conditionz and a zet of configuration settings [options, |P
Addresz] that are distnbuted to the client. The DHCP zerver delivers these specific
gettings to clientz that match these conditions.

.ﬁ. &, policy with conditions based on fully qualified domain name can have
=" configuration settings for DMS but not for optionz or P address ranges.

Conditions Operator Y alue

Relay Agent Information - &... Equals

O AND f* 0OR Add.. Edit... Femove

< Back Mewut » Cancel

[Yes] EF T YU LTFP RLAOKHEZBIRT S, [No] ZBRULTAO-THOFDET KL
AFENESNDERS5LCLT, HARLIPBEZRETEERT, <TE, [No] FiBRE h,
AOA-7TAOTF RLAFIZATMCEYES D KSELTLET,




DHCP Paolicy Configuration Wizard

Configure zettings for the policy

[f the conditions zpecified ik the policy match a client request, the zettings will be @
applied.

& goope can be subdivided into multiple |P addresz ranges. Clients that match the conditions
defined in a policy will be izsued an IP Addresz from the specified range.

Configure the start and end |P addrezs for the range. The start and end IP addresses far the
range muzt be within the start and end |P addrezzes of the scope.

The current zcope IP address range iz 101661681 - 10.166.168.254

It an IP addrezs range iz not configured for the policy, policy chents will be izzued an 1P
addreszs from the scope range.

Do pou want to configure an |F address range for the policy: (" Yes (o iNg

........

< Back Mewt = Cancel

BEIWBUT, CORVS—OAA AOA—TOFT2 322 L BESTDHCELEETEEY, <
OHTE, DAZL AT BH)ERA,




Configure settings for the policy
If the conditions gpecified in the policy match a client request, the settings will be

applied.

Wendor class:

Description

Ayvailable Options

[ 002 Time Offset UTC offzet in seconds
(] 003 Fouter Array of router addreszes order

Dl 004 Time Server Array af bme server addrezzes
+

E

— [Data entry
Long:
|00

BELTH S, [Finish 29Uy HOLTRVS—EERLET,



DHCP Policy Configuration Wizard

Summary 13 i

& pew palicy will be created with the following properties. To configure DMNS zettings,
wigw properties of the policy and chick the DNS tab.

M ame: Wan1421 - Option 32 Policy
Degcrption: Wlan1421 - Option 82 Policy

Conditions: 0OR of

Conditions [ perator Y alue
Relay Agent Information - A...  Equals 0108000600037 2C0°
Settings:
Option Mame Yendaor Class Yalue
< Back | Finish ¢ Cancel

ST, VATV NS IECERENIEAT—7TOIPFRLAZZF/LAROEC L ZRRBT
EBRDKBYERT,

ABOH7ZY MCHL TEBO DHCP AO—7FRELRJE, IXTOUV—-TLOHTXRY K
/IVLAN Z &2 1 D® LoopbackX Z4ER L. VLAN Z & (C LoopbackX A 1—7 BN IS
AFPNIPHYT7ZY N RAOA=TTCARA—N—ARID—TZERTIBEN BV ET,

Zhik. Microsoft DHCP ¥ —/\#, A—N—AO—=7"OTFOIN—7"NXv O AOA—7ICERTEE
BIPHFrWCEERHELERICLY, EHAY HTAO—THS IP 2B Y TEVEDHTT

o
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HYET,

interface loopback601

vrf member evpn-tenant-kk1
ip address 192.168.0.43/32
ip router ospf 1 area 0.0.0.4

interface loopback602

vrf member evpn-tenant-kk1
ip address 192.168.10.43/32
ip router ospf 1 area 0.0.0.41

router bgp 2

vrf evpn-tenant-kk1
address-family ipv4 unicast
network 192.168.0.43/32
network 192.168.10.43/32
advertise 12vpn evpn

& VLAN BEBZBI)IN—T)XYy V%Z DHCP UL— V—AELTHEALZEY,

122—7 14 A Vlan1601

no shutdown

vrf member evpn-tenant-kk1

no ip redirects

ip address 10.160.1.254/24

no ipv6 redirects

fabric forwarding mode anycast-gateway
ip dhcp relay address 10.160.2.253

ip dhcp relay source-interface loopback601

1>8—7 T 1A Vian1602

no shutdown

vrf member evpn-tenant-kk1

no ip redirects

ip address 10.160.2.254/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.160.2.253

ip dhcp relay source-interface loopback602

RIS, RBEAIL—F/N\v U IP BEZERD, VLAN 1601 & VLAN 1602 D 2 DO RA—/N\—A]]
—TRERTIVUBENHET,

chsZERELAZVE, VLAN1601 & 1602 DFAABRNEEIC 1 2OARAO—=7D5 IP ZBIBLE
7.



File Action View Help

= #[E B 63 (2 eF
?_ DHCP Contents of DHCP Server Status
e i sjrpvivde.sjrpviclocal [ Superscope super-vxlan-1602 ** Active **
o | Superscope super-vxlan-1601 ** Active ™
4 [ ] Superscope super-vxlan-1602 (.3 Server Options
b [ Scope[10.160.2.0] valan-1602 B policies

b [a Scope[ 192.168.10.40 ] vilan-1602-loopbacks | Filters

4 [ Superscope super-wixlan-1601
. | Scope [10.160.1.0] vxlan1601
b Cg Scope[ 192.168.040 ]vxan-1601-loopbacks

[3 Server Options
[&] Policies
I | Filters
b IPVE

B
H—/\T Wireshark 221792 &, ELWHTRXRYRNTHAT7—HDREETAhTVWBR L ERRET
EET,
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1779 51B0.6327510.166,.248.11 10.166.0.150 DHCF 390 DHCP Discover - Transaction ID Ox9cfd3cay

1780 5182.07221 10.165.0.150 ; d. 375 DHCP Ofter Transaction ID Ox9cr43ca?
17581 5182.0737510.166.248.11 10.166.0.150 DHCP 416 DHCP Request - Transaction ID OxOcfd3ca?
1783 5182.0748510.166.0.150 10.166.2458.11 DHCP 380 DHCP ACK - Transaction ID Ox9cf43ca?

Frame 1780: 375 bytes on wire (3000 bits), 375 bytes captured (3000 bits) on interface 0O
Ethernet II, Src: wiware_bc:51:a3 (00:50:56:bc:51:a3), Dst: 02:00:609:69:06:96 (02:00:69:69:96:96)
Internet Protocol version 4, Src: 10.166.0.150 (10.166.0.150), Dbst: 10.166.248.11 (10.166.248.11)
User Datagram Protocol, Src Port: &7 (67), Dst Port: €7 (67)
Boorstrap Protocol (offer)
Message type: Boot Reply (20
Hardware type: Ethernet (0x01)
Hardware address length: &
Hops: 0
Transaction ID: Ox9cfd3cal
cseconds elapsed: O
= Bootp flags: Ox0000 (unicast) ; '
Client 1P address: 0.0.0.0 (0.0.0.0) Client’s IP address
your Cclient) IP address: 10.166.1688.3 (10.166.168.3)
HEXT SErver address ; . L 0. . L0,
relay agent IP address: 10.166.248.11 (10.166.248.11)
Cliant Mal address: vinware _be:33:66 (00:50:56:be:33:66)
Client hardware address padding: QO0000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
option: (53) DHCP Message Type (offer)
option: (1) Subnet mask
option: (58) Renewal Time value
option: (59) rabinding Time value
option: (51) IP address Lease Time
gption: (547 DHCP Server Identifier
option: (3) Router
option: (&) Domain Mame Server
option: (82) agent Information option
Length: 45
= option 82 suboption: (1) Agent Circuit ID
Lengrh: 10
Iﬁent Circuit ID: ﬂlﬁBDGOEWG!IE:dDOObI—-—-—-___________ ) .
[= Option &2 suboption: (Z) AQent Remote 1D Agent Circuit 1D
Length: &
Agent Remote ID: Folececafl?y
= option 82 suboption: (1510 WRF name/wPN ID
Length: 11
VRF namea:
= oprion 82 suboprion: (11) Server I0 Override
Length: 4
server I0 override: 10.166.168.1 (10.166.168.1)
= option 82 suboption: (50 Link selection
Length: 4
Link selection: 10.166.168.0 (10.166.168.0)
# oprion: (2550 End

from client subnet

(] 68 [0 [ ) [ [
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