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Ethanalyzer

Ethanalyzer i&, O RO—J) F7L—2EARLYFCPURBD RS T4V IODRSTINT1—F 4«
DIOBETSOICERNZY =TT, Mgmt ik, mgmt0 1 > RX—T7 I A AICEY NTBINTY MO
NSNS 21—F4 20 %T5EODA2RZ—T I A4ATT, Inbound-low ( eth3 ) (& CPU (2%
Sh3BEIEMDEV ( ping. telnet, EF1F7 I ) NZT714YIHTHY), inbound-



hi (eth4 ) l& CPU ICES B BEIEMXZOSV (ANZ>F Y U—7OKR3)L (STP)., 7V
>7ORIL F—F2I1ZY KN FIP)NZT74vIATY,

E ATV ELTRRTANEZELEBFYTTFY 74N R EEATEET, Nexus
5000 TRERR7 1R 7232 #, Nexus 3000 & & Nexus 7000 TRrF+7'F+ 7
AINE ATV EThThEREILET,

Wireshark lc &, —BICHERAE NI ERTZIAIINEZNFHYET,

Wireshark (Cld, —f¥IICERAET D F Y TF¥ 74U EZFHBYET,

3 : Nexus 5000 EEB VLAN 2R L TT7 L —A%ZEIZT 5 -8, Ethanalyzer (Z &3P
VLAN A"&% V) £9, Nexus 5000 (& AEB VLAN ICEDSWTT7L—A%EXL, Ethanalyzer
T DOWE VLAN ZRRLE T, Ethanalyzer ThSTIN>1—F 1T %7588,
VIAND OEOICRZ TN 1—TFT A ITHFELLBRZIENHYET, £EL, IVE
VI RRETSHIC, N K show system internal fcfwd fwevidmap cvid ZEHTE &£
T RICHIZRLET,

Nexus# ethanalyzer local interface inbound-low detail display-filter icmp
Capturing on eth3
Frane 16 (102 bytes on wire, 102 bytes captured)
Arrival Time: Sep 7, 2011 15:42:37.081178000
[Tinme delta from previous captured franme: 0.642560000 seconds]
[Tinme delta from previous displayed frame: 1315424557.081178000 seconds]
[Time since reference or first frame: 1315424557.081178000 seconds]
Frame Nunber: 16
Frame Length: 102 bytes
Capture Length: 102 bytes
[Frame is marked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
Et hernet |1, Src: 00:0d: ec:a3:81:bc (00:0d: ec:a3:81: bc),
Dst: 00:05:73:ce:3c:7c (00:05:73:ce: 3c:7c)
Destination: 00:05:73:ce:3c:7c (00:05:73:ce: 3c: 7c)
Address: 00:05:73:ce:3c:7c (00:05:73: ce: 3c: 7¢c)
.0 ... ... ... .... = 1Gbit: Individual address (unicast)
ceee .00 oo oo ... ... = LG Dbit: dobally unique address(factory default)
Sour ce: 00:0d: ec: a3: 81: bc (00: 0d: ec: a3: 81: bc)
Address: 00:0d: ec: a3: 81: bc (00:0d: ec: a3: 81: bc)
.0 L I G bit: Individual address (unicast)
O LG bit: G obally unique address(factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN
000.
. 0000 0011 1001
Type: 1P (0x0800)
Internet Protocol, Src: 144.1.1.63 (144.1.1.63), Dst: 144.1.1.41 (144.1.1.41)
Version: 4
Header |ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. Differentiated Servi ces Codepoint: Default (0x00)
.. 0. ECN- Capabl e Transport (ECT): O
B ¢ ECN-CE: 0O
Total Length: 84
I dentification: 0x1118 (4376)
<sni p>

Priority: O
CFl: 0


http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/CaptureFilters

HHFIASHABKSIC, Ethanalyzer l&. FAEBVLAN THS VLANS7 TNT Y M ZEE 1
cEZRLTVET, LEL, 57 F16 EHFRE TR AW, VLANS7 IFEEEOD VLAN TlkH
WEE A, 16ERN571E0x0039TT ., COIN RiE, 16EBDODEBEOVLIANEZREL £,

Nexus# show system internal fcfwd fwcvidmap cvid | grep 0x0039
0x0039 enet 0x01 0x0090 0100. 0000. 080a 0100. 0000. 0809
0x0039 fc 0x01 0x0090 0100. 0000. 0007 0100. 0000. 0006

16 HEBRTZDEE D VLAN & 0x0090 TF, R, HEZ144D10ERI-TRTIHBENF HVYE
¥, COFTEIE. Ethanalyzer’57THBD CEZRLTVETH, BIO T L —LADEEOVLANY
VLAN 144 THDEZRLTVET,

JRIZ. VLAN.(etype==0x8914) DERTR 7 AL ATFIP 7L—LZEF+7F v LEBlERLET,

Nexus# ethanalyzer local interface inbound-hi display-filter vlan.etype==0x8914
Capturing on eth4

2011-10-18 13:36:47.047492 00: c0: dd: 15: d4: 41 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:48. 313531 00: c0: dd: 15: d0: 95 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49. 373483 00: 0d: ec:a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49. 373868 00: 0d: ec: a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49.374131 00:0d: ec:a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49.374378 00: 0d: ec:a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49. 374618 00: 0d: ec: a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49. 374859 00:0d: ec:a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36: 49. 375098 00: 0d: ec: a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

2011-10-18 13:36:49. 375338 00: 0d: ec: a3:81:80 -> 01:10:18:01: 00: 01 0x8914
PRI: 3 CFl: 01D 56

10 packets captured

Programexited with status O.

Nexus#

WIZ, BEDCNAAS FKA 7L—A%EF v 7F v LEHIERLET (VFC1311 & Po13111C B
ERFShTWET ), ZOREICKY), Ethanalyzer Tik, RARD S D FKA A 8 # ( FKA
R4~ ) CECRRENET,

Nexus# show flogi database

vfcl5 200 0x1e0000 50: Oa: 09: 81: 89: 4b: 84: 32 50: Oa: 09: 80: 89: 4b: 84: 32
vfcl6 200 0x1e0003 50: Oa: 09: 81: 99: 4b: 84: 32 50: Oa: 09: 80: 89: 4b: 84: 32
vfcl7 200 0x1e0002 21:00: 00: c0: dd: 12: b9: b7 20: 00: 00: c0: dd: 12: b9: b7
vfcl8 200 0x1e0006 21:00: 00: cO: dd: 14: 6a: 73 20: 00: 00: c0: dd: 14: 6a: 73
vfcl9 200 0x1e0001 21:00: 00: cO: dd: 11: 00: 49 20: 00: 00: c0: dd: 11: 00: 49
vfc20 200 0x1e0007 21:00: 00: c0: dd: 12: Oe: 37 20: 00: 00: c0: dd: 12: Oe: 37
vfc23 200 0x1e0004 10: 00: 00: 00: c9: 85: 2d: e5 20: 00: 00: 00: c9: 85: 2d: e5
vfcl311 200 0x1e0008 10: 00: 00: 00: c9: 9d: 23: 73 20: 00: 00: 00: ¢9: 9d: 23: 73

Total nunber of flogi = 8.



Nexus# ethanalyzer local interface inbound-hi display-filter "eth.addr==
00:00:c9:9d:23:73 && vlian.etype==0x8914 && frame.len==60"limit-captured-frames 0
Capturing on eth4

2011-10-22 11:06:11. 352329 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06:19. 352116 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06:27.351897 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06: 35. 351674 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06: 43. 351455 00: 00: ¢9: 9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06:51. 351238 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:06:59. 351016 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:07. 350790 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:15. 350571 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:23. 350345 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:31. 350116 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:39. 349899 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:47.349674 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:07:55.349481 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:08:03.349181 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:08:11. 348965 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:08:19. 348706 00:00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:08:27.348451 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

2011-10-22 11:08: 35.348188 00: 00:¢9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914
PRI: 3 CFl: 01D 24

52 packets dropped

Nexus# 19 packets captured

FROFYTFy TR, AVEA—EFHFRRENTVET, FHlENTY NZHRITZEET
EET, LEL, AT 3 2FERATREE. FYTTFYEZT7AILNCEERATAS,
Wireshark TR CENREB T,

Nexus# ethanalyzer local interface inbound-hi detail display-filter
vlan.etype==0x8914 write bootflash:flogi.pcap ?

<CR>

>Redirect it to a file

>>Redirect it to a file in append node

di spl ay Display packets even when writing to a file

| Pipe command output to filter

BRI, LACP 7L—AZF YT F+v 920 %2RLET,

Nexus# ethanalyzer local interface inbound-hi display-filter slow
Capturing on eth42011-12-05 12: 00: 08. 472289 00: 0d: ec: a3: 81: 92 -> 01:80: c2: 00: 00: 02 LACP Link
Aggregation Control Protocol Version 1. Actor Port = 16651 Partner Port = 283



2011-12-05 12:00: 16.

Aggregation Contro

2011-12-05 12:00: 25.

Aggregation Contro

2011-12-05 12:00: 25.

Aggregation Contro

2011-12-05 12:00: 26.

Aggregation Contro

2011-12-05 12:00: 26.

Aggregatlon Contro

R, MAC 7 RLA00:26:f0 (AR A—R T714I)R)

944912 00: 1d: a2:
Pr ot ocol Versi on 1.
038588 00: 22: 55
Pr ot ocol Version 1.

394222 00: 1b: 54: c1:
Pr ot ocol Version 1.
613525 00: 0d: ec:
Pr ot ocol Version 1.
613623 00: 0d: ec:
Pr ot ocol Version 1.

~LET,

00:

77:

8f:

8f:

02: 99
Act or
e3: ad
Act or
94: 99
Act or
c9: ee
Act or
c9: ef
Act or

-> 01:80:c2:00:00: 02 LACP
Port = 283 Partner Port =
-> 01:80:c2:00:00: 02 LACP
Port = 16666 Partner Port
-> 01:80:c2:00:00: 02 LACP
Port = 282 Partner Port =
-> 01:80:c2:00:00: 02 LACP
Port = 295 Partner Port =
-> 01:80:c2: 00: 00: 02 LACP
Port = 296 Partner Port =

Li nk
16651
Li nk

= 16643
Li nk
16644
Li nk
295

Li nk
296

BIEERETRINTOTIL—L%E

#v7?v?%%

Nexus# ethanalyzer local interface inbound-hi display-filter

"eth.src[0:3]==
Capturing on eth4
2012-06- 20 16:37:22.721291
Root
2012-06- 20 16: 37:22.721340
Root
2012-06-20 16:37:22.721344
Root
2012-06- 20 16:37:22.721348
Root
19 packets dropped

Nexus# 4 packets captured

X EROHBHICE

= 8192/ d0: 57: 4c: b7: dc:

= 8192/ d0: 57: 4c: b7: dc:

= 8192/ d0: 57: 4c: b7: dc:

= 8192/ d0: 57: 4c: b7: dc:

00:

00

00:

00

00:

00

00:

00

00:26:f0" limit-captured-frames 0

26: f0: 05: 00: 00 ->
Cost = 200 Port
26: f0: 05: 00: 00 -
Cost = 200 Port
26: f0: 05: 00: 00 -
Cost = 200 Port
26: f0: 05: 00: 00 -
Cost = 200 Port

v un v i v 1

01: 80: c2:

0x9004

01: 00: Oc:

0x9004

01: 00: Oc:

0x9004

01: 00: Oc:

0x9004

00: 00:

CC:

CC:

CC:

. 19 Packets droppeds ERXRRENTVET,
ERICEZEEThITEBAN.

CC:

CC:

CC:

00 STP Conf.

cd STP Conf.

cd STP Conf.

cd STP Conf.

Ethanalyzer IC&K 2 TEF Y T7Fr¥EThTVER A,

BEt)%4 CPU % 21— ( Inbound-hi, inbound-lo, £k mgmt) ZBIRL T &V,

R, —BABRNT T4V RA4TEF1—ZRLET,

- Inbound-low : SUP-low (eth3) ( 7
Internet Group Management Protocol M A X —
SUP-high ( eth4 ) ( STP, FIP. Fibre Channel over Ethernet ( FCoE ) . FC,
Link Layer Discovery Protocol/Data Center Bridging Capabilities
D> OEKWEE7ORIL, BEF@EmU 2 o%E )
TFORNATNR (mgmt0 A VR —T7 IAAZBRBRBITDENTANT)

IA4AIP,
. Inbound-hi :

Cisco Discovery Protocol,

Exchange Protocol,
- Mgmt :

FIP(Z77V0vy o094, JUFREIUY, FKA)

-FCoE (AR—h OTA2, RXALY X—L ATLA)

R, FYTFYLEFIP & FCoE OflZRLET,

et hanal yzer | oca
|| vlan.etype==0x8906"

interface i nbound- hi

R, —EDARP 71 )LEZDFlERLET,

di splay-filter

Nexus# ethanalyzer local interface inbound-low display-filter

arp.src.hw_mac==
Capturing on eth3

2012-07-12 21:23:54. 643346 00: 13: 80: 66: 8a: c2
ff.ff:ff:ff:ff.ff ARP Who has 172.18.121.59?

0013.8066.8ac2

->
Tel |

RLABRZ ORI (ARP ) /ALY FREA > R—T
E>7)

: VLAN.etype==0x8914
: VLAN.etype==0x8906

"vl an. et ype==0x8914

172.18.121.1

chsoNTY M



NexusF340. 24. 10- 5548- 2# 1 packets captured

Nexus# ethanalyzer local interface inbound-low display-filter
arp.src.proto_ipv4==172.18.121.4

Capturing on eth3

2012-07-12 21:25:38.767772 00: 05: 73: ab: 29:fc ->
ff:ff:ff:ff:ff:ff ARP Who has 172.18.121.1? Tell 172.18.121.4
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