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ALAYRAAY FOIDICEBENIZBEEOHD/FEBZDHCPHY —NAHVET,

3WEBER, VFATURDSODINTORNTTAVIEZETERRDICAT 7 —AXvE—2
ICT—RIDIATRLAZRETED O, BEOBBELZRES AIEMN BT,

4. CNREHPBERELELTHSNTVET,
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18.10.58.2/24

DHCP Server
Access VLAN-GB
Tel/1/2
SVis -
Distribution VLAN 18 : 10.18.12.1/24
Switch VLAN 20 : 10.16.20.1/24
VLAMN 38 : 18.18.38.1/24
VLAN 5@ : 19.18.50.1/24
Tel/1/3
Trusted
Tel/a/f2
Access Switch
Gil/e/1 G11/8/5

DHCP Snooping
enabled on
VLANs 18,20,38

Gil/fe/2| Gil/e/3

Gil/fa/4

R RN S R ——



ip dhcp snooping vlan 10,20,30

ATV 7 2: ERODHCPY —/N\ASDHCPA 7 7 — 2R EIR2 T VEAARAMYFOIXRNTDA >
B—7 I A ATDHCPARX—EVIGEHEZRELE T, CORDIBAUE—T I/ ADOHE, X
Y RD—UDREFFEDHCPHY —NOBEICL > TERZYWET, Chs5Ek, ERODHCPY—/NIC
RASAE—TIALATT,

TORBARAY F:

interface TenG gabitEthernet1/0/2
swi t chport node trunk
i p dhcp snooping trust

ATY 7 3:DHCPARX—EV Y %#5O-NILICRETRDE, A/YTFHRHOITRNTOR—KNEH
BHNICERETERVR—RNIABYET (HIICRLELSIC, FEITEETEDIR—NEHRL ),
EEL, IVRKRANEETEBRVSA O RZ—T I AILREETEDDHCPRENT Y ND1RSH
VOB ERETEERT,

chix, EEETT I ZHESE2TRENN B2 EEICZSHNOEEDHCPRE A SDHCPH —
NERETDEHOOEFIVTFAXHZALTT,

interface range G 1/0/1-5
ip dhcp snooping linmt rate 10

FREE :

Access_SW#show ip dhcp snooping

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
10,20,30

DHCP snooping is operational on following VLANs:
10,20,30

DHCP snooping 1is configured on the following L3 Interfaces:



Insertion of option 82 is disabled

circuit-id default format: vlan-mod-port

remote-id: 00fc.ba9%e.3980 (MAC)

Option 82 on untrusted port is not allowed

Verification of hwaddr field is enabled

Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface
GigabitEthernetl/0/1
Custom circuit-ids:
GigabitEthernetl/0/2
Custom circuit-ids:
GigabitEthernetl/0/3
Custom circuit-ids:
GigabitEthernetl/0/4
Custom circuit-ids:
GigabitEthernetl/0/5
Custom circuit-ids:
TenGigabitEthernetl/0/2

Custom circuit-ids:

Trusted

no

no

no

no

no

yes

Allow option

no

no

no

no

no

yes

Rate 1imit (pps)

10

10

10

10

unTimited



A COHENZERDE, EEDOHDDHCPH —/NIZHEHE 1TV B Gi1/0/5 show ip dhep
snooping DA TEBTEBVELTRENTVBIEN DAY ET,

L#EA2T, DHCPARXR—EV TR INhSDR—KRTIRTOF IV IRITVET,
FEZE, ChiIZKY, ZOR—NGUUS)DIXNTOBEEDHCPA 77— ROYTEhET,

DHCPARX—EVINA VT4 T T—TINERIZRLET . ShEGIVOL, Gi1/0/2, GI1/0B3LDID2DIZA T NDIPF KL
A, MACTRLA, 8LV A =TI/ AZRLTVET,

Access_SWishow ip dhep snooping binding

MacAddress IpAddress L ease(sec) Type VLAN Interface

00:FC:BA:9E:39:82 10.10.10.2 62488 dhcp-snooping 10 GigabitEthernet1/0/1
00:FC:BA:9E:39:A6 10.10.20.2 62492 dhcp-snooping 20 GigabitEthernet1/0/2
00:FC:BA:9E:39:89 10.10.30.3 62492 dhcp-snooping 30 GigabitEthernet1/0/3




Total number of bindings: 3

HEADLED, FUEARS Y FDOTel/020 T A Sip dhep snooping trust configZ BIBRL £ 3. Switch: 7O 7 N TERE h O
z

Access_SWish cdp neigh

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S- Switch, H - Host, | - IGMP, r - Repester, P - Phone,

D - Remote, C- CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
Dist SW Ten 1/0/2 175 R S| C9300-48U Ten 1/1/3

Total cdp entries displayed : 1

Access_SWishow run int Tel/0/2
Building configuration...

Current configuration : 64 bytes
!

interface TenGigabitEthernet1/0/2
switchport mode trunk

*Apr 4 01:12:47.149: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:14:07.161: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:29:30.634: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:30:03.286: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message

o TUOBRARAA Y FREETELRLLE 2L, TeVO2OBEDHCPA 77—y RE ROAY 7L TVWBR ZENDHY)
£9,

+ OYJAOMACT KL ARVLAN 10, 20, B&LUB0DSVICEL TWET, ChS5NOMACT KL Ak, DHCPH—/\7A
5ZNhSDITATUNCATT7T—ZEBITATRLATHDLHTT,

ARPR A X=> 7

ARPlE., IPP RLAZMACT RLAICYYE T TR EICE2T, LAY27AO—RFFTARNRASMADIPEBEEZRMHLET
o CHIFBEHMETORNINTITN, ARPRARXZVIERENDHEICKL TRKEHETT,

ARPIRAXZ VT, REBENFZY NI)—OLTHEOARPRENT Y NEEETHIHRETT,

EBEEOHDI1—HR. Y7RXYNIERENTVWEIZATLADARPF Y Y 12 RAAXZVJ L, H¥7ZXY NEOMOKRARNET



DRZT7AYVIEERTBET, LAV2RYRND—JEEBENTVWIRAN, A4V F, BLTIL—RZRET D AREMN
HYKRT

ChBEHNBHEERETT,

FHXNZX L

AAF+ZY UARPA 2 ANRY S 3 (DAI)

HAFIVIARPA VAR AV, RYRNDT—JRDOARPNT Y NERIETDEF1UT 1 #EETT . ENE IPHS MAC
ADTRLANADTAT%FDARPNT Y NaHR, OJVRHR, BLURERELET., COMEER., H2BEOHRBERENL S
ZYRND—U%REBLET,

HAFZYVIARPAVART D AVIZKY), BB ARPERBLUVBENDHEN VL —ENBDRSIIBYET, A4 YFIRIXDE
EEERITLET,

e FEHTERVWR—NLEOIXRNTOARPERS LIV BEZEZBIRT S

o O—ANIARPF+* Y 1RFEHIDE, FLEENTY NEZBYAREICEETIFIC,. chsORTREENEEN
TYNCEMRIPYASMACADT RLANAVTFA VIV BB #BBELET

o EMEARPNYTY NERETS

HAAFTIYVIARPA VAR AV, BETEDT—ER—ADEY DHCPARXR—EVI NAVFA4 2T F—EIR—AILHK
MENTVWREMEIPAS MACADT RLANAVTFAVTIZETVT, ARPATY NOBMMEEHBILET,
DHCPAX—EVIN VLAN BT ALY FETHEMICA>TVBREHER, COF—XXR—A DHCPARX—EVJIC&K V) BEE
hET, EHETEDANVEA—TIAALTARPAT Y NAZEFBENLEBEE, AMVYTFRRFIVIZTIELBLLEONTY NE
EELET,

FHETERVWAUR—TIMALTE, ACAYFRINTY MY ENTHRZBEICOKNT Y NEEELET,



k ~ b :https://www.cisco.com/c/en/us/td/docs/switches/l an/catal yst9300/software/rel ease/17-
9/configuration_guide/sec/b 179 sec 9300 ca/configuring_dynamic_arp_inspection.html


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_dynamic_arp_inspection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_dynamic_arp_inspection.html

Cat8388 Router
acting as DHCP server

18.28.368.1

Teg a4

Hul/a/7

Cat9568 Switch
DHCP Snooping and DAI
enabled

Hul/é/1
Hul/8/&
DHCP Static
Client Host
168.26.38.2 16.28.308.5

RORE, 4B DFRANCEREE N/=Cat500 A1 Y FERLTVWET, COFRDIAENKANIDHCPY S AT KT, 1BDKRAK

Hul/@/&
Hul/@/3
DHCP DHCP
Client Client
18.28.38.4 18.208.38.3

FEEIP7 KL A(10.20.30.5)%# > TWE T, DHCPH—/\IEk, DHCP7 — L Z AL TREE h/=Cat8300> ) —XL—2 T,

EROMROZE. DAINM 2V Z—T I A ALTENBARPERZREL., EENHIHEENSIY NI -V ERETDIHEE
RIEHICEAENET,

=
AX

ATY T 1:DHCPAX—EVT EDAIZARAA Y FTIO-NILICHRELE T,

F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option

ip dhcp snooping

F241.24.02-9500-1#sh run | i ip arp

ip arp inspection vlan 10

ATV 2: DHCPH—NICEHRENTVWD A EZ—T7 T4 AHUWWO/7Z2EETEDR—RNELTRELE T, Chitky),
DHCPA 77— AR —T I A AICAHAL, HEWTDHCPISA TP MCEETEET,




F241.24.02-9500- 1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes
1

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

ATYT 3:DHCPUTAT U MIERENTVWRR—KE, VIIWNNZEHFATEIT7IVEAR—RNELTRELET,

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigEL1/0/4
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/1
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!



interface HundredGigE1/0/6
switchport access vlan 10
end

AT Y7 4:Cat900RA Y FODHCPARX—EVINA T4 I T—T A5, DHCPY Z A F > MHDHCPH —/\A SIPF7 KL A
EZRELEAESH ZHRELEKT,

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 85046  dhcp-snooping 10 HundredGigel/0/1
5C:71:.0D:CD:EE:.OC 10.20.30.3 85065  dhcp-snooping 10 HundredGigel/0/4
2C:4F:52:.01:AA:CC 10.20.30.4 85085  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 3

DHCPH—NDONA 2V F AV T2 BRI D ELTERT,

DHCP_Server#show ip dhcp binding
Bindings from all pools not associated with VRF:
IPaddress  Client-1D/ Lease expiration Type  State Interface
Hardware address/
User name
10.20.30.2  0063.6973.636f.2d37. Apr 08 2024 07:04 AM Automatic Active TenGigabitEthernet0/0/4
3837.322e.3564.3162.
2e37.6633.662d.4875.
312f.302f.31
10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.632d.5465.

312f.302f.35



10.20.30.4

6334.662e.3532.3031.

2e61.6163.632d.5465.

312f.302f.35

0063.6973.636f.2d32. Apr 08 2024 07:05 AM  Automatic Active TenGigabitEthernet0/0/4

AT Y 7T5HUBICIERENTVWBHRARMDIPT RL A%10.20.30.5/ 510.20.30.2IcZEEL, TOFRAND SHODHCPI T A4 T
> MIpingZEERITLET,

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

ROEMZARPOS (&, Catd500 A1 ¥ FTHETEET,

F241.24.02-9500-1#

*Apr 7 09:29:24.520:
*Apr 7 09:29:26.520:
*Apr 7 09:29:28.521.
*Apr 7 09:29:30.521.:
*Apr 7 09:29:32.521.

F241.24.02-9500-1#

*Apr 7 09:29:47.521:
*Apr 7 09:29:49.521:
*Apr 7 09:29:51.521.
*Apr 7 09:29:53.522:
*Apr 7 09:29:55.523:

%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY

%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY
%SW_DAI-4-DHCP_SNOOPING_DENY

1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956. 7e4/10.20.30.2/0000.0000.000C
1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000(
1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
- 1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
- 1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000(

1 Invalid ARPs (Reg) on Hu1/0/6, vlan 10.([ 7035.0956. 7ee4/10.20.30.2/0000.0000.000C
1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000C
1 Invalid ARPs (Reg) on HuL/0/6, vlan 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000C
1 Invalid ARPs (Reg) on HuL/0/6, vlan 10.([ 7035.0956. 7ee4/10.20.30.2/0000.0000.000C
1 Invalid ARPs (Reg) on HuL/0/6, vlan 10.([ 7035.0956. 7ee4/10.20.30.2/0000.0000.000C

» Static Host 510.20.30.3&10.20.30.4(CpingE RITL RS ELTEH, RITTERVIEANDAYET,

Static HostA" ERODHCPI A 7 RDIPF RLAZBARAT =7 42T L&D ELERL LN, HUVOBIZEIET BARP/NT Y
NERAYFIZEK2TREEN, DHCPAX—EVINA VT4 I T—TILNIEHBDTF—REEBEND D, RATS—T 1
VI TEFEREATLE,

o Ca9500AA Y FAHASNELENOY T, Static HostA SDHCPY Z A4 7 MIEEETHTVWBARPERN ROY 7' h
TWBZELEBRELET,



o Cat9500A A Y Flk. DHCPARX—EVINA T4 VI F—BR—AESBIDETCCNEERRLET,
o ARPERA., DHCPARX—EVINA VT A VT F—ER—AILBEETDEE—HBLBEVRETMACIPEERL T
Hul/O/6ICAB &, A Y FIFARPERZ ROYFLET,

FI)E 6 : B3E :

F241.24.02-9500-1#show ip arp inspection
Source Mac Validation  : Disabled
Destination Mac Validation : Disabled

IP Address Validation  : Disabled

Vlan Configuration Operation ACL Match Static ACL

10 Enabled Active  DAI No

Vlan ACL Logging DHCPLogging ProbeLogging

10 Deny Deny Off

Vlan  Forwarded Dropped DHCPDrops ACL Drops

10 9 39 39 0

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 6 3 0 0

Vlan Dest MAC Failures |IPValidation Failures Invalid Protocol Data



10 0 0 0

COHHITIE. Cat9500A A Y FTVLAN 1I0DDAIC K> TERES LOHFTENENT Y NOKERIETEET,

ERELCEERIFUADIDE, EEIPT RLA(10.20.30.5)7 RLAHNEVWH TS IEERDKRANTT,

RARNIAEARAT =T 42T ULEKDELEBAN. MACIPNA VT4 T F—ZHFDHCPARX—EINA > F 1429
F—ER—=RIZBWVWESD, XY RD—IDhSHBENET,



chlE, BHRARNBHCEYITShELS, BHURANSDHCPZEAL TIPP RLAZZELEL 2 1LLEHT
kR

BHIPT RLAZFEODEROKRANIERZRHEIZLHIC, VKOV OEBREZRKETERT,

F73a> 1

iparpinspectiontrustZ AL T, RANIERENEAVEZ—TIA RAZHRELET,

F241.24.02-9500- 1#sh run int HundredGigE 1/0/6
Building configuration...

Current configuration : 110 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip arp inspection trust

end

Static_Host#ping 10.20.30.4
*Apr 7 18:44:45.299 JST: %SY S-5-CONFIG_I: Configured from console by admin on vty0 (192.168.1.5)
F241.24.02-9300-STACK#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
1

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
gl

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

F73a>2

ARPZIEAVARNZHEALT, AZRTAYVIRANEHFAILET,



F241.24.02-9500-1#sh run | s arp access-list
arp access-list DAI
permit ip host 10.20.30.5 mac host 7035.0956.7ee4

F241.24.02-9500-1#shrun | i ip arpins
ip arp inspection filter DAI vlan 10

Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

F7>3>s3

BURANONAVFATT—T LIV RN ERELET,

F241.24.02-9500-1#sh run | i binding
ip source binding 7035.0956.7EE4 vlan 10 10.20.30.5 interface Hu1/0/6

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress L ease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 80640 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 80659 dhcp-snooping 10 HundredGigE1/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigE1/0/6
2C:4F:52:01:AA:CC 10.20.30.4 80679 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 4




Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICM P Echos to 10.20.30.4, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

DAITHEATREAREBMNA S 3>

F241.24.02-9500-1(config)#ip arp inspection validate ?
dst-mac Vdidate destination MAC address

ip Validate IP addresses

src-mac Validate source MAC address

scmacDFEE, 1 —HRY MAY A —DEETMACT RL A%, ARPAXDIEETMACTY RLALEBAELET, cOFI VY
&, ARPEREARPISZEDMEGICHLTERITEIAET, BICTRE, EBDIMACT RLAZE DN Y NFEMEL THES

h, ROYZ7EhFET

dst-macBERFE. 1 —HRY MAY A —HDOBWAEMACT RLA%Z, ARPAXHANDZ—4Y NRMACZ RLAEBELET, COF
IVIk, ARPEEICHLTRITENET, BEMICTRE, EBXRDMACT RLAZFE DN Y NEEMELTHEES L, ROY

TEhET,

IPOBEF. ARPAX TEMBIPT RLAXFHLAWPZ RLAZERELET. 7 RLAIZIE, 0.0.0.0, 255.255.255.255, &
KUTFTXNTOIPIILFFYART RLANEENET, RERTIPT RLAGFITXNTHODARPEREEETFIVIEh, Z—T Y K

IP7 RLAKARPISETDHF IV IENhET,

ARPL—KhHIRZERETDCEETEERT, F74IITR., BETEBRVASAVEZ—TIARALEODARPRNT 7 1Y UIZ1F15 ppsh

FRABVET,



Switch(config)#interface Gigabitethernet<>
Switch(config-if)#ip arp inspection limit rate 10

IPY—R A—R

o IPSGIE, FEL—FTY RLAV24 2 R—TIAALDIPNZ 74V O %FRTZDEHIZ, DHCPAX—EVINA2F
AT F=—BR=—AEFHTREENEIPY—ANAVTFAVTICRETVWTIRNS 74990 274NEVTTREF2)
TAREET T,

o RAMFRAN—DIPT RLAZERAL LS ETR2HER. IPSCEEAL TR 74 Y VRBERHILETERT,

e FEHTZEREVWAUR—TIAATDHCPAX—EVIFEMIE>TWRHER., IPSGEBEMICTEET, 1032—7
IAATIPSGEZEMIZT DL, DHCPARX—E VT IL& > THTE NBDDHCPNT Y N ERE, TOAZ—TIAATE
BENBIRNTDIPRZ T4V INFRAYFICL2TTOYIEhET,

o AAYTFRE, N—RIUITORERIPLYITFTYTT—TINEERBLT, IPPRLAZR—RNINAVRLET, IPH
KUMACTZ AINZI T TR, BEFTIPEREETMACILY V7Y T2 BHEDLETEALET, NAVF12 07T
ADEETIPT RLAZEDIPRS 74 v VREAEh, HOIRXTORNST T4 Y VRIEEFEINET,

o IPY—ANAUFA4YT F=TI)ICE, DHCPARX—EVTICRWEBENENA D TF42T, EEEFETRES
NENAVFADT (AZTAVIIPY—ANAOTFAVTVFBYET, 2OF—TILOI RNV, IPPRLA
 TRICEERFSNEMACT RLA, BRETIICEERTShE VLANBENEENRET, ALY FHIPY—AN
AOFATTF—TINEERTDOE, IPY—AH—RAIEMEESETTY,

o BEEXPFRLAZANZVIY, EFLEREBRIPEBEKUMACT RLATZAIINRV VT ERLT, IPSGERETE

ESCI

ART 1Y DRANRBDIPSG

o AZTAVIURANADIPSGEFEA TS L, DHCPEFERAE ' ICIPSGEEEES BD LN TEET, AZTA YUK
ARNDIPSGEE, IPFNAARNSYFIF—TILI N ZFERALTR—NACLEA VARN=ILET, RA Y FiE,
ARPEREZRFMDIPANT Y NCETVWTARTFAYIIV N EERL, BEDR—NOEMDBRAND Y AN EH#EZF
LEY,

SEEN

https://wwuwv.cisco.com/c/en/us/td/docs/switches/lan/catal yst9300/software/rel ease/17-
9/configuration_quide/sec/b 179 sec 9300 _ca/configuring_ip_source guard.html


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html

CatB8388 Router
acting as DHCP server

19.208.30.1| Te@/0/4

Hul/@e/7
Hul/@e,/ 1 Hul/@/4
Cat?508 Switch
DHCP Snooping and IPSG
enabled
Hul/f@/é Hul/f@e/3
DHCP Static DHCP DHCP
Client Host Client Client
18.28.38.2 18.728.36.5 18.28.38.4 16.28.38.3

Cat9500 AR 1 ¥ FIF4DDRANCEREN, TOSE3DNDKRANIDHCPIZA T KT, 120OKRANIGEEIPT KL AHE
WETESNTWET, DHCPH—/NIE, DHCP/ —LE A L TEREE N izCa8300> 1 —X)IL—2TT,

CORNROPZEFEAL T, DHCPARXR—EYINA DT AV T F—ER—AILMACIPNA >V FA VTN FELBVWERARA SO
RST74YIRIPSGHENDKSICRELTIOY IV TRIAERTENTEET,

R EH:

AT Y7 1: Ca9500A 4 Y FTDHCPARX—E>J# 5 O—/NILICERELE T,

F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option
ip dhcp snooping

ATYT 2: DHCPH—NICEHKE N TWR A XA —T I 4 ATelO7TZ2EBTEBDR—NELTEHRELE T, Chickl),
DHCPA 77— AR —T7IAAIZADL, HtWTDHCPOZA T MNIEETEE T,

F241.24.02-9500-1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes



|

interface HundredGigeEL/0/7
switchport access vian 10

ip dhcp snooping trust

end

ATYT7 3:DHCPYZA T MCERENTVWAR— K&, VLANW0ZFAFTBT IV EAR—hELT

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/4
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes
!

interface HundredGige1/0/1
switchport access vlan 10

end

F241.24.02-9500-1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigEL/0/6
switchport access vlan 10

end

ATY T 4:DHCPY S AT NIDHCPH =N SIP7 RLAZZFELTLWA A ESH EBBLET,

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress L ease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 85046 dhcp-snooping 10 HundredGigE1/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 85065 dhcp-snooping 10 HundredGigE1/0/4

BELET,



2C:4F:52:01:AA:CC 10.20.30.4 85085 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

F241.24.02-9500- 1#show ip source binding

MacAddress IpAddress L ease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 64764 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 64783 dhcp-snooping 10 HundredGigEL/0/4
2C:4F:52:01:AA:CC 10.20.30.4 64803 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

DHCP_Server#show ip dhcp binding
Bindings from all pools not associated with VRF:
IPaddress  Client-1D/ Lease expiration Type State Interface
Hardware address/
User name
10.20.30.2  0063.6973.636f.2d37. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
3837.322e.3564.3162.
2e37.6633.662d.4875.
312f.302f.31
10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.632d.5465.
312f.302f.35
10.20.30.4 0063.6973.636f.2d32. Apr 08 2024 07:05 AM Automatic Active TenGigabitEthernet0/0/4
6334.662e.3532.3031.
2e61.6163.632d.5465.

312f.302f.35

ATV 5 IRXTOIY RFRAMIERENTWVWER A Z—T I A ATIPSGERELET (DHCPY T A7 > Mx 3B LTEE
IPP RLAZEEDHRARXL) .



F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

ip verify source

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/4
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source

end

F241.24.02-9500-1#sh run int Hu1/0/6
Building configuration...

Current configuration : 103 bytes
!

interface HundredGigE1/0/6
switchport access vlan 10

ip verify source

end

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode |P-address  Mac-address

Hul/O/1 ip active  10.20.30.2 10

Hul/0/3 ip active  10.20.30.4 10

Hul/0/4 ip active  10.20.30.3 10

Vlan



Hul/0/6 ip active  deny-al 10

COHEINS, DHCPAR—EVINA D TFATTF—TINICZDA U BR—T T AL ACHIETBMACIPINA T4 I A WMV -
. IPAddress7 1 —)L RAHUL/OBIZK L Tdeny-alICBREE N TVWD DAY ET,

FIE 6 : Static Hosth 5. IP7 KL 210.20.30.2, 10.20.30.3, # &7¥10.20.30.4MWDHCPY S 4 7> MCIpingERITLTHET,

Static_Host#ping 10.20.30.2
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 0 percent (0/5)
Static_Host#ping 10.20.30.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)
Static_Host#ping 10.20.30.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

F241.24.02-9500-1(config)# ip source binding <mac-address-of-static-host> vlan 10 10.20.30.5 interface Hu1/0/6

F241.24.02-9500- 1#show run int Hu1/0/6
*Apr 7 15:13:48.449: %SY S-5-CONFIG_I: Configured from console by console
F241.24.02-9500- 1#show ip verify source

Interface Filter-type Filter-mode IP-address ~ Mac-address Vlan

Hul/O/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10

Hul/0/6 ip active  10.20.30.5 10



F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 62482  dhcp-snooping 10 HundredGigel/0/1
5C:71:.0D:CD:EE.OC 10.20.30.3 62501  dhcp-snooping 10 HundredGigeEl/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigeE1/0/6

2C:4F:52:01:AA:CC 10.20.30.4 62521  dhcp-snooping 10 HundredGigeEL/0/3

Total number of bindings: 4

Verification:

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

IPSGTEATEDETDMHOA T3>

F7AIRNTRE, IPSGRIPP RLANDKICETVWT, FHETEBVWR—NOEBEBNZ 71V 0T 1IILEVITLET,
IP7 RLAEMACT RLADGHEEFICETVWT T ANV T ZRTIZBER. ROFIEEZRITLET,

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source mac-check

end



F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigE1/0/4
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hu1/0/6
Building configuration...

Current configuration : 113 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip verify source mac-check

end

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address ~ Mac-address Vlan

Hul/0/1 ip-mac  active  10.20.30.2  78:72:5D:1B:7F:3F 10
Hul/0/3 ip-mac  active  10.20.30.4  2C:4F:52:01:AA:CC 10
Hul/0/4 ip-mac  active  10.20.30.3  5C:71:0D:CD:EE:0C 10

Hul/0/6 ip-mac  active  deny-all deny-all 10

COHEITEE, 71LNEZEZATHipmacTH B CEEZRRBTEET, TOED, A/ Y FREETIPEMACT RLAOEAICED
WT, ChE8DAVR—TIAADBENTYNETAILRUILET,

DAIBE L TIPSGD L 5 TN a—F 45D Y b

« DAI



BEFIPSCEHENHEZ N TN 1—FT 1 VI T2RICERAICERT D0, DHCPAX—EVINA VU F4 T F—
TILCF—EZNFELLKEYAThTVRIHAESHERRTEZETT,

s CHhSOHEZEMICITZEIC, BEIPT RLAZFE DIV RRAVNEREBLET, chsOTF/NA ADEETRE
ERVIEKBVWBER, ARTAVYINAUTAVTERETSH, AROFEOVThAZEAL T, A4 YFHCh
S5OIYRRAVNEEEIBDELSICLET,

¢ DHCPARAX—EVIUNKEBMTREL, 54T M FTICDHCPY —NH S5IPEZFEL TVWRRETDAIR I
IPSGERRET BB B k. FTDHCPAX—EVIZB/MICL T, RD2ODFIEOVWFTNAZRITLET.

D5AT U RNERAE—TIARAZENTVALT, V-ARAZEHLET,

DSAT R —AZEBNICEHIRETHEET, ChICEBEIDAVEIYN, IXTOIZA T MNE
BA—NZFBTNIAIZFEANr 40X,

o LEO2OOFIEOVThAZERTITRDE, FILWDORARTZUH I I NUH—chFET, A4S Y FIEDORA/N
TYREBARZY 74290, NMAUTFAVITF—TINEEHFLET, ChET2THST., DHCPAX—EV I DHRERIC
DAIFEZFIPSGH I SICEMICEDHEE, XY RIT—TJRODITXNTODHCPIZA TV MR Y RDO—OANDOERELS L
WHRBBEN RETDAREEN B ET,

o DAIFELRIPSGHRETCNTVIBRETELROBABEE NS TN 1—F 12059 5BEEk. DHCPAX—EINA >
FAUITF—TIFBERELTVEVCEEZBIALET, AMYTFHACOT—TIUFBRENATVRF—E2EBEICT IR
TEDL=ZMBELET,

s NAVFAVIT=TUNIXFATICIIAR—RNENBBENHY ., A4V FOT—NECHBLILCKEF DA
V), ASADBHTARAAYTFAST IV EATERLKBEI2LENTRENBUET. CORSBIFIATR., ERLD
BEANRETDARMEN B ET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



