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DHCP Server

|Central Switch |

Interface Vlan565
10.92.250.5
08:f3:fb:de:46:05

10.88.2.63

:aabe:f3:6¢c:e4
[Remote-Site Switch | 00:aa:6e:f3:6c:e:

o600 SVL_Jemy

Interface Vlan113 L
10.93.150.254 - o
5c:5a:c7:1f:11:58

| _7010.5¢cdf.31e9 |

NROZ

EBCEELEVFUF

£ 9. DHCP Discover/N\TY KA LAY3ERY T ROY TENDIFVF, BICHFRAS Y FIC

DVWTHBLET. RIC, DHCPOZA T RDSONTY NOBBZERY TINAKY TTHM
LEXT,

VE—MFANDARAYFINTY N3

MAC7T RL A7010.5cdf.31e9M 7K A N A SDHCP Discover/N\T Y RHEEEh, UE—KRF AR
ALY FDOA 2 R—7T I A AGigabitEthernet1/0/1IZEEL £,

VE—RMY M4 NORE

<{froot>

Renot e- Si t e#tshow run int vlan 113



Building configuration...

Current configuration : 170 bytes
|

interface Vlanll3

ip address 10.93.150.254 255.255.255.0
ip helper-address 10.88.2.63

no ip redirects

no ip proxy-arp

end

!

|

|

Host Access Port

Renot e- Si t e#show run int gigl/0/1

Building configuration...

Current configuration : 90 bytes
|

interface GigabitEthernetl/0/1
switchport access vlan 113
switchport mode access

end

!

|

|

Upl i nk Port

Renot e- Si t e#show run int gigl/0/3

Building configuration...

Current configuration : 121 bytes

1

interface GigabitEthernetl/0/3

no switchport

ip address 10.92.250.6 255.255.255.252
end

!

1

Renot e- Si t e#show run | sec dhcp

ip dhcp snooping vlan 1-999
no ip dhcp snooping information option



ip dhcp snooping
!
!

Renot e- Si t e#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability PTatform Port ID

Edge-Switch  Gig 1/0/3 153 RSI C9300-48H Gig 1/0/3
!
!

Renot e- Si t e#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.92.250.5 Gil1/0/3 14 00:04:40 1 100 0 20
!
|

Renot e- Si t e#show i p route 10.88. 2. 63

Routing entry for 10.88.2.0/24
Known via "eigrp 100", distance 90, metric 3072, precedence routine (0), type internal
Redistributing via eigrp 100
Last update from 10.92.250.5 on GigabitEthernetl/0/3, 00:05:15 ago
Routing Descriptor Blocks:
* 10.92.250.5, from 10.92.250.5, 00:05:15 ago, via GigabitEthernetl/0/3
Route metric 1is 3072, traffic share count is 1
Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 1

VDE—RMFANASAYTFDOAS

VE—RHFARNACYFILABDTO—RF ¥ ARDHCPF 1 AANUNT Y Ko

<#froot>

Renot e- Si t e#show noni tor capture tac paraneter



monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file Tocation flash:pcport.pcap

Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 667 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 667: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet 11, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff.ff:ff:fF)

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
1o ... ... .... .... = LG bit: Locally administered address (this is NOT the factory default)
e ool ool oois ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
.0, ..., ..., ..., .... = LG bit: Globally unique address (factory default)
ceve 200 Lol ooos ... ... = 1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x0405 (1029)
Flags: 0x0000
0... -
.0..
T
...0 0000 0000 0000
Time to live: 255

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

Protocol : UDP (17)

Header checksum: 0xb69d [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0

Destination: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67



Source Port: 68
Destination Port: 67

Length: 31

Checksum: 0x33de [unverified]
[Checksum Status: Unverified]

1

[Stream index: 3]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6

Hops: O

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1

.000 0000 0000 0000
Client IP address:

Your (client) IP address:
Next server IP address:
ReTay agent IP address:

Client MAC address:

0.0.0.0

0.
0.

0.0.0.
0.0.0
0.0.0

. = Broadcast flag: Broadcast
= Reserved flags: 0x0000

0

70: 10: 5¢: df : 31: e9 (70:10: 5¢: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29
Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2
Host Name:

PC

Option: (55) Parameter

Length: 8
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Request
Request
Request
Request
Request
Request
Request
Request

List
List
List
List
List
List
List
List

Request List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

(1) Subnet Mask

(6) Domain Name Server

(15) Domain Name

(44) NetBIOS over TCP/IP Name Server
(3) Router

(33) Static Route

(150) TFTP Server Address

(43) Vendor-Specific Information

Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (2
Option End
!

55) End
: 255



JE—BMHARASMYFOED

DE—RNYANAAYFHASIVIZAAYFILEBFENBD )L -1+ v ANDHCP# H
INTY N,

<{froot>

Renot e- Si t e#show nonitor capture tacl paraneter

monitor capture tacl control-plane BOTH

monitor capture tacl interface GigabitEthernetl/0/3 BOTH
monitor capture tacl match any

monitor capture tacl file location flash:remote_edge.pcap

Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 669 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 669: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
..0. ... .... .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 Lo L. oo.. w... = IG bit: Individual address (unicast)
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
..0. ... .... .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 Lo L. oo.. ..., = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)



Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331

Identification: 0x001c (28)

Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

...0 0000 0000 0000
Time to live: 255
Protocol: UDP (17)
Header checksum: 0x0c94 [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 4]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Fragment offset: 0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (D scover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2



Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

|

|

7E: TRelay agent IP address:10.93.150.254 1 Z&8/\7TY N TT A, DHCPEO > 3>
—#8& L T "no ip dhep snooping information optiony ZE&EL TW3 =&, DHCPF
72arv8RFEENTVER A

IVZSAAYFINTY NuFE

DHCP7 O— I MEF %384, Ty RS Y FlEk, RRIATAIYFEVE—RF A RRAY
FORTNATY NERBETHLHEFICEAENBL2A/ Y FTT, $XTODHCP/IT Y K
EEELTVET,

TYDRAY FORE

<{froot>

Edge- Swi t ch#show run int gigl/0/3

Building configuration...

Current configuration : 152 bytes
|

interface GigabitEthernetl/0/3
switchport access vlan 565

ip flow monitor IPv4_NETFLOW input
ip dhcp snooping trust

end



Edge- Swi t ch#show run int gigl/0/1

Building configuration...

Current configuration : 119 bytes
1

interface GigabitEthernetl/0/1
switchport trunk native vlan 999
switchport mode trunk

ip dhcp snooping trust

end

!

1

Edge- Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Edge- Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme  Capability PTatform Port ID
Remote-Site Gig 1/0/3 153 RSI C9300L-48 Gig 1/0/3
Central-Switch Gig 1/0/1 170 RSI C9606R Fif 2/1/0/1
!
!

IYIRLYFAD

VE—RSYARASYTFHLESEBENLENTY ME, TOXRXIVIZRAAYFICEELTVERT

o

TYSRAYTFHED

ChRINTY NOLAY2RY T THD 2, KTVARKY TICECIZONT, R4V FHSEE
TENBERKHTVWEERT, IVZRAAMYTFRE, NTY NNTHEIFENLEEEZMAD LR
< NNTYREFRAAY FILEELET,



ITYPRAYFORANT Y NE, FRAAYFOAANTY R TY,

<{froot>

Edge- Swi t ch#show noni tor capture tac paraneters

monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file Tocation flash:edge_central.pcap

Edge- Swi t ch#show noni tor capture file flash: edge_central.pcap packet-nunber 25597 det ai

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 25597: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface /tmp/epc_ws/wif

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46:05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
vene 2.0 Ll oves wuvs vew. = IG bit: Individual address (unicast)
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
vens 2.0 Lo oves wvvs vew. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x001lc (28)
Flags: 0x0000
0... .... .... .... = Reserved bit: Not set
.0.. .... .... .... = Don't fragment: Not set
..0. .... .... .... = More fragments: Not set



Fragment offset: 0
Time to Tive: 255

Protocol : UDP (17)

Header checksum: 0x0c94 [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 5]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List



Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

|

|

RRAAYF/INTY N
R Y FORE

<ffroot>

Central - Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

Edge-Switch Fif 2/1/0/1 177 RSI C9300-48H Gig 1/0/1
!
|

Central -Swi tch#show run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
|

interface FiftyGigE2/1/0/1
switchport trunk native vlan 999
switchport mode trunk

end

!

|



Central -Swi tch#show run int fif2/1/0/3

Building configuration...

Current configuration : 87 bytes

|

interface FiftyGigE2/1/0/3

no switchport

ip address 10.88.2.254 255.255.255.0
end

!

|

interface VI an565

ip address 10.92.250.5 255.255.255.252
!
!
!

Central - Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Central - Swi t ch#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0

10.92.250.6

V1565 11 00:10:32 3 100 0 19

~

~
|
|

router eigrp 100

network 10.0.0.0

network 10.88.0.0 0.0.255.255
passive-interface default

no passive-interface Vlan565
eigrp router-id 10.255.255.254



FROAAYFAD
FRLEESIC, TVSAAYFOEINT Y NERRASYFOAINT Y T,

NTY KAV E—TTAAfif210MICEETRDE, COOTHFBREEIET,

%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio

428 —7 T A AFif2/1/0/1&, DHCPAX—EVJ DEBRTEBZVWR—FELTREEATLE
EE

L4 ¥3)L—&n/i=DHCP Discover/N\TY RHNFCDR—KHASAVET, NTY NELAV3T
DL—BRTD7 It NETH, DHCPARX—EV TR LA V2R—KTNTY RERELE
To cOR—KNEEETET, NTyRNCREFAT>ar205WV S —KNJIA(IP(JL—I—>
IVN)PRLANEENTVS S, DHCPAX—E TR COERETEBRVR—KNTNT Y
R ROYZLET, COBEEFHEATHY ., ERNBZEDNTT,

S

i Z2< MFE. DHCP DiscoverlEDHCPAX—E> JICKWEARICROY e nET

o

RRAAYFOHA

Z MIZE . Central-Switchld DHCP Discover/N\ Y R%Z ROY 7L, MACZ RL A
70:10:5¢:df:31:e9M 7R A M Z & 2 THE E N /=DHCP Discover/\T Y N& 4 > X —7 T A4 AFif
21110135 s hEH A,

B8 O B RT3 &

1.DHCPO ZAT7 > NORADKRY T7THT > A8 BMICT S,
BEOHITIE. 'VE—KAA Y FTip dhcp snooping information option 1Y > REREL F£ T,

2. DHCPAX—E>J DO{EHIE. DHCPY T A4 7> A SDHCPH —/NANDODHCP/NA2 A THE
ICE2TVWBLENDHYET,



REOHI T, RFRASMYFOA 2 RX—T I A RAfif2/1/0/1Tip dhcp snooping trust 1< > R Z 5%
ELEY,

<#froot>

Central -Swi tch#tshow run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
|

interface FiftyGigE2/1/0/1
switchport trunk native vlan 999
switchport mode trunk

i p dhcp snooping trust

end

NS NDEENH. Discover/NTY RHIHRAA Y FHASDHCPH —NICEEFENBOHET,

<{froot>

Frane 9: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0O

[Frame 1is marked: False]
[Frame 1is ignored: Falsel]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]

Ethernet |I, Src: 08:f3:fb:de:46:05 (08:f3:fb:de: 46: 05), Dst: 00:aa:6e:f3:6c:e4 (00:aa: 6e:f3:6¢c:ed)

Destination: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
.0, ..., ... ..., .... = LG bit: Globally unique address (factory default)
ceee 22 0 ool Ll ooes w... = IG bit: Individual address (unicast)
Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Y O D LG bit: Globally unique address (factory default)
R O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4



. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x02ff (767)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

...0 0000 0000 0000
Time to live: 254
Protocol: UDP (17)
Header checksum: 0xOabl [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0x061b [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Fragment offset: 0

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

ReTay agent IP address: 10.93.150.254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29



Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7

Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

T4 AA/NDIEDHCPH —/NIZEE L, DHCPY —/NE@EDHCPA 7 7 —ICREL T,

DHCPA 7 7—I\vY b :

<ttroot>

Frane 128: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface O

[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet |1, Src: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (5c:5a:c7:1f:11:58)
..0. ..., .... .... .... = LG bit: Globally unique address (factory default)
veee 220 Lo L. woos w... = IG bit: Individual address (unicast)
Source: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4d)
Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
..0. ..., .... .... .... = LG bit: Globally unique address (factory default)
veee 220 Lo L. woos w... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150. 254



0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 339
Identification: 0x0006 (6)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

...0 0000 0000 0000
Time to live: 252
Protocol: UDP (17)
Header checksum: 0x0fa2 [validation disabled]
[Header checksum status: Unverified]

Source: 10.88.2.63

Destination: 10.93.150.254

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 319

Checksum: 0x9c4c [unverified]

[Checksum Status: Unverified]

[Stream index: 2]

Bootstrap Protocol (Offer)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Fragment offset: 0

Your (client) |IP address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Ofer)



Length: 1

DHCP: Offer (2)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (51) IP Address Lease Time

Length: 4

IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds
Option: (58) Renewal Time Value

Length: 4

Renewal Time Value: (36559s) 10 hours, 9 minutes, 19 seconds
Option: (59) Rebinding Time Value

Length: 4

Rebinding Time Value: (63973s) 17 hours, 46 minutes, 13 seconds
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server

Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End

Option End: 255

DHCPH —/NXA" IS& L 7=Offer/N7 ¥ NIk, CORE/Central Switch® 4 > & — 7 I A Afif2/1/0/3IZF|
ELET,

<#root>

Central - Swi tch#show run int fif2/1/0/3

Building configuration...

Current configuration : 87 bytes
!

interface FiftyGigE2/1/0/3

no switchport

ip address 10.88.2.254 255.255.255.0
end

DHCPAX—EZJIA SEHEAN B <, OFFERAANENTVERT A, BETEZVWAR—KIC
OFFERA" ROY 72 hBZL DR BEETT A,



CHEADESIZ, DHCPAR—EYIHAEMICEI>TWAERY ND—5 TR, K—NGEETE
BZR—RNEEETERVA—ROLWThALHEEhET,

FETEDR—NE., EHBEDHCPHY —NFRIEBEZOMOEETEDI RS Y FICEREIET,
FXTODHCPX Y E—I A FAENET,

FEETERVR—NIBE, IVRI-—FTFNAR(ITFATUN) CERENET, T
DHCPARAZ =7 12 &/zld "FAEBDHCPY —/V) MEBZHLETEDRSICHREATVET

DHCP Offerd$s KUO'DHCP ACK/NT Y Rk, TH—NElL OXYvE—2JERBEhET, EFa21 U
TAIN=IICHELAT, ChSOXYVE—DEEROG—NDLSOIREEhBDIBEN BYET,
DHCPUL—I—Y IV NELERLIIL—ZR/AAYTFHN, EBETEBZRVELTEREETNTVSL2R
— NTDHCPA 77 —%2{E95 &, DHCPAX—EVIXAZAXALRK, chEzEF1UT 18
RELTEBEALET, chld, FEBDHCPH—N\ANZXY ND—D LD OZAT > NMCFER
IP7RLAZRBHLEKDSELTVWREZFIRELTVET,

NTY RFAIZFFYARN(VL—I—SIVRBTCEE ) TH2TEH, WER—NELERE
R—RNOEERENBEENET, EF2VT4FIVvoR. NTY R TO—-RFEF+YARNDTD
“FVYARMICBEREL, R=KRLARITETENET,
R—RNIEETEZVLED, ATARDHCPA7 7—%270OY UL, FEBEETHSEEE
NEEEOHDIERT—XXTEBEBRT—INSIZYND—DUZRELET,

L3R—KN (L—TFTYRAVE—TIALARA)RLAVITEHELET., ChiFIL—FTY R4V Z—
TIAATHDESH, AMYFR—NIHERAENZL2DHCPAX—E> T OEHE/IEEEIL—I &
JEsFLEE A

DSAFT M 7O—RFYARNERZEEFELET, VL—I—2I2OBM(L3FNAMR)EIh
BAZ—tE7NL, IZF Y AMEREZDHCPH—NIZEEFELE T,

DHCPH—/NE, UL—I—Y IV ROIPP RLA (%iCgiaddrE & —RIIAIP7 RLA
)I21=F v+ ANDHCP# 7 7 —%BIELET,
NTYRFIL—I—2IRNOLIR—RNELERNTY RNAROEEDOLIRY S ICEBZF T L
CTENAARNTY REEYBIIL—TFAVITRSTA4voELTETANET,
LEIOSF)A (L2OEETERBRVR—KN) ERFEARY, AMYFRIZAT7 MMIOKR—KD
5O "H—NAl, OXAYE—DRFLETH, LIR—RNREH—NOIBEILCH LT, EREERE
EEEFERDOLIFAY E L THEELE T,

L3IR— KA I=F ¥+ ARDHCPA 77— ROV ULERE, H—NHAUL—I—-SIRER
ETEBRLBDESH, DHCPUL—XAZXARBEL TH A,

RR&IC, OfferNTY NE, VAT RNCEIETZETEBLEY,

RANOZAT > NADHCPERTIRELE T,

<tfroot>

Franme 20: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits) on interface O



~

~

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet 11, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff.ff:ff:FF)

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
1. ... ... ..., .... = LG bit: Locally administered address (this is NOT the factory default)
e ool ool ooos ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
B O LG bit: Globally unique address (factory default)
e IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 349
Identification: O0x3be5 (15333)
Flags: 0x0000
0...
.0..
T
...0 0000 0000 0000
Time to live: 255
Protocol: UDP (17)
Header checksum: Ox7eab [validation disabled]
[Header checksum status: Unverified]
Source: 0.0.0.0
Destination: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Source Port: 68
Destination Port: 67
Length: 329
Checksum: 0xed98 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
Bootstrap Protocol (Request)

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)



1

.000 0000 0000 0000
Client IP address:

Your (client) IP address:
Next server IP address:
ReTay agent IP address:

Client MAC address:

Broadcast flag: Broadcast
Reserved flags: 0x0000
0.0.0.0

0.
0.

0.0.0.
0.0.0
0.0.0

0

70: 10: 5¢: df : 31: €9 (70:10: 5¢: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Length: 1
DHCP: Requ

est (3)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29
Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Serve

r ldentifier:

10.88.2.63

Option: (50) Requested IP Address

Length: 4

Requested | P Address:

10. 93.150. 11

Option: (51) IP Address Lease Time

Length: 4

IP Address Lease Time:
Option: (12) Host Name

Length: 2
Host Name:

PC

Option: (55) Parameter

Length: 8
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Request
Request
Request
Request
Request
Request
Request
Request

List
List
List
List
List
List
List
List

(73119s) 20 hours, 18 minutes, 39 seconds

Request List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

(1) Subnet Mask

(6) Domain Name Server

(15) Domain Name

(44) NetBIOS over TCP/IP Name Server
(3) Router

(33) Static Route

(150) TFTP Server Address

(43) Vendor-Specific Information

Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp



Option: (255) End
Option End: 255

DHCPH—/N\F. &EHICIPT RLADEIY) HTZACKLE T,

<{froot>

Frame 25: 353 bytes on wire (2824 bits),

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

353 bytes captured (2824 bits) on interface 0

Et hernet 11, Src: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05), Dst: 5c:5a:c7:1f:11:58 (5c:5a:c7: 1f: 11: 58)

Destination: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
. = LG bit: Globally unique address (factory default)
A O . = IG bit: Individual address (unicast)

Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
. = LG bit: Globally unique address (factory default)
. = IG bit: Individual address (unicast)

00 L
..0

N O
e
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.88.2.63, Dst:

0100 .... Version:

4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)

Total Length: 339

Identification: 0x0007 (7)

Flags: 0x0000

0...

.0..

B
...0 0000 0000 0000
Time to live: 252
Protocol: UDP (17)

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

Header checksum: 0x0fal [validation disabled]
[Header checksum status: Unverified]

Source: 10.88.2.63

Destination: 10.93.150.254

User Datagram Protocol, Src Port: 67, Dst Port: 67

Source Port: 67
Destination Port: 67

10. 93. 150. 254



Length: 319

Checksum: 0x1eOf [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

Boot strap Protocol (ACK)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) |IP address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (ACK)

Length: 1

DHCP: ACK (5)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (51) IP Address Lease Time
Length: 4

IP Address Lease Time: (86400s) 1 day
Option: (58) Renewal Time Value
Length: 4



Renewal Time Value: (43200s) 12 hours
Option: (59) Rebinding Time Value
Length: 4

Rebinding Time Value: (75600s) 21 hours
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server
Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End

Option End: 255

DORAA'ZET L., RANZKIPPRLAZERICZELET,

EF N

NTY REBEEDOSFIFIIOVTR, ROKXRESBLTSEEY,

AR—KN| Trust e .
547|  state RN Y RRA T ER FE&H

. _ . DHCPAX—E>J Ik, FETERL
Lo Untrusted :"_TVXI\DHCP#7 ’ Dropped|L27R— R TOH—/\XY -2 %Rk
N — RIS

LE9,
L3K— %ift 1=% ¥ ANDHCPAT 7 | L—F ¥ KR—hE, UL-I-V1>
N ) — RS ISE " NBEAD /—RTT,
L27R— F7areEFERALEL . EFETEDR—NE., IXTOHODHCP{E
N TRUSTED — = + A NDHCP Discover a SZFALET,
L27R— Untrusted F73areEFERALEL E JL—TI—>T2 NODIPPRLAEFT
N — = v X NDHCP Discover | " >3 gEEOINTY NFENTY,

. A7 areeERALEV - . . =
L27R— i . |EETZEDR—KNEK, §XTODHCP{E
N TRUSTED :L._=\=‘\"7\|\DHCP AR EEZTLET,

Discover
L27R— Untrusted F77>a>8EFERLEV Dropoed JL—TI—>I2 MNDIPPRLAZES
N 1=+ A RDHCP PPEAl  t>rs avgoaR WS Y N
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