Catalyst 90002 1 —X A Y FTD
SNMPv2c/v3D % 7E

2E

QLo
B
=
FHYZIVR—F b
SNMP D R {E &4
=y —y
SNMPv2¢c
SNMPv3
FaErs L BL

EREE D IIE {37
SEEISHA
auth-MD5 (A 7’2 3> )

auth-MD5 + priv-DES ( Z2EF )
auth-MD5 + priv-AES (A 7> 3> )

BEEHR

FL®IC

CORFIXNTIE, Catalyst 9000 A1 ¥ FTHSNMPv2eEB K O'SNMPV3DEAREREIC OV T
HEBALET,

Bl R SR
BEH

ROEBICEIZHMBI HD N HERENET,

« SNMPZ°0O b JJL(Simple Network Management Protocol).

- Catalyst 9000> 1) —X R4 Y FICHEEBEBLTWB Z &,

« SNMPAF7 2T ¥ h&EBIFOD)ICEEBELTWVWD Z &,
FRIAHIVER—F2 N

CORFIXVNOBEHRIFE., ROVIRNIITEN—RIITON—TIVICETOVTVET,



+ C9200
+ C9300
+ C9400
+ C9500
+ C9600
+ CiscolIOS® XE &17.XY 7 KO ITF

CORFIXNOBERIE. BEODSARELHZTNAARICETVWTEREhELE, COR
FAXVRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHEXRZRBLTLE
T ZEEBPORY ND—OTR, FEOXVRIEL>TRCDAEMNI H2FEZE THEIELT
<EZW,

SNMP @ B iR &4

SNMPV1ESNMPV2CIF EESE, X1 ZFAR—ADEKXOEF1 VT Z2EALET. T
—JI2VRNOMBIET77EATEDANZR—2YOOAI1Z57 4, IPPRLAT7VAO> MO
—JLUANACLIENAT—RICKITERENET,

SNMPV2CIC &, NILVEBH#EEL, BBAT—23VICHITBRRYEFlBIZT—XvE—20

WMENEENTVET, NILIOBRERKER, T—TILEXREOBEREZEBEL., BEBETTIURE
)y 7B EHPRICINZAET, SNMPV2COXREZEENETIS—REBICIE, SEFTFEEEENIS

—REZXBITRIRIT—I—RFIEENTVET, ChSDREKESNMPVIN1IDNDI S —]
—RTHREEIhET, SNMPV2COTIT—VE—2O— Rk, I5—RA7ZH/RELET,

SNMPV3 TlE, EF21 VT4 EFLEEFIVTA LRIILOWANRH-EIATVET, EF2
VT4 EFIINE, I—FEZOI—HHFEITRTIN—TICHL TREENDFAEKTT, =+
AVTA LRILERF, EFIVT A EFIATHAT D EFIUTAOLARILTT, EF2 D
TALRILEEFIVTAEFIIOEAEDEBICE>T, SNMPANTY NOABIZERAE NS
FAVTABANRENE T, EATEZEFIUT 1 ETILE. SNMPv1, SNMPv2C, &&
U'SNMPV3T ¥,

RDORIC, HHEZRL, EF1UTAETFINEEFIVTALRILOESEETEBBALEDEZL
BLET,

£5) ")L\ =ps (L wm
s
AL O21=F42K1 _ 92154 ZARULYD
AN
SNMPVI e |- 47 iz BAEMEAL TRILET.
y
s
L [OZa212Z="51 ANV _ OdZ1=54 ANUTD
AN
SNMPV2Clyz g |- 4 iz BAEEAL TRILET.
y
AR : A =
SNMPv3 %L |1—H'% WLz E:L_#gm‘ﬁnﬁﬁml’_c"’”
e STLET,




LA

7L i E st "R
L
=
OE Message Digest HMAC-MD5 & 7z & HMAC-
SNMPv3 g 5(MD5) = = Ik Secure [V W\ X SHA 7LV AXLICEDL
f Hash Algorithm(SHA) WAL ZRMTLET,
HMAC-MD5 & 7= & HMAC-
SHA 7 dVAXLICEDL
ALz L E T,
KOS TILI)XLERE
BALT, I—YR—ADO+*
1T 14 EFIL(USM)ZIEE
= TEET,
SNMPv3 |[L A |MD5% = l&SHA :;z_g;{fﬁggﬁg - CBC-DES(DES-56)Z%#
L cemERT CES<RIICMET

. DES 56 Y NEES 1L

o

- 3DES 168 Y NEES 1L

« AES128EY ~, 192E
Y, FzF256EY b
E51t

XY RND—TK

PC

SNMPv2c

SW
192.168.1.1




config

Switch(config)#snmp-server community cisco RW >Read-only access with this community string
Switch(config)#snmp-server community cisco RO >Read-write access with this community string
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Switch#show snmp community
Community name: cisco

Community Index: cisco

Community SecurityName: cisco
storage-type: nonvolatile active

~ % snmpwalk -v2c -c cisco 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (111410969) 12 days, 21:28:29.69
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config

Switch(config)#snmp-server group noAuthNoPrivGroup v3 noauth
Switch(config)#snmp-server user testuserl noAuthNoPrivGroup v3
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Switch#show snmp user

User name: testuserl

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: None
Privacy Protocol: None

Group-name: noAuthNoPrivGroup

~ % snmpwalk -v3 -u testuserl -1 noAuthNoPriv 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (111425887) 12 days, 21:30:58.87
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Switch(config)#snmp-server group AuthNoPrivGroup v3 auth
Switch(config)#snmp-server user testuser2 AuthNoPrivGroup v3 auth sha Passwordl23
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Switch#show snmp user

User name: testuser?2

Engine ID: 800000090300EC1D8B0A7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: None

Group-name: AuthNoPrivGroup

~ % snmpwalk -v3 -u testuser3 -1 authNoPriv -a MD5 -A Passwordl23 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111447478) 12 days, 21:34:34.78
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config

Switch(config)#snmp-server group AuthNoPrivGroup v3 auth
Switch(config)#snmp-server user testuser3 AuthNoPrivGroup v3 auth md5 Passwordl23
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Switch#show snmp user

User name: testusers3

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: None

Group-name: AuthNoPrivGroup

~ % snmpwalk -v3 -u testuser3 -1 authNoPriv -a MD5 -A Passwordl123 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (111455526) 12 days, 21:35:55.26
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config

Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser4 AuthPrivGroup v3 auth sha Passwordl23 priv des Passwordl23
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Switch#show snmp user

User name: testuser4

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: DES

Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser4 -1 authPriv -a SHA -A Passwordl23 -x DES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111472744) 12 days, 21:38:47.44
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config

Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser5 AuthPrivGroup v3 auth sha Passwordl23 priv aes 128 Passwordl2
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Switch#show snmp user

User name: testuser5

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: AES128
Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser5 -1 authPriv -a SHA -A Passwordl23 -x AES -X Passwordl23 192.168.1.1 1.3.6



DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111476608) 12 days, 21:39:26.08

auth-MD5 + priv-DES ( 7

oy
52
A

config

Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser6 AuthPrivGroup v3 auth md5 Passwordl23 priv des Passwordl23
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Switch#show snmp user

User name: testuser6

Engine ID: 800000090300EC1D8B0A7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: DES

Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser6 -1 authPriv -a MD5 -A Passwordl23 -x DES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (76726018) 8 days, 21:07:40.18
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Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser7 AuthPrivGroup v3 auth md5 Passwordl23 priv aes 128 Passwordl2
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Switch#show snmp user

User name: testuser?

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: AES128
Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser7 -1 authPriv -a MD5 -A Passwordl23 -x AES -X Passwordl23 192.168.1.1 1.3.6



DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (76738170) 8 days, 21:09:41.70
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
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