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5l 1 : IPv4 TCAM

access-1list 101 permit ip any 10.1.1.0 0.0.0
access-1list 101 permit ip any 10.1.2.0 0.0.0
access-1list 101 permit ip any 10.1.3.0 0.0.0.255
access-1list 101 permit ip any 10.1.4.0 0.0.0
access-1list 101 permit ip any 10.1.5.0 0.0.0

TCAMI> KU L40OP VCU

HE

#l 2.IPv4 TCAM/L4OP/VCU




Each range L40OPs
consume two VCUs

ip access-list extended TEST
permit tcp 192.168.1.0 0.0.0.255 any |ne 3456
permit tcp 10.0.0.0 0.255.255.255 any |range 3000 3100 |
permit tcp 172.16.0.0 0.0.255.255 any range 4000 8000
permit tcp 192.168.2.0 0.0.0.255 |gt 10000 |any kq 200004—‘

Source and destination
—— L40Ps consume

separate VCUs
<#root>
ip access-1ist extended TEST
10 permit tcp 192.168.1.0 0.0.0.255 any
neq 3456
<-- 1 L40P, 1 VCU
20 permit tcp 10.0.0.0 0.255.255.255 any
range 3000 3100 <-- 1 L40P, 2 VCU
30 permit tcp 172.16.0.0 0.0.255.255 any
range 4000 8000 <-- 1 L40P, 2 VCU
40 permit tcp 192.168.2.0 0.0.0.255
gt 10000
any
eq 20000 <-- 2 L40P, 2 VCU
TCAMI> KV L4OP VCU

HE 4 5 7

51 3.1Pv6 TCAM/L40P/VCU

IPv6 ACEIE2DNDTCAMI> MU ZFEALFIA . —HARIPVAATY, COBITIE, 4D DACEN



ADTEFB<8DINDTCAMZHEL £T,

<{froot>

ipv6 access-1list Vv6TEST

sequence 10 deny ipv6 any 2001:DB8:C18::/48 fragments

sequence 20 deny ipv6 2001:DB8::/32 any

sequence 30 permit tcp host 2001:DB8:C19:2:1::F host 2001:DB8:C18:2:1::1

eq bgp <-- One L40P & VCU

sequence 40 permit tcp host 2001:DB8:C19:2:1::F
eq bgp
host 2001:DB8:C18:2:1::1

<-- One L4CP & VCU

TCAMI> KU L40OP VCU

SHE 8 2 2

RO

9300 VLAN 10 SVIE, CORIZCTRI2DDIPP RLAOWVWThAZEALET, Chik, C0fl
ICEEEREBEOEESOB/BRITENTVRHICETEET,

9300 9500H

Gi1/0/1 (L2) Twe1/0/1 (L2)

SVI10: 10.1.1.1 SVI10:10.1.1.2

OR
SVi10:10.1.1.3
MAC: 0000.0000.0002

ARE & TR



zu!
rY
7
\ll
\J

SNt a> TR, VIRNIITBRO/N—RIJIFTTOACLZOTSI T DORE
N2 aA—FT42T00FECODVTHBLET,

34 1)7# 1.PACL(IP ACL)

PACLEL A V242 2—T7 T4 AICEIVHTSNET,

X1V FAER  R—MNEEEFVLAN

s PRYFXAUN: LAV24R2—TIA4RA

FE: AARFEEEED (—EIK129 D)
HR—KRENBACLR AT : MAC ACLE KTUFIP ACL ( BEF 1= (FHE5R )

IP ACLZERA L I=PACLDEE

<#root>
9500H(config)#

ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacl)#
permit ip host 10.1.1.1 any
9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface twentyFiveG gE 1/0/1 <-- Apply ACL to Layer 2 interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...

Current configuration : 63 bytes
|



interface TwentyFiveGigEl/0/1

i p access-group TEST in <-- Display the ACL applied to the interface

end

PACLDO#ERR

AVE—T7IAACHEENTSNEIF I DERELET,

<#froot>
9500H#

show platformsoftware fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG gE1/ 0/ 1

0x00000008
READY

<-- IF_ID value for Twl/0/1

IF_IDICNA > RENTWVWB I ZATIIL—TID(CG ID)ZHEL £,

<{froot>
9500H#

show pl atform software fed active acl interface 0x8 <-- |F_IDwith leading zeros onmtted

g

#it##H### #it#HHH RS
#H#H##HH Printing Interface Infos H#H AR AR HHHRH AR
#it##H### #it#HHH RS

g g

INTERFACE:

Twent yFi veG gE1/ 0/ 1 <-- Confirms the interface matches the IF_ID

MAC 0000.0000.0000
g g



intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028

Interface Type: Port <-- Type: Port indicates Layer 2 interface

i f-id: 0x0000000000000008 <-- IF_ID 0x8 is correct

Input IPv4: Policy Handle: 0x5b000093

Pol i cy Nane: TEST <-- The naned ACL bound to this interface
CGID 9 <-- Class Goup IDfor this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

CG IDIZBER 1T 5 L IZACLIE K.

<#froot>
9500H#

show platform software fed active acl info acl-cgid 9 <-- The CG ID associated to the ACL TEST

g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g

ACL CG (acl/9): TEST type: |Pv4 <-- feature ACL/CG ID 9: AC nane TEST : ACL type |Pv4

Total Ref count 1

1 Interface

<-- ACL is applied to one interface

region reg_id: 10
subregion subr_id: 0
GCE#:1



#flds: 2

14: N
matchall:N deny:N

<-- #flds: 2 =two fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pv4_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000

dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port L4 match)

Result: 0x01010000

ipvd_src: value = 0x0a010101, mask = Oxffffffff <-- Exact match (host) 10.1.1.1

i pv4d_dst: val ue = 0x0a010102, mask = Oxffffffff <-- Exact match (host) 10.1.1.2

ip_prot: start = 17, end = 17 <-- protocol 17 is UDP



4 src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)

CGIDICEET ARV —1EHR. BRVCCIDEHEATHI A X—TI(1A,

<tfroot>

9500H#

show platform software fed active acl policy 9 <-- Use the CG ID val ue

HARARARARARRRRR R R R R R R B R R R H R FFA AR

#AHARAAAH HARARARARHRRHHHHHH#
#AR#RAHH Printing Policy Infos RERBRARBRFH IR SR HH#
#AHARAAAH HARARARARHRRHHHHHH#

HARARARARARRRRR R R R R R R R R R R R R R FAFAAA AR

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000

BAHBHBHH R AR R H R AR R HR AR R HRHH B AR HH B AR BH R AL R H R AR R HRHR RSS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

i f-id: 0x0000000000000008 <- -

Di rection: |nput

Prot ocol Type:|Pv4

Policy Intface Handle: 0x880000cl
Policy Handle: 0x5b000093

HARARARARARRRRRHR R R R R B R R R B R R F A A A AR

HRRHH AR HRRHHHHRRBHHARRRHH
#HtHHH R PoTlicy information e
HRRHH RS HRRHHHHRRBHHARRRHH
HRBHHHRBRBHRHARRBH R AR R RRRRRRHRRRBH R AR R HRRRBHR R AR HH
Policy handle : 0x5b000093

Pol i cy nanme . TEST

I D 9
Protocol : [3] IPv4
Feat ure : [1] AAL_FEATURE_PACL

<-- Interface with ACL applied

The Interface | F_ID 0x8

<-- AC is applied in the ingress direction

<-- Type is |IPv4

<-- ACL Nanme TEST

<-- CGIDfor this ACL entry

<-- ASIC feature is PACL



Number of ACLs Ha

g
## Complete policy ACL information
g

Ac1l number 01
Acl handle : 0x320000d2
Acl flags : 0x00000001

Nunber of ACEs
3

<-- 3 ACEs: two explicit and the inplicit deny entry

Ace handle [1] : 0xb700010a
Ace handle [2] : 0x5800010b

Interface(s):

Twent yFi veG@ gE1/ 0/ 1 <-- The interface ACL is applied

HARARARARRRBRHRIR B R R R R R R R R R R FFFAAA AR

#A#H B HAHBHBHH R AR H RS 1 H
#HHH##E  Policy instance information ########HHHHHHHY
#A#H B HAHBHBHH R AL HH RS 1 H
BAHBHBHHR AR H R AR R AR HHRHR R R AR R B AR RH R AL R H R AL R R R RR RSS2 H
Policy intf handle : 0x880000c1

Policy handle : 0x5b000093

ID 9

Protocol : [3] IPV4

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3

PACLABEEL TWB L ZHFALET,

% 5I : Elj] g3, show ip access-lists privileged EXEC % I\Eﬁﬁﬁ g3, 2%/1_"&‘5 % match
countiClk, N\—RIOIT7TT7 IV EAFEENTVWANTY REEEFhELA, A/ YFR
NTYREL—TY RNTYNIBITRIEERNZ/N—RIITACLORKIHERERMEBITSIC
l&. show platform software fed switch {switch_num|active|standby}acl counters hardware4%
¥ EXECON RZFEALET,

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#



ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmtted and f

Success rate is 100 percent (5/5), round-trip nmin/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm PACL drop ###
9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show pl atform software fed active acl counters hardware | i PACL Drop

I ngress | Pv4 PACL Drop (0x77000005) : 11 franes <-- Hardware | evel conmand displ ays
Ingress IPv6 PACL Drop (0x12000012): 0 frames

<...snip...>

3+ 1) 7# 2.PACL(MAC ACL)

PACLIRL A V24> 2 —T7 I A RICE|V)H¥TSNhET,
s EFXAUFAER . R—MNFELEIEVLAN



c PRYFAUN: LAY242B2—TIAA
o FE: ADELBED (—EZ12TF D)
« HIR—RNENBACLEA T : MAC ACLE & T¥IP ACL ( EBEE 1= [F L3R )

MAC ACLZER L 1=PACLD & E

<#root>
9500H#

show run | sec mac access-li st

mac access-1ist extended

MAC- TEST <-- MAC ACL nanmed MAC- TEST
pernmit host 0001. aaaa. aaaa any <-- permt host MAC to any dest MAC
9500H#

show access-|ists MAC TEST

Extended MAC access 1ist MAC-TEST
permit host 0001.aaaa.aaaa any

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...
interface TwentyFiveGigE1l/0/1

switchport access vlan 10
switchport mode access

mac access-group MAC-TEST in <-- Applied MACL to layer 2 interface

PACLDO &R
A3 —T7IAAICEEFITSNEIF IDEREBELET,
<#root>

9500H#

show pl atform software fed active ifminterfaces ethernet

Interface



Twent yFi veG gE1/ 0/ 1

0x00000008
READY

<-- IF_ID value for Twl/0/1

IF_IDICNA > RENTWVWAB I ZATIIL—TID(CG ID)ZHEL £,

<{froot>
9500H#

show platformsoftware fed active acl interface 0x8

g g

#it#### R #it#HH RS R R
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it#### R #it#HH RS R R

g g

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000
i i
intfinfo: 0x7f489404e408
Interface handle: 0x7e000028

Interface Type: Port

if-id: 0x0000000000000008

Input MAC: Policy Handle: 0xde000098

<- -

<--

<--

IF_IDwith | eading zeros onitted

<-- Confirms the interface matches the |

Type: Port indicates Layer 2 interface

IF_ID Ox8 is correct

Policy Nane: MAC TEST <-- The named ACL bound to this interface

CGID 20 <-- Class Goup IDfor this entry

CGM Feature: [0] acl <--

Feature is ACL



Bind Order: 0

CG IDICBER 1T 5 h I=ACLIE K.

<{froot>
9500H#

show platform software fed active acl info acl-cgid 20 <-- The CG ID associated to the AC MAC TEST

g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g

ACL CG (acl/20): MAC- TEST type: MAC <-- feature ACL/CG ID 20: ACL name MAC- TES

Total Ref count 1

1 Interface <-- Applied to one interface

region reg_id: 3
subregion subr_id: 0
GCE#:1 #fl1ds: 2 14:N matchall:N deny:N
Result: 0x01010000

mac_dest: val ue = 0x00, mask = 0x00 <-- Mac dest: hex 0x00 mask 0x00 is "any destinati

mac_src: val ue = Oxlaaaaaaaa

mask = Oxffffffffffff

<-- Mac source: Oxlaaaaaaaa | hex with |l eading zeros onmitted (0001l. aaaa. aaaa) & mask Oxffffffffffff is |

CGIDICEET ARV —18HR. BRVCCIDZEHEATIA U EX—TI(A1A,

<{froot>
9500H#

show pl atform software fed active acl policy 20 <-- Use the CG I D val ue



HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing Policy Infos HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

| NTERFACE: Twent yFi veG gE1/0/ 1 <-- Interface with ACL applied

MAC 0000.0000.0000

BAHBHBHHR AR HR AR R AR AR R AR R B AR R B AR RH R AL R H R AL R R R AR R RSS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

if-id: 0x0000000000000008 <-- The Interface | F_ID 0x8
Direction: |nput <-- AC is applied in the ingress direction
Prot ocol Type: MAC <-- Type is MAC

Policy Intface Handle: 0x30000c6
Policy Handle: 0xde000098

HARARARARARBRRR IR R R R R R H R R AR HFFFAAA AR

T T 33

TR PoTlicy information A

T T 33
e g g g g g g g

Policy handle : 0xde000098

Pol i cy nane . MAC- TEST <-- ACL nane is MAC- TEST

1D ;20 <-- CGIDfor this ACL entry
Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL <-- ASIC Feature is PACL
Number of ACLs i1

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xd60000dc
Acl flags : 0x00000001

Nurmber of ACEs : 2 <-- 2 ACEs: one permt, and one inplicit deny

Ace handle [1] : 0x38000120



Ace handle [2] : 0x31000121

Interface(s):

Twent yFi veG@ gE1/ 0/ 1 <-- Interface the ACL is applied

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

#A# B HAHBHBHH R AR H RS 1 H
Y Policy instance information ########HHHHHHY
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R AR AR R AR R B AR R B AR RH R AL R H R AL R R R AR R RSS2 H
Policy intf handle : 0x030000c6

Policy handle : 0xde000098

ID : 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3

PACLABEEL TWB L ZHFALET,

« MACLIFZEE T RL A0001.aaaa.aaaaD K EFALET,
« CHIEMACACLTH 318, FEIPARP/NT Y NE ROY & h, pinghkBLET,

<#root>

### Ping originated from nei ghbor device w th Source MAC 0000. 0000. 0002 ###
C9300#

ping 10.1.1.2 source vlan 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)

C9300#

show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 0
Inconpl ete

ARPA

<-- ARP is unable to conplete on Source device



### Monitor capture configured on Tw 1/0/1 ingress ###
9500H#

nonitor capture 1 interface TwentyFiveG gE 1/0/1 in match any

9500H#
show nonitor cap
Status Information for Capture 1

Target Type:

Interface: TwentyFiveG gE1/0/1, Direction: IN

9500H#sh nonitor capture 1 buffer brief | inc ARP

5 4.767385 00:00:00:00:00:02 bAFAR

ff.ff:ff:ff.:ff.ff ARP 60 Who has 10.1.1.2? Tell 10.1.1.1

8 8.767085 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
11 10.767452 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
13 12.768125 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1

<-- 9300 (10.1.1.1) sends ARP request, but since there is no reply 4 nore ARP requests are sent

9500H#

show pl atform software fed active acl counters hardware | inc MAC PACL Drop

I ngress MAC PACL Drop (0x73000021): 937 frames <-- Confirmed that ARP reqt
Egress MAC PACL Drop (0x0200004c): O frames

<...snip...>

> 77 3.RACL

RACLIF, SVIRIL—TFTY RAVE—TIAABEDLAVIA 2 Z—TITAALLEN)ZTE5N&E
EE

EFIVFAER BERBDHTRY N

¢« TRYFAUN:LANVIA2EZ—TIA(4RA

FE :ADEEEHED

HR—RNENBACLEA 7 : IP ACL ( EAEEE /= [FHL3F )

RACLDERE

<tfroot>

9500H(config)#



ip access-list extended TEST <-- Create a nanmed extended ACL

9500H(config-ext-nacl)#

permit ip host 10.1.1.1 any

9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface VMl an 10 <-- Apply ACL to Layer 3 SVI interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface Ml an 10

Building configuration...
Current configuration : 84 bytes
!

interface Vlanl0

i p access-group TEST in <-- Display the ACL applied to the interface

end

RACLO R

A2 IAAICHERTSNIZIF IDZEELET,

<#root>
9500H#
show platform software fed active ifmmappings |13if-le <-- Retrieve the IF_ID for a Layer 3 SVI type pc

Mappings Table

L3IF_LE Interface IF_ID Type



0x00007f8d04983958

VI an10

0x00000026
SVI_L3_LE
10

<-- |F_ID value for SV

IF_IDIENA>Y RENTWED I ZATIL—TID(CG ID)ZFEFEL £,

<tfroot>
9500H#
<- -

show platformsoftware fed active acl interface 0x26

HARARARARARRRRR R R R R R R R R R R R R FAFA A AR

###HHHRY HERHHHRBHH R SRR
#it##t### Printing Interface Infos  ##########H#H#####H
###HHHRY HERHHHRBHH R SRR

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

| NTERFACE: VI anl0

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HR AR R HRHH B AR HH B AR HH B AL R H R AR R HRHR R R RS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047

Interface Type: L3

if-id: 0x0000000000000026
Input IPv4: Policy Handle: 0x2e000095

Pol i cy Name: TEST <--

CGID 9

<- -

CGM Feature: [0] ac

Bind Order: 0

<- -

<- -

IF_ID for SVI

<- -

Type:

Vlan 10 with | eading zeros omitt

Confirns the interface matches the I F_II

L3 indicates Layer 3 type interface

IF_ID Ox26 is correct

The nanmed ACL bound to this interface

<-- Cass Goup ID for this entry

Feature is ACL



CG IDIZBE 1T 5 W I=ACLIEHK.

<#root>
9500H#
show platform software fed active acl info acl-cgid 9 <-- The CG |ID associated to the ACL TEST

g g

HA#HH##HH HAHARRRAHAHHRRRAAH
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g

ACL CG (acl/9): TEST type: |Pv4d

<-- feature ACL/CG ID 9: AC nane TEST : AC type |Pv4

Total Ref count 2

2 Interface <-- Interface count is 2. Applied to SVI 10 and as PACL to Twl/ 0/

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14: N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port natch)

Result: 0x01010000

i pv4_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue



0x00000000, mask = 0x00000000

dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4
14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port

Result: 0x01010000

Oxffffffff

AN

i pv4_src: value = 0x0a010101, nask

i pv4_dst: value = 0x0a010102, mask Oxffffffff <--

ip_prot: start = 17, end = 17 <

4 src: start = 1000, end = 1000 <--

L4 mat ch)

Exact match (host) 10.1.1.1

Exact match (host) 10.1.1.2

protocol 17 is UDP

mat ches eq 1000 (equal UDP port

CGIDICEET ARV —1EHR. BRVCCIDEHEATHI A X—TI(1A,

<tfroot>

9500H#

show platform software fed active acl policy 9 <-- Use the CG ID Val ue

HARARARARARRRRRHR R R R R B R R R B R R F A A A AR

#AHRARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing Policy Infos RERRRARBRBHHR AR HH
#AHRARAAAH HARARARARHRRHRHHHH

HARARARARARRRRRHR R R R R B R R R B R R F A A A AR

| NTERFACE: VI anl0

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HRHH R AR AR AR HH B R RH R AL R H R AR R H R AR BB 1H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047
Interface Type: L3

i f-id: 0x0000000000000026

<- -

<- -

Interface with ACL applied

Interface | F_I D 0x26

1000)



Direction: |nput

Protocol Type:|Pv4

Policy Intface Handle: 0x1c0000c2
Policy Handle: 0x2e000095

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

HHRHHHHHH i
TR PoTlicy information A
HHRHHHHHH i
g
Policy handle : 0x2e000095

Pol i cy nane TEST

I D 9

<-- CGIDfor this ACL entry

Protocol [3] IPV4
Feat ure [27] AAL_FEATURE_RACL
Number of ACLs 1

g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0x7c0000d4
Acl flags : 0x00000001
Nunber of ACEs 5
Ace handle [1] : 0x0600010f
Ace handle [2] : 0x8e000110
Ace handle [3] : 0x3b000111
Ace handle [4] : Oxeb000112
Ace handle [5] : 0x79000113
Interface(s):
VI an10

HARHRARARARBRHRRR R R R R R R R R R R FFF A A A AR

HHAHHH#RH HHHHRBRAAAH A
#HHH##E  Policy instance information ########HHHHHHHHY
HHAHHH#RH HHHHRBRAAAH A

<-- ACL applied in the ingress direction

<-- Type is |IPv4

<-- ACL nane TEST

<-- ASIC feature is RACL

<-- 5 Aces: 2 explicit, 1 inplicit deny, 2 ?7?°

<-- The interface the ACL is applied



HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

Policy intf handle : 0x1c0000c2

Policy handle : 0x2e000095

ID : 9

Protocol : [3] 1IPV4

Feature : [27] AAL_FEATURE_RACL
Direction : [1] Ingress

Number of ACLs 1

Number of VMRs R et e

RACLA#eEL TVWB e 2BFELE T,

% 5I : Elj]?ét\ show ip access-lists privileged EXEC % I\“Eﬁﬁﬁ?é &, 2%/1_"&‘5 % match
countiClk, N\—ROIT7TT7 IV EAFEEATVWAENTY NEFEENELE A, show
platform software fed switch{switch_num|active|standby}acl counters hardware 1Y > R Z &
AULET, BHEEXECON > RERITLT, A4YFRNTYRNEL—FTY RNTY MNZH
THELANBE/N—RIJITFTACLOMIBERZRBLET,

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is permtted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###
C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success



### Confirm RACL drop ###
9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show pl atform software fed active acl counters hardware | i RACL Drop
Ingress | Pv4 RACL Drop (0xed000007) : 100 franes <-- Hardware |evel comrand di spl ay

<...snip...>

>F ) Z 4VACL

VACLIEL 4 Y2 VLANICEIY HTSh&ET,

tFa11) T 4R  VLANNE = IEVLANR

W7 74) : VLANVLANY ¥ 7°

FE: ADER DDA ZRBRICAE

HR—RENBACLZ AT : MAC ACLE &K UFIP ACL ( EBEEE /= (L3R )

VACLDFRTE

<#froot>

ip access-list extended TEST

10 permit ip host 10.1.1.1 any
20 permit ip any host 10.1.1.1

ip access-list extended ELSE

10 permit ip any any

vl an access-map VACL 10

match ip address TEST
action forward

vl an access-map VACL 20

match ip address ELSE
action drop



vian filter VACL vlan-list 10

9500H#
sh vl an access-map VACL

Vlan access-map "VACL" 10
Match clauses:
ip address: TEST

Acti on:

f orwar d

Vlan access-map "VACL" 20
Match clauses:
ip address: ELSE

Acti on:

dr op

9500H#
sh vlan filter access-map VACL

VLAN Map VACL 1is filtering VLANs:

10

VACLODO#FE

A2 IAAICHERTSNIZIF IDZEELET,

<tfroot>
9500H#

show platform software fed active ifminterfaces vlan

Interface

IFID

VI an10 0x00420010



READY

IF_IDICNA > RENTWVWAB I ZATIIL—TID(CG ID)ZHEL £,

<{froot>
9500H#

show platform software fed active acl interface 0x420010

g

#it##H### #it#HH RS
#H#H##HH Printing Interface Infos H#H AR AR HHHRH AR
#it##H### #it#HH RS

g

I NTERFACE: VI anl0

MAC 0000.0000.0000
i
intfinfo: 0x7fc8cc7c7f48
Interface handle: 0xf1000024
Interface Type: Vlan
if-id: 0x0000000000420010

I nput | Pv4:

Policy Handle: 0xd10000a3

<-- VACL has both Ingress and Egress actions

Pol i cy Name: VACL <--

<- -

IF_ID for the Vlan

<-- Can be L2 only,

Nane of the VACL used

CG ID: 530 <-- Cass Goup ID for entry

CGM Feature: [35] acl-grp

Bind Order: 0

Qut put | Pv4:

Policy Handle: 0xc80000a4

<-- VACL has both Ingress and Egress actions

Policy Name: VACL

<- -

Feature is ACL group,

with no vlan interfze

versus Ad



CG ID: 530
CGM Feature: [35] acl-grp
Bind Order: 0

CGYI)L—7IDIZBEEN 1T 5 h =ACLTE R,
BLUBFAHEVACLRY > —THERAEND2DONDACLY ., ZDacl-grouplc FIL—7btchTVET

<ffroot>
9500H#

show pl atform software fed active acl info acl-grp-cgid 530 <-- use the group-id conmand versus gc ID

g

HA#HH##HH HAHABHRHHAHHHHHRAH
HAH####Y Printing CG Entries HHEAAHARRRHHAHHHRH
HA#HH##HH HAHABHRHHAHHHHHRAH

g

ACL CG (acl-grp/530): VACL type: |Pv4 <-- feature acl/group I D 530: name V/

Total Ref count 2

2 VACL <-- Ingress and egress ACL direction

region reg_id: 12
subregion subr_id: 0
GCE#:10 #flds: 2 T14:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x0a010101, mask = Oxffffffff <-- permt fromhost 10.1.1.1 (see PACL exanpl

i pv4_dst: val ue = 0x00000000, mask = 0x00000000 <-- to any other host

GCE#:20 #f1ds: 2 14:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x00000000, mnask

0x00000000 <-- pernmit from any host

i pv4_dst: value = 0x0a010101, mask = Oxffffffff <-- to host 10.1.1.1

GCE#:10 #flds: 2 14:N matchall:N deny:N
Result: 0x05000000



i pv4_src: value = 0x00000000, mask = 0x00000000

i pv4_dst: val ue = 0x00000000, mask = 0x00000000

<-- This is the ACL nanmed ' ELSE' which is per

<-- with VACL, the logic used was "per

CGIDICEET BRI —EHR, BLVCCIDEFERATDAE2—TI 4R,

<{froot>

9500H#

show pl atform software fed active acl policy 530 <-- use the acl-grp ID

g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g g
INTERFACE: Vl1anl0
MAC 0000.0000.0000
g g

intfinfo: 0x7fal5802a5d8
Interface handle: 0xf1000024

Interface Type: Vlan <--

if-id: 0x0000000000420010 <--

Direction: |nput

Protocol Type:IPv4
Policy Intface Handle: 0x44000001
Policy Handle: 0x29000090

g g

HtHHHH #it#HH TR
#it##### Policy information HAHAAAAA A
HtHHHH #it#HH TR
HH AR AR AR AR R R R R BB R R RR A
Policy handle : 0x29000090

Pol i cy name : VACL

ID : 530

Protocol : [3] IPv4

Feature : [23] AAL_FEATURE_VACL

Interface type is the Vlan, not a specific ir

the Vian | F_ID matches Vlan 10

<-- VACL in the input direction

<-- the VACL policy is naned ' VACL'

<-- ASIC feature is VACL



Nunmber of ACLs 2

HAHH R BB HHAAAH BB R R AR R R AR BRI
## Complete policy ACL information

HAHH R BB HHAAAH BB BRHAAA BRI AR R AR R AR
Acl number : 1

Acl handle : 0xa6000090

Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0x87000107
Ace handle [2] : 0x30000108
Ace handle [3] : 0x73000109
Ace handle [4] : 0xb700010a

Ac1l number : 2

Acl handle : 0x0f000091
Acl flags : 0x00000001
Number of ACEs : 1

Ace handle [1] : 0x5800010b
Interface(s):

V1anl0

HAHHRBBH R R BRI R R AR R AR
H### SRR HAHHRBRAHH AR RS
##H#H###E  Policy instance information #######HHHHHHHHY
H### SRR HAHHRBRAHH AR RS
HAHHRBRH R R BB RRHAAA BRI AR R AR BRI
PoTlicy intf handle : 0x44000001
Policy handle : 0x29000090
1D 530
Protocol [3] IPV4
Feature [23] AAL_FEATURE_VACL
Direction [1] Ingress
Number of ACLs T2
Number of VMRs I ettt
Direction: Output

Protocol Type:IPv4
Policy Intface Handle: 0xac000002
Policy Handle: 0x31000091

g

Ht#### RS HAHHRBRAHH AR RS
##### SR Policy information HA#AH BB RH A H RS
Ht#### RS HAH BB BRAHH AR RS
HAHH R BB U R R BB RR AR BRI R R AR BRI
Policy handle : 0x31000091

Policy name : VACL

ID 530

Protocol [3] IPV4

Feature : [23] AAL_FEATURE_VACL

Number of ACLs 12

HAHH R BB U R R BB BRHAAA BRI R R AR BRI
## Complete policy ACL information

<- -

<- -

<- -

2 ACL used in the VACL

530 is the acl group ID

I ngress VACL direction

"TEST & ELSE"



HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

Ac1l number 01
Acl handle : 0xe0000092
Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0xf500010c
Ace handle [2] : 0xd800010d
Ace handle [3] : 0x4c00010e
Ace handle [4] : 0x0600010f

Ac1l number 12
Acl handle : 0x14000093
Acl flags : 0x00000001

Number of ACEs : 1
Ace handle [1] : 0x8e000110

Interface(s):
V1anl0
HHARHHHHHHBHBHRH R AR R R AR HRHHH AR AR AR HRH ARG AR AR H R R AR AR A
##H#HHH A HH#HHHHBHBHRHH SR
Y Policy instance information ########HHHHHHY
##H#HHH A HH#HHHHBHBHRHH SR
HHARHHHHHHBHBHRHHH AR HRHRHRH R AR AR AR HRH R R R ARHRH R R AR AR A
Policy intf handle : 0xac000002
Policy handle : 0x31000091
1D : 530 <-- 530 is the acl group ID
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [2] Egress <-- Egress VACL direction
Number of ACLs : 2
Number of VMRs e

VACLA#eEL TV\WB e Z2BFAELE T,

« NSTIN2a1—F 12T, PACLBKURACIEY>aERUSFUATYE, pingT AB
DFEMIIOVTEE, ROEVZa>aESBLTLIEEL,

* 10.1.1.3/ 510.1.1.2A Dpinglk, BAENBACLR) > —IZ& > TEBEhET,

 platform dropAN> RZFIVYILET,

<tfroot>
9500H#

show pl atform software fed active acl counters hardware | inc VACL Drop

I ngress | Pv4 VACL Drop

(0x23000006) :

1011 frames <-- Hardware | evel command di spl ays drops agai nst VACL



<...snip...>

SFIFBSTIN—=T12F4F> RNACL(DACL)

IN=T10FA4TFT > NACLIE, I—HITIN—T&LBITATFNOIDICETVTENICERE
NET, ChSEDACLEEFENE T,

X IVFAER . OFATUON(IOFAT RNV EZ—TITAALNRI)
MMITT7AN : DOFAT R R—T T4 ABN

« HE: AIDHK

HR—RENBACLEA T : MAC ACLS & TFIP ACL ( IEEEE 1= [ 342E )

GACLMDEEE

<#root>
Cat9400#
show run interface gigabitEthernet 2/0/1

Building configuration...

Current configuration : 419 bytes
!

interface GigabitEthernet2/0/1
switchport access vlan 10
switchport mode access
switchport voice vlan 5

p access-group ACL-ALLOWIin <-- This is the pre-authenticated ACL (deny ip any any)

authentication periodic

authentication timer reauthenticate server
access-session control-direction in
access-session port-control auto

no snmp trap link-status

mab

dotlx pae authenticator

spanning-tree portfast

service-policy type control subscriber ISE G2/0/1

end

Cat9400#

show access-session interface gigabitEthernet 2/0/1 details

Interface: GigabitEthernet2/0/1

I1F- 1D 0x1765EB2C <-- The IF_ID used in this exanple is dynanic



MAC Address: 000a. aaaa. aaaa

IPv6 Address:
IPv4 Address:
User-Name:

Status: Authorized

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Timeout action:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

<-- The client MAC

Unknown
10.10.10.10
00-0A-AA-AA-AA-AA

<-- Authorized client

VOICE

multi-auth

in

300s (server), Remaining: 182s
Reauthenticate
27B17A0A000003F499620261
0x000003e7

0x590003ea

ISE_Gi2/0/1

Server Policies:
ACS ACL:
XACSACLX- | P- MAB- FULL- ACCESS- 59f b6ebe

<-- The ACL pushed from | SE server

Method status Tist:

Method State
dotlx Stopped
mab Aut hc Success
Cat9400#

show i p access-lists xACSACLXx- | P- MAB- FULL- ACCESS- 59f h6ebe

Extended IP access Tist XACSACLx-IP-MAB-FULL-ACCESS-GOOD-59fb6e5e

1 permt ip any any

GACLO#EFE

if-idiC /N1 > REh=zJI)—7CGID,

<#root>
Cat9400#
show pl atform software fed active acl interface 0x1765EB2C

HURUHHRBHH BB RS RRA AR R RHRH RH
###HHHRY HERUHHRBHH R SRR
#it##t### Printing Interface Infos HHAHHHHH

<-- Authenticated via MAB (Mac aut hent

| SE pushed a permt ip any ar

<-- The IF_ID fromthe acces:



#ERRRAHH HARARARRRRRRHH R R A
HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

INTERFACE: Client MAC
000a. aaaa. aaaa
<-- Cient MAC matches the access-session out put
MAC
000a. aaaa. aaaa

B
intfinfo: 0x7f104820cae8
Interface handle: 0x5a000110

Interface Type: Goup <-- This is a group ident
I1'F 1D 0x1765eb2c
Input IPv4: Policy Handle: 0x9d0001le

Pol i cy Name: ACL- ALLOW XACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e

<-- DACL nane matches

CG I D 127760 <-- The ACL group ID
CCGM Feature: [35]
acl -grp

Bind Order: 0

' )L—7°GC IDICESEST [+ 5 L =ACLIEHR.

<#root>
Cat9400#
show platformsoftware fed active acl info acl-grp-cgid 127760 <-- the CGID

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#AH#ARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing CG Entries RERRRARBRBHHR AR HH
#AH#ARAAAH HARARARARHRRHRHHHH

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

ACL CG (

acl -grp/ 127760

):



ACL- ALLOW x ACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e
: type: IPv4

<-- Goup ID & ACL nane are correct

Total Ref count 1

region reg_id: 1
subregion subr_id: 0
GCE#:1 #f1ds: 2 T14:N matchall:N deny:N
Result: 0x04000000

i pv4_src: value = 0x00000000, mask = 0x00000000 <-- Pernmts
i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:10 #flds: 2 14:N matchall:N deny:N
Result: 0x04000000
ipv4_src: value
ipv4_dst: value

0x00000000, mask = 0x00000000
0x00000000, mask = 0x00000000

>rUFeACLOFY

TFINAAVTRNDITE, BEQOIPT OV EAJANTHATRERFIERSEhENTY NCBETS
syslogX VvV E—J ZRMTEET, ACLIL—HTANTY R A"HBDE. N7y NMCETREHRO
TXY =N AV =IICEBEENET, AV —IIICEBRENED XY E—20LARILE, O
FoOAY—=)syslogAvy E—2#EMHTZ IV R,

« ACLOY' XY t—2 &, Unicast Reverse Path Forwarding(uURPF) TR & N BACLTIE R
—RNEhFEBA, RACLTOABR—KhENET,

- HAhAFEOACLAT I, FNAAOI NO—=ILTL—2A8ERENTZNTY NTRRYR
_l\énit‘t/bo

s NW=TFTAVITRN—RIDITEVITIRIITTIOID IO, SBONTY R
logkeyword % & TpermitE 7= l&deny ACEIC—E T 2BE. V7 KNIITFTRE/N—RIITD
WEREZ—HEEZENTET, IXNTONTY NZOJICREETESDDITITREHYFE
BA,

« ACLZNUA—TFBJZAONTY NMIEL2T, I<ICATXY = FEFREh, BEON
TY NESPERTINEENTASKRRETLRREREINET, AT XY E—DICE. 7O01
AUARNES, NTY "NFFFAEhIpERE NS, NTY ROEFRIPTRLA, &
CEHOSD A A—NILOBICHARLEFESENEZOEERASONTY NOBHNE
EFNET,

« ACLOV DEMELHIRFENFHMICOVTR., THEREHRL O/ a2IIRATNTVSDE
PatEF1 )T 18EHA R, CiscolOS XEZZHRL TS L&,

O fIPACL:



ROBIE, ACLRA 7 ElogF—T— RA—HEICHELBZVEDT—AZRLTVWET,

<{froot>
9500H#

show access-1lists TEST

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#

interface twentyFiveG gE 1/0/1

9500H(config-if)#

ip access-group TEST in <-- apply | ogged ACL

Switch Port ACLs are not supported for LOG <-- message indicates this is an unsupported conbi nat
04 @ HIRACL(Deny):

<#root>

9500H#

show access-1lists TEST

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny 1ip host 10.1.1.3 any

| og

9500H(config)#

interface vlian 10

9500H(config-if)#

ip access-group TEST in <-- ACL applied to SV

### Orginate |CWP from 10.1.1.3 to 10.1.1.2 (deni ed by ACE) ###



C9300#
ping 10.1.1.2 source vlan 10 repeat 110

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.3

Success rate is 0 percent (0/110)

9500H#

show access-|ist TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log

20 deny ip host 10.1.1.3 any log (110 matches) <-- Matches increnent in show access-list conmand

9500H#

show platform software fed active acl counters hardware | inc RACL

Ingress IPv4 RACL Drop (0xed000007): 0 frames

Ingress I Pv4 RACL Drop and Log (0x93000009): 110 franes <-- Aggregate comuand shows hits on

USEC- 6- | PACCESSLOGDP: |ist TEST denied icnp 10.1.1.3 -> 10.1.1.2 (8/0), 10 packets <-- Syslog nessage

A7 BIRACL ( %9 ) :
logX Zpermit XX ICERATDE, Y7 RTITHIEZOEY NRBEFENLENT Y NBD24E
(< ) I -

<#root>
C9300#

ping 10.1.1.2 source vlan 10 repeat 5 <-- 5 | COW Requests are sent

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5)
, round-trip min/avg/max = 1/1/1 ms

9500H#

show access-1lists TEST



Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log (10 matches) <-- Hit counter shows 10

20 deny 1ip host 10.1.1.3 any Tog (115 matches)

NZ7L2a1—hk
ACLigtEHE

ACLOBIEEDO NS TN 1—FT 14200 % T5BICIE. ACLIRETBIHmA T/NA ALK 2TEDKS
I, ECTRAEEhDONZERID_ENEETT,

« ACLIRETBEHRIE. ACELRILZETRAEL, EWLARITREEINET,

« N—RUITFICIE., ACEC L FLIKACLE E DIKETIEREF AT DN B ELE A,

« R, OF. CPUERBENT Y N EDORFHBERNIREENET,

« MAC. IPv4, BXTIPv6/NT Y b DFREHERITERIICIREENET,

* show platform software fed switch active acl counters hardware SEHIRETIEBHRZR T IT A LHICHEATE R T,

ACLIEFTIERD VU T

ACLOBEEND RS TN 1—F 14200 2T5BICKE. HILWR—ASA VAT NERMETS -
HIC, SETEBACLHT R ZIO T TR ERIUDBENHBYYET,
s CNSOIOANVREFEHATDE, VINIITERT/N—RIITOACLOD Y ZDiKETE
WwEOUFTEET,
« ACLO—B/EY NARVYKNERNTZTIND21—FT4200F258k. BEITBHACLEIUT
LT, BFFELEEEETDZ—HER—ATAICTERIENHBEBTIAET,

<#root>
clear platformsoftware fed active acl counters hardware

(clears the hardware matched counters)

clear ip access-list counters

(clears the software matched counters - IPv4)

clear ipv6 access-list counters



(clears the software matched counters - IPv6)

ACLTCAMA BT B EESR)ETH,

*« ACLREILN—RIIFTTCAMTHEARAZNET., UFICHREE N/ZACLICK 2 TTCAMA' ¥
TILEAETATVSRHEE, HLVACLRZ7OJZALALCHKEBZRACLY Y —AZRELEE A

« TCAMA#8L ILRICACLAEME B L, ERETNTVIA 2 EZ—T I/ ADINTON
TYRAROYTENET,

« V7RI ITTACLZREFETADT V32, PO—REFFIET,

c DY—ZANERATREICEDE, AMYTFREBNICACLEN—RIITICZTOIZLLELS
ELET, TR E, ACLAN—ROITFIZTY>1Eh, NTY NOEENFRBEIE
ERD

« VIRV ITTREENIZACLETCAMICZ’ O X209 28 20— REFVET,
« PACL. VACL, RACL, $&V'GACLIX, EVICHMIZLTT7>O—R/VO—RTEXT,

ACL TCAM#E8

« HLSEBMENEACLABRENLEAVE—TIAAR, N—RIOITVY—AHNERATRE
ICBBDETNTYNOREZRKBLET,
« GACLYZ A7~ MMEUnAuthREEIZx V) £ T,

VCUD H

« LAOPOHIRZBZ I-JE. TEWVCUDERN-AZ > HE. V7 NI ITFIEACLILER%E
ETL., VCUZFERETICRAZEOT7 023> aRTI2EHICHULWACELY N Z4ERK
LET,

s ChHANRETDE, TCAMEChsDEMENEICNIASEVWREE NS AEEEN B V)
x99,

ACL syslogTZ—

BEOEFIUTAACLUY—ANTRETDE, SYSLOGXY E—I NI AT ALIZK D TERKSE
NEFT (AR —TIAA, VLAN, FRILEBE, ENFEBZEENHYVET ).,

1

ACLOT XY &£—> EE BE7V>3a>

%ACL_ERRMSG-4-UNLOADED : A4 Y F1 |ACLAF7>O— . = A
fed : 41222 —7 I A A<interface>® A Rehad (V7 :ﬁcggéz%t§ﬁ252%§
SACL-BN—RITFTTIOIILENTE |MITTERE [ L i
5%, NS74v 5 ROYTENES, |[Ehd) ; °




%ACL_ERRMSG-6-REMOVED: 1 fed : 41 >/ X

7O—ReEh

= 8 :\'I 7N \
—7 I A A<interface>® AH<ACL>DT7 >0 |IzACLEREN A AC;?;‘;;@JI?? 2;;?);
— REEN, FARJlL<label>asic<number>IlZXf |~ R —T7 T4 A jd/u !
L THIBREhEL I, A SHIBRE N D °
%ACL_ERRMSG-6-RELOADED: 1fed : 4> |ACLA/\—R™ - g e
& —7 I A A<interface>M A I<ACL>%", ITFICAZVARN ';,C_L_;;Bi:ilﬁiig;ﬁ;:;
asic<number>® Z X )L<label>(Cx L T/\— R |[—)LEhEL I | % l,/f' ' -
VIFICO—RENRFEL L, o -
TOMHORAT
0 2 . .
%ACL_ERRMSG-3-ERROR: 1 fed : A OACLIS— |ACLBEAHR—N&h,
<ACL> IP ACL <NAME>EEN /N1 > R]E o - V7
<number>®D<interface>ICEAZ N TVWEHA (dottx ACLA ITCAM? X?_)LEEZT v
YAR=LDKR W EZHRTD
° ML)
%ACL_ERRMSG-6-GACL_INFO : A4 Y F1 |GACLIZAY 7 |GACLEOJ&ZHR—KLTW
RO/0: fed:GACLTRRAF VTR YR—hEh (72a2HRE |FHA. GACLASOTAT—
TWEEA, ThTWa RX2 NZ2HIBRL XY,
%ACL_ERRMSG-6-PACL_INFO : A4 ¥ F1 [PACLICIFklogZ |PACLIEOYJ ZHAR—KLTL
RO/0: fed : OF > JEPACLTRHR—REh |72 a2HRE |F8A. PACLASOTAT—
TWEEA, TNTVRT  |[MXTBRZHIBRLET,
[5) _2_ . : .
éﬁ%—ﬁﬁ?ﬂsgrjuEiifR' Switch 1RO yotixacLr & |ACLEREAHR— ke h,
ed: Inp D e —5y hR— K [TCAMA R — L E#BZ TV
implicit_deny:<name> : EAN" TV Z AT > b CEAE AL Lo & A RET S
MAC 0000.0000.0000i- EAE hTWEEA, | - -
VDY—ARBOFI)FERET O3>
>F VA AACLINA 2 R EE7Fo> 3>

« ACLFEREN, /1 B—T I A AKLE

VLANICEAE h&E T,
- TCAMD B L,
FRETNAZ RAKBLET,

« ACLHMACEZTCAMICZ’' AT Z LTS
FTEEEA. ACLIFUNLOADEDIREED &

RICKEWZERT,

T)Y—AF Ry REN

" LEXT,

TCAMOEREXRZ T T3 1-%. ACLZ Bi%:




« UNLOADEDIREET L, BENMSEE D F
T, INTORNZ 7490 (FHEANTY M&E
B )M UE—TIAATROYTENE
9,

>FUF 2ACLORE

R
~
\ll
N\

ACLYERENTA U A—T7 T4 AICEAE
N, 12— IAAICERAETATVDEIC
. COACLICESIZACEI Y MUAEBIE ©
F: -

« TCAMICUY—ANBWEE, ERER X
BMLUET,

« ACLWMOACEZTCAMIZZ’ OV S LTD L
FTE XA, ACLIEZUNLOADEDIREED F
FRICBEWET,

UNLOADEDIRRET &, BIEN BRI B ET
AVE—TIAARALEDIRTDORNT T4V
J(HEANTY MNEED )N ROYTENE
CP

« BEOACLINUE, ChHFBEEhDE
TUNLOADEDIREETKABLF T,

TCAMDOERRZ T2 2%, ACLZ Bz
LET,

>F)ZF 3ACLOB/NA 2R

R
~
\ll
N\

ACLOBNA > REWF, ACLEARX—T I
AAICEIHT, TDE., KRIDACLEFT X
YFEFIC, BIOACLERILA 2 —T7 I A
AICBV)HTBRZETT,

« BYOACLAERZh, ERICTRYFEh

FL I,

« EBLZ7’OKNOJL(PV4/IPVE)Z D BID B BT D
REVACLHEREh, GLAE—T 1A
AlERENET,

FNA AR DACLOT RY FZ1EE I
BRL., FILWACLEZ DA >R —T7 T4 RAIC
FTRYFLELSELET,

« TCAMICUY—ANBWEHE, B/INM 2 Rig
EIFERBLULET,

« ACLIMACEZTCAMICZAYSATRCE
FTZFEH A, ACLIZUNLOADEDIREED &
FICBEVWET,

« UNLOADEDRRET X, BIENEEEhDF

TCAMOEARZ T3 128, ACLZ B&:
LET,




T, INTORNZ 7490 (HBANTY ME
EU)NMUE—TIAATROYTENE
9,

SF)A4ZE (R )ACLO/NA > R

[o
R
~
Q
\ll
Ll

I\

ACEL> MU ZEHEBWVWACLAERE ., 4
VE—TIAAICERENET,

« ZMACLIE, permit "any ACE, ZFEAL T
REWIZERE N, N\—RIITRHROA R
—J7IAAICEERFSNET (< DRRET
FIXNTORNZ 714V INFFRAENET ),
« ACELVRVUE., BUBRHIELREEST
ACLICEBMMENET, FACENEBMEND L
 VATFLARTCAME OIS ALLET,
ACEL NUZEMT S EEICTCAMD Y
— AN FRET B &, ACLIZUNLOADEDIRAE
CBITLET,

« UNLOADEDREET &, BIENMEIEET D FE
T, IXTORNT 710 (HHNTY b%E
BUOIVNM U EZ—TI4ATRAOY TENFE
9,

« BEODACLIVNUE, CHNBEETNDE
TUNLOADEDIREETABMLE T,

TCAMOEREZ T 218, ACLZ B:%S
LET,

ACLAT — )L DHERR

COtI3a> TR, ACLOART —LETCAMOEAEEHEITA NI RICDWVWTHE

LEXT,
FMAN7 2tAUANDEN :

REENTVBAHACLE, ACLZEDEFTACEB I ZHRELET,

<{froot>
9500H#

show pl atform software access-list fO sunmary

Access-|i st
Index Num Ref

Num ACEs




<-- ACL TEST contains 2 ACE entries

ELSE
DENY

ACLOfERA :

<{froot>

9500H#

show platform software fed active acl

usage

g g

HA##A##RE
HA####H
HA##A##RE

Printing Usage Infos

HAHARRRAHAHH R R
HHARBHBHHAHHHRRAAH
HAHARRRAHAHH R R

g g

#H#t###

ACE Software VMR nax: 196608 used: 283

g g

<-- Val ue/ Mask/ Result entry usage

Feature Type

ACL Type

Entries Used

VACL IPV4

Ingress

VACL

<-- Type of ACL Feature, type of ACL, Direction ACL applied,

name of ACL,

4

and nunber of TCAM entries cor

Feature Type ACL Type
RACL IPV4

Dir
Ingress

Name
TEST

Entries Used
5



TCAM®DEA(17.x):

TCAM usage N> RIZIE, 16XRL A E17XRL AV OBICKERBVA HY ET,

<#root>

9500H#

show pl atform hardware fed active fwd-asic resource tcamutilization
Codes: EM - Exact_Match,

I - Input

O - Qut put

, I0 - Input & Output, NA - Not Applicable

CAM Wilization for ASIC [O0]

Table Subtype
Dir
Max
Used
%sed
V4 V6 MPLS  Other

Security ACL |pv4

TCAM
|
7168

16

0.22%

16 0 0 0
Security ACL Non Ipv4 TCAM I 5120 76 1.48% 0 36 0 40
Security ACL Ipv4 TCAM

@]
7168 18 0.25% 18 0 0 0

Security ACL Non Ipv4 TCAM 0 8192 27 0.33% 0 22 0 5

<...snip...>

<-- Percentage used and other counters about ACL consunption
<-- Dir = ACL direction (lnput/Qutput AC)



TCAM® {5 (16.%):

TCAM usage N> RIZIE., 16XxRL A E17XRL AV OBICKERBVS HY ET,

<#root>
C9300#
show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table Max Values
Used Val ues

Security Access Control Entries 5120
126 <-- Total used of the Maxi mum

<...snip...>

HARLSDMT>7L—h (TCAMBEI) EHT)

Cisco IOS XENN>AHA—I17.41ZFEAL T, aclEADH AR ALASDMT V7L —NZRET
BIClE, smpeeasomad AN REZFEALT, PYTIL—REEFTLET,

COMBRERESLCEIEIZDHFEOFMIOVTR, TARAFLEBOA74F2 L -3

74 R, CiscolOS XEX>F)L—J)L17.4.x ( Catalyst 9500 R4 Y F ) 4 ZSHBL T &\,

COtEUa>TR, W ODMDOEXRREERIAEICODVWTHALET,
BEDSDMT 7L —NZ2HELET,

<tfroot>
9500H#

show sdm prefer

Showing SDM Template Info

This is the Core tenplate. <--

Security Ingress |IPv4 Access Control Entries*: 7168 (current) - 7168 (proposed) <--

Security Ingress Non-IPv4 Access Control Entries®: 5120 (current) - 5120 (proposed)

Core SI

| Pvd A


/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
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/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
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Security Egress IPv4 Access Control Entries®: 7168 (current) - 7168 (proposed)
Security Egress Non-IPv4 Access Control Entries®: 8192 (current) - 8192 (proposed)

<...snip...>

9500H#
show sdm prefer custom user-input
Custom Template Feature Values are not modified

<-- No custom zation to SDM

REDSDMT > 7L —hZZELET,

« 9500H(config)#tsdmid W A X LaclZBET S
9500H(config-sdm-acl)#acl-ingress 26 priority 1 < — L W26KEZBEAL £9, (REHA
RTHBEATWE T4 F )T 1)
9500H(config-sdm-acl)#acl-egress 207°Z 4 1) 7 4 2
9500H(config-sdm-acl)#exit
A show sdm prefer custom J2 R E N A={E & sdm prefer custom commit — DCLIZEA L T "view the
changess ZHEALE T,

« SDM7O7 7 A IANDEEZRIBLET,

+ 9500HZ S show sdm prefer custom

SDMT> 7L —MEBDOKRT :

chiE, FHNZBRENIZNARAZLTVTL—RTT,
ABEFIVFTATOEAODANO-II U*12288 (HE ) -26624 (1RFR ) <-BREH K
CREFEETNEMBE (26,00082% )

HAtEF1UTAT7oLAO>MO—)LI> MU* 15360 (31T ) ~20480 (&RZE)

9500HZ & show sdm prefer custom user-input

ACLEEED 1 —H AN
dA—YAN1E

HEER DEEIRN AT —)

ANEF1UTATORAODMAO—ILI M) 0 1261024 <- 11— ABICEL 2 T26 x
1024(26K)IC ZEE

Egress Security Access Control Entries: 2 20*1024 < - 11— A B2 & 2 T20 x 1024(20K)ICEE
Th?

- SDM7’O77AI)NICEEZHBALE T,
« 9500H(configl#fsdmix H AR LI Y NZHD
RITHOSDMBEICH T IEERFRES A, XEOVO—REICAVDICEVERT, <-U



O—R9¥3&, ACLTCAMAHARLEIZEI)HTSNET,

SEER:
ACLOD A2 ESF -

ACLIX, R ETHSHBEANDZDIEFTREETNET,

: e VACL ) N
‘I Ingress PACL J 4 ‘I Ingress RACL |
oy

-\\

G Egress RACL _./'
" VACL )
‘I Egress PACL } _4

ARy OI7O7Z LENIZACL:

« R—RMR—RATREHEWACL (VACL, RACLBEE ) I, FEDARAAYFLEORNS 714 v JIC
BRAZA, AZYVIRADIRTORAYFICTOTSLENET,

s R—KR—=ADACLIEF, R—NEOKNZ 71V DICOXKBERHEN, 1 X—TIAAEME
TRIAAMYVFLETOAT OIS LENET,

c ACLRT7 VT ATARAAYFILL2TTOTTLEN, TOBRXVNARA Y FICERENET

o

* ISSUISVLEBEDMDOIERA7 > IVICEEURANFBERAEhET,

ACLDHLTE :

« ACLOILIRIE. T5/V1 AN L40P, Label, ¥LWREVCUEFEVWRLELEBEICITPIhET, T
NARF, ABLOZY V=2RHEL, TCAMZRRICHEET LR -0, BEDACEZEHRE
RIDUBENHYNET,

o #i## LAOPHHLERE N, C DACLAERRE K T##
9500H(config)#ip access-list extended TEST
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any gt 150 < - 7/R— ~M1518 L &
—HLET,

I h(d., LAOP #HHZFERA L B VWEROACEILILRT D HEN BV E T,
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 151



9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 152
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 153
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 154

...and so on....

TCAMOFEREZRILOHE :

« BEACLRUZ —F, AEBTIRILICK2>TSRENET,

« ACL/RJ>— ( GACL, PACL, VACL, RACLEDOtEF+1 T 1ACL) FEHRDA > 2—
TIAAELERVLANICERAE hBIEE, BUSRINFERAEIhET,

« ABDACLEHHACLTRE, BBDTIRNILNAR—ANEARAENET,

« IPv4, IPv6, B KUV'MAC ACLIE, tHDO SR AR—AZEFEHALET,

« AUPACLA A BZ—T IAAADANEAVR—T IAAAOBHICEREIhET,
TCAMIZIEPACLD A VARV AN20HY), TNRNTFNRADEHDICEABOSRILFHVY)ET

o

s BOTICEFEETHIERDODANA U R—T I (4 AICL4OPERBILPACLABRAE 354,
TCAMICZ’' O S AENZEUPACLO A VAR AAN2D (RATIC1D ) HYET,

VMR® i 8

ACEIRETCAMAT "TVMRy ELTHEBHICZ7OT T LETNET (B, YAV, BREEFENE
T ). SACEI> RUJRRVMREVCUEHETEET,

———————————————————————————————————————————————————————————

1 1
: | Mask | Value | | Result | :
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e st e s e e s e s e e
! | Mask | Value | | Result | :
e e sy s s s e e s e —p—p—————— e pp—————
:| Mask | Result |:
ey e e ———— ]
— Mask Result |:

access-list 101

permit |i

10.1.1.1//0.0.0.255

ACLODHLRME -



EFIUFAACLYY—AK, EF1VTAACLERATYT, chskftogee BT hEEA

o

T

ACL Cisco | Cisco Cisco Catalvst Cisco | Cisco
TCAM!J| Catalyst |Catalyst 9400 y Catalyst |Catalyst
V—A | 9600 9500 9300 9200
C9500/\
AINT #
—~N2A
o C9300: C93008B:
[Pvfﬁ )'K:JZOOO* C9500:18000*| A A3 18000* C9300X:8
- - 15000* : 12000* 5000 18000
)
: 15000*
IPv4T
= |
[/Pvfﬁ ';é‘fl/'\ ’P AT RUG%S [V RU IPUIY RUO%S
7 DESS
120D R
WA,
IPv4
prh
. 292 C9300:
&EIX®D (12000 C9500:18000 < ~118000 C9300B:18000 [C9300X:8000
ExiE : 5000
A% 15000
BT
EFXRE
Ao
12N A
WA \
P
ACLL C9500: —292
>~ k1 16000 < 19000  |2500/9000/4000
FON0) 9000 '
{_IEEE 7500
ABDC




Ao

EXRE

~)L

L4OP/Z

AR
VCU

192 192 192 192

H 5
VCU

96 96 96 96

BYIE 5 2

X1 T4« 74Fa2L—>3>HA R, Cisco l0S XE Amsterdam 17.3.x ( Catalyst

9200A A Y F )

X1 T 158 EFHA R, Cisco I0S XE Amsterdam 17.3.x ( Catalyst 9300 A4 ¥ F )

X1 )T 158 EFHA R, Cisco I0S XE Amsterdam 17.3.x ( Catalyst 9400 A4 ¥ F )

¥ 1UTFT158EHA R, Cisco 10S XE Amsterdam 17.3.x ( Catalyst 95002 1 ¥ F )

X1 T4 74F2L—>3>HA R, Cisco l0OS XE Amsterdam 17.3.x ( Catalyst

9600A A ¥ F )

F'System Management Configuration Guide, Cisco 10S XE Bengaluru 17.4.xg ( Catalyst

9500A 4 Y F )

SAAT VAN R—bELTHTO—R

debugd~Y > R&traceN > R

Num

X2 R "E

show platform hardware fed [switch] active ASIC #NG){&IJQUJ YR % 9\/7‘, L3,

fwd-asic drops exceptions asic <0>

COONZVRE, AT I/ ABIOR) S —FHRE

2 show platform software fed [switch] activead |[EEIZ, RY VDA LD T X THEREFAACLICEI T 2153
ZHAOLFET,

o olatt e fed (it e llo)]?\/l*'_@‘(i‘ R —18ICETAEHRETI ELE

g [Tovpatomsiaetdlatel eed lng g, CoRUT—IDE, IV K2ASIETERT

policy 18

o
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