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Cisco |IOS XET®MSELinux

Cisco IOS XE 17.8. 150, Z’OtA, 1—Y%, B8RO T7 7SI OHEMNFEHEZZFETIRI>
—ZFEALTEF 1) T 1 258t T B8 IC. Security-Enhanced Linux(SELinux)®HR— K A8
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o AR IINFEEPYython AV U7 RN EFERLTT V23 E2EALESETDE, A0O
2% Tpermission deniedy TS —HARETIHEEN BV ET,

*Jan 21 13:22:01: %SELINUX-1-VIOLATION: Chassis 1 R0/0: audispd: type=AVC msg=audit(1738074795.448:198)

AU NHSELINUXICK 2 TIEBENTVEIALESH R T B IZIE. show plaform software audit
smmay 1N RZFERAL T, IEEHIBIML TVBIHAESHEEELET, 512, showplaform
softwareawditallF SELINUXIC K 2 T7OY V& T o> 3> 000 2KRRLET, Access Vector
Cache (AVC)l&, SELInUXTTF V EAHIHOAEZRLERIDLEHICEATNBIANZAALTT,
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2. Python A ) 7° N % /flash/guest-share/7* 4« L Y NUIZCJE—L &9, SCP, FTP,
WebUIDFile Manager’s &, Cisco IOS XETHEATREZEENIE— XN ZAXLZFEHATE
£9, Python AV U7 RET7TY A XEVICHREFEL S, guesishel run python3 /flash/guest-
share’cat9k_script.py:| N>R Eﬁﬁﬁ LTC 0)7\7 1) 7° ~ 75_'5-'%‘/6'15 x£79,

3. PythonA VU7 N ZERTFBEEMAIV VT R ERELET, COREICKY), syslogX ¥
t—2, CLINZ—2, CronART 21— E, EEMAV V7 "R REHIZIEHDAAR K
FATIOROVTNAEFERAL TPython RV U TN ERN)H—TEET,

COEI23a>VTR, ATYTIUIDVWTHBALET. AOEI> 3> TR, ATY 728 LT
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BHIPT RLAICKZTARN S TILOBEMY
ROTOERCHES T, FARNTLEEHCLET,
1. IOXE B L E T,

<tfroot>

Switch#conf t

Switch(config)#iox

Switch(config)#

*Feb 17 18:13:24.440: %UICFGEXP-6-SERVER_NOTIFIED_START: Switch 1 R0O/0: psd: Server iox has been r
*Feb 17 18:13:28.797: %I0X-3-I0X_RESTARTABITLITY: Switch 1 RO/0: run_ioxn_caf: Stack is in N+1 moc

*Feb 17 18:13:36.069: % M 6-1 OX_ENABLEMENT: Switch 1 RO/0: ioxman: 10X is ready.

2 ARNVINBOT TV =23V RATAVTIZRYRND)—O%BELET, COBITE.
AppGigabitEthernetf > X —7 T4 AZFRALTEXY ND—OT7 VR EZRHL TVERTH
. BBAR—T7 I A(GIOO)EFERTEET,



Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell

Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vian 20 guest-interface 0
Switch(config-config-app-hosting-vlan-access-ip)#guest-ipaddress 10.20.1.2 netmask 255.255.255.0
Switch(config-config-app-hosting-vlan-access-ip)#exit
Switch(config-config-app-hosting-trunk)#exit

Switch(config-app-hosting)#app-default-gateway 10.20.1.1 guest-interface 0
Switch(config-app-hosting)#name-server0 10.31.104.74

Switch(config-app-hosting)#end

TART TN EBMICLET,

<tfroot>

Switch#guestshell enable

Interface will be selected if configured in app-hosting
Please wait for completion

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guest shel | enabl ed successful ly

AN IINERBRIELET, COBITE., T7AILKNTF—KRIITA4E KV cisco.come& O E|
ENEMNI BB EZRIELET, £/, Python3ZT AR IINASHKITTED Lz
ALET,

<tfroot>

! Validate that the Guest Shell is running.
Switch#

show app-hosting |ist

guest shel

RUNNI NG

Switch#

guestshell run bash



[guestshell@guestshell ~]$

! Validate that the IP address of the Guest Shell is configured correctly.
[guestshell@guestshell ~]$

sudo ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.20.1.2 netmask 255.255.255.0

broadcast 10.20.1.255
inet6 fe80::5054:ddff:fe61:24c7 prefixlen 64 scopeid 0x20
ether 52:54:dd:61:24:c7 +txqueuelen 1000 (Ethernet)
RX packets 23 bytes 1524 (1.4 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 9 bytes 726 (726.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 177 bytes 34754 (33.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 177 bytes 34754 (33.9 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

! Validate reachability to the default gateway and ensure that DNS is resolving correctly.
[guestshell@guestshell ~]$

ping 10.20.1.1

PING 10.20.1.1 (10.20.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
AC

--- 10.20.1.1 ping statistics ---

6 packets transmitted, 5 received, 16.6667% packet loss, time 5129ms
rtt min/avg/max/mdev = 0.532/0.554/0.590/0.023 ms

1.1) 56(84) bytes of data.

1: icmp_seq=2 tt1=254 time=0.537 ms
1: icmp_seq=3 tt1=254 time=0.537 ms
1: icmp_seq=4 tt1=254 time=0.532 ms
1: icmp_seq=5 tt1=254 time=0.574 ms
1: icmp_seq=6 tt1=254 time=0.590 ms

[guestshell@guestshell ~]$
pi ng cisco.com

PING cisco.com (X.X.X.X) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=1 tt1=237 time=125 ms
64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=2 tt1=237 time=125 ms
AC

--- cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 124.937/125.141/125.345/0.204 ms

! Validate the Python version.
[guestshell@guestshell ~]$

pyt hon3 --version

Pyt hon 3.6.8



! Run Python commands within the Guest Shell.
[guestshell@guestshell ~]$

pyt hon3

Python 3.6.8 (default, Dec 22 2020, 19:04:08)
[GCC 8.4.1 20200928 (Red Hat 8.4.1-1)] on Tinux
Type "help", "copyright", "credits" or "license" for more information.

>>>

print("Cisco")
Ci sco

>>> exit()
[guestshell@guestshell ~]$

[guestshell@guestshell ~]$ exit
exit

Switch#

DHCP IP7 RLARIZKD T AN T I OERL

BE., AR IILIADTFIZEF7AILNTDHCPOZA T M —EANf VWi, AN
SINGAERTAYIIPFRLATREENET, AR IINIPFRLAZENICERTS
PDENHDHEEE, DHCPIZA T RN —ERZA 2V ARN—ITIRENHYET, X070
EACHRVET,

1L AZTAYOIPTRLAZERALTTARN D TN ZBMICTRICE, ROFIEZERTLERY
o ILEEL, SERBRATYT20BICT 7T —23VKRAT AV IRETIPT RLAZEIY
HTBWTLEZL, KbWIC, XROREZFEALEXT,

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell
Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vlan 20 guest-interface 0
Switch(config-app-hosting)#end

2.DHCPOZA T REAZAN=ILTBICEK., Yumd—FT 4 JF 4 TN > Rsudoyumingall
dhepclientZEHALE T, =1L, CentOS Stream 8D URIS NJIEFEIEENEL =, CDFF
Bl ddICiE, DHCPOZA T MNYT—2%2FEHTAIO—RLTAVARN=)
LE¥J, PCT, CentOS Stream 8AR—IL"AShsoNyTr—2&2FDO0—KLU,
tar7 7 ANV =L ET,

* bind-export-libs-9.11.36-13.el8.x86_64.rpm
» dhcp-client-4.3.6-50.e18.x86_64.rpm
» dhcp-common-4.3.6-50.el8.noarch.rpm



» dhcp-libs-4.3.6-50.e18.x86_64.rpm

[cisco@CISCO-PC guestshell-packages] % tar -cf dhcp-client.tar bind-export-1ibs-9.11.36-13.e18.x8¢

. A1 Y FD/Mlash/guest-share/7* 1 L 7 b U Zdnep-cientta 7 7 A )L Z2IE—L F T,

AR T Dbashtzy a2 ICAY), LinuxdN> RZERITUTDHCPY ZA4 T hNe A
YAR=ILU. IPTRLAZERLEXY,

<tfroot>

513E.D.02-C9300X-12Y-A-17#

guest shel

run bash

[guestshell@guestshell ~]$

sudo ifconfig

lo:

<o - -

no ethO interface

inet 127.0.0.1
::1 prefixlen 128

inet6

flags=73<UP,LOOPBACK, RUNNING>

mtu 65536

netmask 255.0.0.0

scopeid 0x10

Toop txqueuelen 1000 (Local Loopback)

RX packets 149 bytes 32462 (31.7 KiB)

RX errors O dropped 0 overruns 0 frame 0

TX packets 149 bytes 32462 (31.7 KiB)
TX errors 0 dropped 0 overruns 0

carrier 0

! Unpack the packages needed for the DHCP client service.
[guestshell@guestshell ~]$

tar -xf /flash/guest-share/dhcp-client.tar

tar:
tar:
tar:
tar:
tar:
tar:
tar:
tar:
tar:
tar:
tar:
tar:

Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring
Ignoring

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended

[guestshell@guestshell ~]$

I's

header
header
header
header
header
header
header
header
header
header
header
header

keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword

'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.

bind-export-1ibs-9.11.36-13.e18.x86_64.rpm dhcp-common-4.
dhcp-client-4.3.6-50.e18.x86_64.rpm

! Install the packages using DNF.

dhcp-Tibs-4.3.

xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.

collisions 0O

com.
com.
.apple.
com.
.apple.
com.
com.
.apple.
com.
com.
com.
com.

com

com

com

apple.
apple.

apple.

apple.
apple.

apple.
apple.
apple.
apple.

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

3.6-50.e18.noarch.rpm
6-50.e18.x86_64.rpm



[guestshell@guestshell ~]$

sudo dnf -y --disabl erepo=* |ocalinstal

Warning: failed loading '/etc/yum.repos.d/Cent0OS-Base.repo', skipping.

Dependencies resolved.

*.rpm

Package Architecture Version Repository S1iz

Installing:
bind-export-Tibs x86_64 32:9.11.36-13.e18 @commandTine 1.1
dhcp-client x86_64 12:4.3.6-50.e18 @commandTine 319
dhcp-common noarch 12:4.3.6-50.e18 @commandTine 208
dhcp-Tibs x86_64 12:4.3.6-50.e18 @commandTine 148

Transaction Summary

Install 4 Packages

Total size: 1.8 M

Installed size: 3.9 M

Downloading Packages:

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction
Preparing : 1/
Installing : dhcp-Tibs-12:4.3.6-50.e18.x86_64 1/
Installing : dhcp-common-12:4.3.6-50.e18.noarch 2/
Installing : bind-export-T1ibs-32:9.11.36-13.e18.x86_64 3/
Running scriptlet: bind-export-T1ibs-32:9.11.36-13.e18.x86_64 3/
Installing : dhcp-client-12:4.3.6-50.e18.x86_64 4,
Running scriptlet: dhcp-client-12:4.3.6-50.e18.x86_64 4,
Verifying : bind-export-T1ibs-32:9.11.36-13.e18.x86_64 1/
Verifying : dhcp-client-12:4.3.6-50.e18.x86_64 2/
Verifying : dhcp-common-12:4.3.6-50.e18.noarch 3/
Verifying : dhcp-Tibs-12:4.3.6-50.e18.x86_64 4,

Installed:

bind-export-1ibs-32:9.11.36-13.e18.x86_64

dhcp-common-12:4.3.6-50.e18.noarch
Complete!

! Request a DHCP IP address for eth0.
[guestshell@guestshell ~]$

sudo dhclient ethO

! Validate the leased IP address.
[guestshell@guestshell ~]$

sudo ifconfig ethO

dhcp-client-12:4.3.6-50.e18.x86_64
dhcp-1ibs-12:4.3.6-50.e18.x86_64

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5

prefixlen 64

scopeid 0x20



ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)

RX packets 7 bytes 1000 (1000.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 11 bytes 1354 (1.3 KiB)

TX errors 0 dropped 0 overruns 0 «carrier 0 collisions 0

[guestshell@guestshell ~]$
exit
exit

! You can validate the leased IP address from Cisco I0S XE too.
513E.D.02-C9300X-12Y-A-17#

guestshell run sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 28 bytes 2344 (2.2 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 13 bytes 1494 (1.4 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

iz F Bl
EABISCPY—/NTORELENHBRE

BEICEK 2T, wittmemoy AN RZFERATE LI, AMAYFORXREET—/NICEBNICRE
FTRENBUTT, COFZERF, ZEORRZERFTIDDICKILSE, BDEICAUTEEZO—
INYOTEFRT, —NZBIRTBEICEK, TFTPESCPOMBEZFEATEXRITAH, SCPH—
NeFERTRE, EF21VT1ZESICHRILTEET,

Cisco IOSOT7 —HA 7T HEERF C OMEEZRBLE T, L. EXBRRE. SCPULFVI v
LEeBETRIZENTERVIETT, Y—/\NAR, RTAVT714F1L -3 ERE—
N7y 72 74F1L—>320MATTL—2FTFARNTRRENET,

Switch#show running-config | section archive

archive
path scp://cisco:Cisco!123@10.31.121.224/
write-memory

FARY T EPYthonZEATHIET, ILF VI T L EBLExEAUMEERRTEET
. ChiF, EBOSCPILF Y v LERETBEDIES AN IR TRESKREEATSC



ETRITENET, TOHR, SCPH—NILFUIYIRGRTA74F1L—232ICER
REhFEA,

COFETEK, BTV 74F¥1L—2 a2 TREEMAV U T MO AN RRENETH,
Python A7 1) TREOILF v )L EMERL Toopy running-configsep: 1< > RZEER L. ER1TT 3
EEMAO D7 NZZFOION REELET,

COPITE, ROFIEZRTLERT,

1. Python A2 1) 7° s & [flash/guest-share7 4 LV R ICOE—LET, cORAIVT NI, R
BEZHSCP_USER®E &K T'SCP_PASSWORDZ &t M EXY) | copy startup-configsep: 1N~ RZIRL &
o ctlckVY), EEMAVUT RN ENERITTEDRRDICBYERT, RAVUTNCE,
5IE& UL TSCPH—NDIP7 RLANFMETT, £h. cOAT T KM, [flash/guest-
share/TAC-write-memory-log.txtiZ & % K& & 7 7 4 )L TOAN > Rwitememoy A" RITE N B
T, OV E#EZELET, Python AU 7 RNRERDEHBY TS,

import sys
import os
import cli
from datetime import datetime

# Get SCP server from the command-Tine argument (first argument passed)
scp_server = sys.argv[l] # Expects the SCP server address as the first argument

# Configure CLI to suppress file prompts (quiet mode)
cli.configure("file prompt quiet")

# Get the current date and time
current_time = datetime.now()

# Format the current time for human-readable output and to use in filenames
formatted_time = current_time.strftime("%Y-%m-%d %H:%M:%S %Z") # e.g., 2025-03-13 14:30:00 UTC
file_name_time = current_time.strftime("%Y-%m-%d_%H_%M_%S") # e.g., 2025-03-13_14_30_00

# Retrieve SCP user and password from environment variables securely
scp_user = os.getenv('SCP_USER') # SCP username from environment
scp_password = os.getenv('SCP_PASSWORD') # SCP password from environment

# Ensure the credentials are set in the environment, raise error if missing
if not scp_user or not scp_password:
raise ValueError("SCP user or password not found in environment variables!™)

# Construct the SCP command to copy the file, avoiding exposure of sensitive data in print
# WARNING: The password should not be shared openly in Togs or outputs.
print(f"copy startup-config scp://{scp_user}:{scp_password}@{scp_server}/config-backup-{file_name_

# Save the event in flash memory (log the write operation)
directory '/flash/guest-share' # Directory path where log will be saved
file_name = os.path.join(directory, 'TAC-write-memory-log.txt') # Full path to log file

# Prepare the Tog entry with the formatted timestamp
Tine = f'{formatted_time}: Write memory operation.\n'

# Open the log file in append mode to add the new Tog entry
with open(file_name, 'a') as file:
file.write(line) # Append the log entry to the file



RXOEITE, TFTPH—NZFEAL TPython AV U7 REAA Y FIZCOE—-LTVWET,

<{froot>
Switch#

copy tftp://10.207.204. 10/ cat 9k_scp_conmand. py fl ash:/guest-share/ cat 9k_scp_comrand. py

Accessing tftp://10.207.204.10/cat9k_scp_command.py. ..
Loading cat9k_scp_command.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 917 bytes]

917 bytes copied in 0.017 secs (53941 bytes/sec)

. EEMAV VTR NEBAVAR=ILET, COATVIT NEPython A7 U7 NZEHUPHLE
To CcORIVVTNE, SCPH—NIZREZREFET S 7= 8 (2 S E 7% copy startup-config scp: 1 X >/
RZEERLET, RIZ, EEMAOI ) 7 NEPython AU 7 kA SRENEZIN REETL
x£9,

event manager applet Python-config-backup authorization bypass

event cli pattern "Awrite|write memory|copy running-config startup-config" sync no skip no maxrur

action 0000 syslog msg "Config save detected, TAC EEM-python started."
action 0005 cli command "enable"

action 0015 cli command "guestshell run python3 /bootflash/guest-share/cat9k_scp_command.py 10.3]

action 0020 regexp "(A.*)\n" "$_cTli_result" match command
action 0025 c1i command "$command"
action 0030 syslog msg "TAC EEM-python script finished with result: $_cli_result"

AR INORRERE 1bastec 7 T AI)ICHEALTRELE T, chllkV, A4 Y TFH
VDO—RENLEETE, TAR IUFEI MWD LETCRBEERNIRBFEADLSICHY E
T RD2TZEBMLXT,

export SCP_USER="cisco"
export SCP_PASSWORD="Cisco!123"



AE COBTEALTVWRILTFUOvILE. FREEOKAZENELTVET
o CNOREBEBRBETOAEAZANELTVEREA, W, ChE5OILT
DIV EMBOEFITREREEEOILTF VI VIICEERADIBEN HYE
ED

RIZ, SheDERZEbesrc 77 AINICEMTZ7O0AZRLET,

<{froot>

! 1. Enter a Guest Shell bash session.
Switch#

guestshell run bash

! 2. Locate the ~/.bashrc file.
[guestshell@guestshell ~]$

I's ~/.bashrc

/home/guestshell/.bashrc



! 3. Add the SCP_USER and SCP_PASSWORD environment variables at the end of the ~/.bashrc file.
[guestshell@guestshell ~]$

echo 'export SCP_USER="cisco"' >> ~/.bashrc

[guestshell@guestshell ~]$

echo 'export SCP_PASSWORD="Ci sco! 123"' >> ~/.bashrc

! 4. To validate these 2 new Tines were added correctly, display the content of the ~/.bashrc file
[guestshell@guestshell ~]$

cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin:$HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

[guestshell@guestshell ~]$ echo 'export SCP_USER="cisco"' >> ~/.bashrc
[guestshell@guestshell ~]$ echo 'export SCP_PASSWORD="Cisco!123"' >> ~/.bashrc
[guestshell@guestshell ~]1$ cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin: $HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

export SCP_USER="ci sco"
export SCP_PASSWORD="Ci sco! 123"

! 5. Reload the ~/.bashrc file in the current session.
[guestshell@guestshell ~]$



source ~/.bashrc

! 6. Validate that the environment variables are added, then exit the Guest Shell session.
[guestshell@guestshell ~]$

printenv | grep SCP
SCP_USER=ci sco
SCP_PASSWORD=Ci sco! 123

[guestshell@guestshell ~]% exit

Switch#

. Python A2 1) TREZFETEITLT, ELVewpy AN RFREND CEZRIEL., BEE
&R TAC-writememory-logixt 7 7 A4 JLIZEEE& L £,

<ffroot>
Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_scp_command. py 10.31.121.224
copy startup-config scp://cisco: G sco!123@0. 31. 121. 224/ confi g- backup- 2025- 01- 25_18_35_18. t xt

Switch#

dir flash: guest-share/
Directory of flash:guest-share/

286725 -rw- 368 Jan 25 2025 18:35:18 +00:00

TAC-write-nenory-|og.txt

286726 -rw- 903 Jan 25 2025 18:34:45 +00:00 cat9k_scp_command.py
286723 -rw- 144 Jan 25 2025 15:07:07 +00:00 TAC-shutdown-T1og.txt
286722 -rw- 977 Jan 25 2025 14:50:56 +00:00 cat9k_noshut.py

11353194496 bytes total (3751542784 bytes free)

Switch#

nore flash:/guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 18:35:18 : Wite nenory operation.

. EEMAV VT RNETARNLET, COEEMAYV U MNE, RBFELFERBICEGEELS, O
E—REORERZEUsyslogbEEFELE T, ERICKRTENEFAZRICRLET,

<ffroot>
Switch#

wite menory



Building configuration...

[OK]

Switch#

*Jan 25 19:23:22.189: %HA_EM-6-L0G: Python-config-backup: Config save detected, TAC EEM-python stc
*Jan 25 19:23:42.885: %HA_EM-6-L0G: Python-config-backup:

TAC EEM pyt hon script finished with result:
Witing config-backup-2025-01-25_19 23_26.txt !
8746 bytes copied in 15.175 secs (576 bytes/sec)

Switch#

Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 19:23:26 : Wite nenory operation

KREUEEEZETANTDICE, SCPHY—NEZ Y Y REIOLET, ChiE, COXBEL
ERITOERTT,

<#froot>
Switch#
wite

Building configuration...

[OK]

Switch#

*Jan 25 19:25:31.439: %HA_EM-6-L0OG: Python-config-backup: Config save detected, TAC EEM-python stc
*Jan 25 19:26:06.934: %HA_EM-6-L0OG: Python-config-backup:

TAC EEM pyt hon script finished with result:
Witing config-backup-2025-01-25_19 25_36.txt % Connection timed out; renote host not responding

YError witing scp://*:*@0.31.121. 224/ confi g- backup-2025-01-25_19 25 36.txt (Undefined error)

Switch#
Switch#

Switch#
Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 19:23:26 : Write memory operation.

2025-01-25 19:25:36 : Wite nenory operation

FERAGI2:STPRN RO ZEEDEINDEELR

cOPliE, ANZ2IVI—OFRLZEHICHETIEBEZERL, EOAVEX—T I A AN KRR
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EEMON> ROKBEFEALTZOAV )T NEERTDICE, for)l—7TEEBHODERRKRBEO—F
EEATDHENBY. FERHFAAVET, LEAF T, COBITE. EEMAZU T RFZOE
MAOTY 2 %EPythonlc EET 5552 RLET,

COPITE, ROFIEZRTLERT,

1. Python A2 1) 7" N & /flash/guest-share/7 4 LV RJIZOAE—LET, CORAIUTKER
DRAVEERITLET,

1. show spamning-tree detail 1 ¥ > RZRITL ., HOZ#HEHTL T, FEVLANOTCNEEHRZ T 1 U2
IFVIERFELET,

2. BMTENLETCNBHRE, BIOAT VT REITOISONT7 7AIILADTF—RZHLEL T
To ZEVLANTTCNABIL TWAEEE. XOBIOKS BIFHREZ S TsyslogX v z—
INIEEENET,

*Jan 31 18:57:37.852: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY

3. BEDTCNEHZISON7 7AIILICREL T, ROERTEHICHBETEDLSICLET
o Python RV U7 RNERODEHYTTY,

import os

import json

import cli

import re

from datetime import datetime

def main(Q):
# Get TCNs by running the CLI command to show spanning tree details
tcns = cli.cli("show spanning-tree detail")

# Parse the output into a dictionary of VLAN details
parsed_tcns = parse_stp_detail(tcns)

# Path to the JSON file where VLAN TCN data will be stored
file_path = '/flash/guest-share/tcns.json'

# Initialize an empty dictionary to hold stored TCN data
stored_tcn = {}

# Check if the file exists and process it if it does
if os.path.exists(file_path):
try:
# Open the JSON file and parse its contents into stored_tcn
with open(file_path, 'r') as f:
stored_tcn = json.load(f)
result = compare_tcn_sets(stored_tcn, parsed_tcns)

# Check each VLAN 1in the result and log changes if TCN dincreased
for vlan_id, vlan_data in result.items():



if vlan_data['tcn_increased']:

Tog_message = (
f"TCNs increased in VLAN {vlan_id} "
f"from {vlan_data['old_tcn']} to {vlan_data['new_tcn']}. "
f"Last TCN seen on {vlan_data['source_interface']}."

)

# Send log message using CLI

cli.cli(f"send log facility GUESTSHELL severity 5 mnemonics PYTHON_S

except json.JSONDecodeError:

print("Error: The file contains invalid JSON.")
except Exception as e:

print(f"An error occurred: {e}")

# Write the current TCN data to the JSON file for future comparison
with open(file_path, 'w') as f:
json.dump(parsed_tcns, f, indent=4)

def parse_stp_detail(cli_output: str):

Parses the output of "show spanning-tree detail" into a dictionary of VLANs and their TC

Args:
cli_output (str): The raw output from the "show spanning-tree detail” command.

Returns:
dict: A dictionary where the keys are VLAN IDs and the values contain TCN details.

vlan_info = {}

# Regular expressions to match various parts of the "show spanning-tree detail"” output
vlan_pattern = re.compile(r'A\s*(VLAN|MST) (\d+)\s*', re.MULTILINE)

tcn_pattern = re.compile(r'A\s*Number of topology changes (\d+)\s*', re.MULTILINE)
last_tcn_pattern = re.compile(r'last change occurred (\d+:\d+:\d+) ago\s*', re.MULTILINE
last_tcn_days_pattern = re.compile(r'last change occurred (\d+d\d+h) ago\s*', re.MULTILI
tcn_interface_pattern = re.compile(r'from ([a-zA-Z]+[\d+\/]+\d+)\s*', re.MULTILINE)

# Find all VLAN blocks in the output
vlan_blocks = vlan_pattern.split(cli_output)[1:]
vlan_blocks = [item for item in vlan_blocks if item not in ["VLAN", "MST"]]

for i in range(0, len(vlan_blocks), 2):
vlan_id = vlan_blocks[i].strip()

# Match the relevant patterns for TCN and related details

tcn_match = tcn_pattern.search(vlan_blocks[i + 1])

Tast_tcn_match = Tast_tcn_pattern.search(vlan_blocks[i + 1])
Tast_tcn_days_match = last_tcn_days_pattern.search(vlan_blocks[i + 1])
tcn_interface_match = tcn_interface_pattern.search(vlan_blocks[i + 1])

# Parse the TCN details and add to the dictionary
if last_tcn_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_match.group(1)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tast_day": True



}
elif last_tcn_days_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_days_match.group(l)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tlast_day": False

}

return vlan_info

def compare_tcn_sets(setl, set2):

Compares two sets of VLAN TCN data to determine if TCN values have increased.

Args:
setl (dict): The first set of VLAN TCN data.
set2 (dict): The second set of VLAN TCN data.

Returns:
dict: A dictionary indicating whether the TCN has increased for each VLAN.

tcn_changes = {}

# Compare TCN values for VLANs that exist in both sets
for vlan_id, vlan_data_1l in setl.items():
if vlan_id in set2:
vlan_data_2 = set2[vlan_id]
tcn_increased = vlan_data_2['tcn'] > vlan_data_1['tcn']
tcn_changes[vlan_id] = {
'tcn_increased': tcn_increased,
'old_tcn': vlan_data_1['tcn'],
'new_tcn': vlan_data_2['tcn'],
'source_interface': vlan_data_2['source_interface']
}
else:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in set2
'old_tcn': vlan_data_1['tcn'],
"new_tcn': None

}

# Check for VLANs 1in set2 that are not in setl
for vlan_id, vlan_data_2 in set2.items():
if vlan_id not in setl:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in setl
'old_tcn': None,
'new_tcn': vlan_data_2['tcn']

}

return tcn_changes

if _name__ == "_main__":
mainQ)
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<ffroot>
Switch#

copy tftp://10.207.204.10/ cat9k_tcn.py flash:/guest-share/cat9k_tcn. py

Accessing tftp://10.207.204.10/cat9k_tcn.py...
Loading cat9k_tcn.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 5739 bytes]

5739 bytes copied in 0.023 secs (249522 bytes/sec)

2.EEMAOI VT REALVARN=ILET., COBITIE, EEMAOUTRNOE—DRATIE,
TCNOBMABREBEENEBEICOI XY E—D BEETBPython RV U TR ERITTSC
ETT, COFITIRR, EEMAYV )T NESDZ EICETENET,

event manager applet tcn_monitor authorization bypass

event timer watchdog time 300

action 0000 syslog msg "TAC EEM-python script started."

action 0005 cli command "enable"

action 0015 cli command "guestshell run python3 /bootflash/guest-share/cat9k_tcn.py"
action 0020 syslog msg "TAC EEM-python script finished."

B.AVVTNOBEEZERIET B (21X, Python RV U NZFETRITISH., EEMRAOIUS
MK 2P THPHENDETSoBFELET, VITNDBEEE. VLANICK L TTCNA
MU B A Tsyslogh R fEENhE T,

<tfroot>
Switch#

nore flash:/guest-share/tcns.json

{

"0001": {
"id_int": 1,
"tcn": 20,

"Tast_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/5",
"tcn_in_Tlast_day": true

},

"0010": {

"id_int": 10,

"tcn": 2,



"last_tcn": "00:00:22",
"source_interface": "TwentyFiveGigE1l/0/1",
"tcn_in_Tlast_day": true

1,

"0020": {

"id_int": 20,

"tcn": 2,

"last_tcn": "00:01:07",
"source_interface": "TwentyFiveGigE1l/0/2",
"tcn_in_Tlast_day": true

b,
"0030": {

"id_int": 30

"ten": 1,

"last_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/3",
"tcn_in_Tlast_day": true

}

}

Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_tcn. py

Switch#

*Feb 17 21: 34:45.846: %UESTSHELL-5- PYTHON_SCRI PT: Message fromtty73(user id: shxUnknownTTY): TCN

Switch#

BRI EILETENDNEFO>T, EEMAYVUTNZTAMLET, WTFNAHADVLANT
TCNA#EIML TWBBE, syslogX Y E—IHFREEFEEhET, COFITIE, VLAN3OT
TCNA BB ICEBMLTEY, ChSO—ENDTCNEZETDIA 2V EZ—T I (4 AN
Twel/0/3THBDZEIEFRLTLEEW,

<{froot>

*Feb 17 21:56:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 21:56:26.039: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from3 to 5. Last TCN seen on TwentyFi veG gE1/0/3

*Feb 17 21:56:26.585: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:01:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 22:01:26.687: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:06:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 22:06:26.200: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 fromb5 to 9. Last TCN seen on TwentyFi veG gE1/0/3



*Feb 17 22:06:26.787: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:11:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 22:11:26.079: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from9 to 12. Last TCN seen on TwentyFi veG gE1/ 0/ 3.

*Feb 17 22:11:26.686: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.
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