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TCAM Ternary Content-Addressable Memory
SVI ARAYTFREAEZ—TIARA

E TIYRTA—=ALZEWR, CLICRAMYFEVSRHRBZEDDENTEXRT (=
LU, BILTREBYEHEA ). (show platform soft fed switch <number|active|standby>
matm macTable & show platform soft fed active matm macTable ) .
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REEHREHYEEA
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FED MATMTODAR A F+3ZY OMACT7 RL AZEH

<tfroot>

Switch#

show platform software fed switch active matm nacTabl e vlan 100 mac 9c54. 1631. 8bd1l

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1



9c54. 1631. 8bd1l

Ox1

248 0 0

0x7f 7490c93bd8

0x7f 7490c73d98

0x0

0x7f 7490a4e108

300 8

TenG gabit Et hernet2/1/1

Yes

Asic: O

htm-handle = 0x7f7490c80ce8 MVID = 5 gpn = 1

SI = Oxb6 RI = Oxla DI = 0x537d
DI = 0x537d pmap = 0x00000000 0x00000000
Asic: 1

SI = Oxb6 RI = Oxla DI = 0x537d

DI = 0x537d pmap = 0x00000000 0x10000000 pmap_intf : [TenG gabit Et hernet 2/ 1/ 1]

This is a snippet from the bottom of the output of

show platform software fed switch active nmatm macTabl e

to showcase the classification of

Type



to help indicate how the

Mac Address

is being learned on the

Swi t ch:
Type:
MAT_DYNAM C_ADDR Ox1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR 0x4000 MAT_ROU
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS
MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

F i RSTILY2A—F 14T EEEIOSMATMOF T Y UASHBEYETH, FEDIFET
IOS MATMZZ2EBLET (ZDHBE ),

IOS MATMT DR A4+ XY UMACT RL AZEE

<#root>

Switch#

show mac address-tabl e address 9c¢54. 1631. 8bd1l <--- What | OS Matm sees
Mac Address Table

Vlan Mac Address Type Ports

100 9c54. 1631. 8bd1 DYNAM C Te2/ 1/1 <--- Showcases which vlan, howits | ez



Total Mac Addresses for this criterion: 1

N—RoTzF77OY

ER

<ffroot>

Switch#

SVIMFIOSTOTZIVIE—HL, FEEFBVHESHERILE

show platform software fed switch active matm nmacTabl e vlan 100 mac 9c54. 1631. 8bd1l detai l

Type Seq# EC_Bi Flags

machandle

siHandTe

riHandl

9c54. 1631. 8bd1l

Ox1

248 0

0x7f 7490c93bd8

0x7f 7490c73d98

0x0

Ox7f 7490a4e108

300

5

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries:

Entry 0: (handle 0x7f7490c80ce8)

Absolute Index:
Time Stamp: 5

Yes

KEY - vlan:5 mac:0x9c5416318bdl 13_if:0 gpn:125 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0



MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_learn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xb6 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: CD

0x7

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: LD

0x7

Detailed Resource Information (ASIC_INSTANCE# 0)

Destination index = 0x537d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctilLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Detai |l ed Resource | nformation (ASIC_| NSTANCE# 1) <--- Note the ASIC Instance # as it is based

Desti nati on i ndex = 0x537d
pnap = 0x00000000 0x10000000
pmap_intf : [ TenG gabit Et hernet 2/ 1/ 1] <--- Port map interface is learned correctly



0x0
0x0

cmi
rcp_pmap
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0
ctilLol
ctiLo?2
cpuQNumO
cpuQNuml
cpuQNum?2
npulndex
stripSeg
copySeg

L | | | [ | | R | B
O O OO OO OoOOoOOo

EE: activelBX DA R —T I A4 AICKL Tdetailed Y > REETL, TOAZ2—T
IAANBIORLY FICHBDHEE, R—RIVTAEZ—TIAAODHHFERREINZE
tAo

IOS MATMO AR T 4 Y JMACT RLAZ—Z27

cOBITE, RA4YFSVIOMACT RLAZFERL T, BYIA7O00FZ 02BN LET,

<tfroot>

Switch#

show run interface vlan 100 <--- Verify SVI cc

Building configuration...

Current configuration : 82 bytes
!

interface WV an100
i p address 192.168. 1.2 255.255.255.0

end

Switchk#

show i nterface vlan 100

VI an100 is up



, line protocol 1is up , Autostate Enabled

Hardware is Ethernet SVI, address is 706b. b929.f751

bi a 706b. b929. f 751

<--- Mac Address assigned to SVI 100 by the Switch

Internet address is 192.168.1.2/24
<snippet>

Switch#

show mac address-tabl e address 706b. b929. f 751

Mac Address Table

Vlan Mac Address Type Ports

100 706b. b929. f 751 STATIC V1 100

Total Mac Addresses for this criterion:

FED MATMT®D AR T 4 Y IMac? RL AFEE

<#root>

Switch#

show platform software fed switch active matm nmacTabl e vlan 100

VLAN  MAC Type Seq# EC_Bi Flags machandle

siHandle

<--- Verify nacTe
<--- Verify nmacTal
riHand]

100 706b. b929. f 751 0x8002



0 0 64 0x7fc210e57908 0x7fc210ch7d78 0x0 0x0

VI an100

Yes

100 0027.90be.20d1 0x101 192 0 64 0x7fc210cdc058 0x7fc210cd6da8 0x0

Total Mac number of addresses:: 2

Summary:

Total number of secure addresses:: 0

Total number of drop addresses:: 0

Total number of lisp local addresses:: 0

Total number of lisp remote addresses:: 0
*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAMIC_ADDR 0x1
MAT_STATI C_ADDR 0x2
MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO

<--- Note 0x8000 + 0x2 == 0x8002 ---> Routed Address that is Statically assigned on the Switch (SVl)

MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION  0x2000 MAT_DOT1X_ADDR 0x4000
MAT_ROUTER ADDR 0x8000

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR  0x20000 MAT_OPQ DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS
MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

N
A AAYFETERENESVIE, L—FTY RPRLATHS=®H., diHandleZFBE
tAo

MATMT®EVPN Mac? RLAZ—Z=27J



MACT RLANFE TR EFEENBVLANZHEIL, MATMEZREEL X,

S

SEEVPNOEMICDVWTIE., FBGPEVPNVXLANO 7 4FaL—>3a > HA Ry %5
BLTLSEEL,

<tfroot>

Switch#

show pl atform software fed switch active matm macTabl e vl an 201

VLAN MAC Type Seqg# EC_Bi Flags machandle siHandTe riHand1
201 0006.f601.cd42 0x1 32436 0 0 0x71e058dc3368 0x71e058655018 0x0
201 0006.f601.cd01 0x1 32437 0 0 0x71e058dae308 0x71e058655018 0x0
201
0006.f617. ee81 0x1000001 0 0 64

0x71e059191ee8 0x71e058e11468

0x71e058ef 0d18

0x0 0

5335175 VTEP 172.16.255.4 adj_id 1376

No

Total Mac number of addresses:: 4
Summary:

Total number of secure addresses:: 0
Total number of drop addresses:: 0

Total number of 1lisp local addresses:: 0

Total number of |isp renpte addresses:: 2 <--- Renpotely | earned addresses from E\

*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)
Type:

MAT_DYNAM C_ADDR ox1


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8

MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR 0x4000 MAT_ROU

<--- Note 0x1000000 + Ox1 == 0x1000001 ---> Mac Address renotely |earned Dynamically via EVPN

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS

MAT_LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

S

7 : EVPN Type 7 Z%'l&. LISP Mac Learning& R U &Ri2 D
MAT_LISP_REMOTE_ADDRZfEAL £,

NZ7)L2a1—h
ZY RD—VEHOBE

COBITE, 2DDCI300-48UNDAA Y FARARY VEEMLET, TR, SVI100ERY ~
D—JLDOIT—KRIIATHY., COARAYFAEY VEEOMACT RLARXDELSICIEEL
K7O7ZLERTVEEA,

BETINA AN ALY F2OR—KNIEHREhTVS
EERTINA AN AAY FIOR—NIEHEEATVS

SVI100k 7' —hD T A

RETTINA A BIET/NA ANQEEFE W (FANRICMPEER )

BETINA AN AAY FIUERTDE, BRIETELET

BET/NA ADIP ARPEMACT RL ADHER

Switch#show ip arp 192.168.1.3 Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.3 6 9¢54.1631.8bd1 ARPA VIan100 <— ARP(&VIan 100TIEL < f#RE h 3
Switch#show mac add address 9¢54.1631.8bd1 MACT7 RL AF—7 )L
-------- Vian MAC7 RL A& A 7 Ports ---- 100 9¢54.1631.8bd1 DYNAMIC
Te2/1/1 <— I0S Programmed Destination Mac Address correctlyc DEENDSFTMACT RL A :




BET/NAACERENLER—NOHIBRTEANRNT T 1Y U DR

FHBEREF. ABRNT T4V I ZBHEIBETT.,. CNIFEPCENLTERITTE, COFITE
ICMPRZ 74 Y D %FERALET,

Switch#monitor capture tac interface Te2/1/1 both match any start
<LIEFs<Fr2>TLSEZL>

Switch#monitor capture tac stop

Switch#show monitor capture tac buffer brief | i ICMP

908 4.969635 192.168.1.2 -> 192.168.1.3 ICMP 114 L —(ping)EkRid=0x0008. seq=0/0.
ttI=255 909 4.970165 192.168.1.3 -> 192.168.1.2 ICMP 118 L 1 —(ping)i>&=0x000, 8 seq=0/0,
ttI=254 (908MEXR ), <— EPCTRENEREN, NFT 1V INFBETFT/NARAIZEELZC
EZR T, NZT7A4VIRELSKRELTWVS, 9104.970425 192.168.1.2 -> 192.168.1.3 ICMP
114 Echo (ping) E3Rid=0x0008, seq=1/256, tt1=2559114.970724 19 2.168.1.3 -> 192.168.1.2
ICMP 118 Echo (ping) reply id=0x0008, seq=1/256, ttI=254 (request in 910)912 4.970889
192.168.1.2 -> 192.168.1.3 ICMP 114 Echo (ping) request=0x0008, seq =2/512, ttI=255 913
4.971211 192.168.1.3 -> 192.168.1.2 ICMP 118 T 1—(ping) > &id=0x0008, seq=2/512, ttI=254
(912TMER ) 914.971436 192.168.1.2 -> 192.168 .3 ICMP 114 Echo (ping) request
id=0x0008, seq=3/768, ttI=255 915 4.971558 192.168.1.3 -> 192.168.1.2 ICMP 118 Echo (ping)
reply id=0x0008, seq=3/768, ttI=254 (request in 914)

VR—=2RNZ7 4y 0 OFME D OWHERR

Switch#show monitor capture tac buffer detailed | begin Frame 909X Y 74 A7 L A1 ........ —
N D BAZACH + Shift + 6% # L TH T L F 9 Frame 1: 118 bytes on wire (944 bits), 118 bytes
captured (944 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id O Interface id: O

(/tmp/epc_ws/wif_to_ts_pipe) Interface name: /tmp/epc_ws/wif_to_ts_pipe Encapsulation type:
Ethernet (1)E/EEE : 2024F4H1983.044770000 UTC [CcDINT Y RODRA LT T~ -
0.000000000# TR Y U BFE : 1713554053.044770000[BIDF ¥ T7F ¥ TL—LH SO R A A
7*)LZ . 0.000000000M] [BIDTRARTIL—LHASORALTILE : 0.000000000¥] [ZRELIF
BYO7L—LNDSOKRE : 0.000000000¥]7L—ALFS : 17L—AK: 118/V14 b (944K
YR)FFYTFYR: M8NA KN (MEYN) [TL—LDOIY—UHV) :False][7L—LODT
A b 3JL : eth:ethertype:vlan:ip:ethertype icmp:data] Ethernet Il, Src: 9¢:54:16:31:8b:d1
(9¢:54:16:31:8b:d1), Dst: 70:6b:b9:29:f7:51 (70:6b:b9:29:f7:51) < - Z MIEFETTMACH A",
192.168.1.338 5% : 70:6bDarpT> KU/macT—7 A SHEAII—HITDcEZLTVDREER
WL ET, b9:29:f7:51 (70:6b:09:29:f7:51) < — CHODMAC ( IBEMACT RL A ) Fr'—KJT
A(SVI100)IC—HTBIHLESH ZHELET, 7 RL A : 70:6b:09:29:f7:51(70:6b:09:29:f7:51)
oo i 0. oo .. =LGE Y b : Globally unique address (factory) ......0 .... ... ... ... =Y bk
BB RLA(IZF ¥ AR ) EFETT : 9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d1) 7 RL A

: 9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d1) .... .0. ... co. ... ... =LGEY b : JO—NIWNIC—EBT



RLA (IHBEAEROF7AILEN) ... 0 s e e e =IGEY N BB 7 RLA(IZF v A
~)

Switch#show interface vlan 100 VIan100 is up, line protocol is up , Autostate Enabled Hardware is
Ethernet SVI, address is 706b.b929.f751 (bia 706b.b929.f751) <— ICMPIEZ& ODMACIC — B L &
9 Internet address is 192.168.1.4/24

SVI 1000MACT RL ADHERR

Switch#show mac address-table address 706b.b929.f751 Mac Address Table
---------------- Vlan Mac Address Type Ports ---- <— IOSIZESVI 100DMACT
RLANE2<7O7FLEhTVEL (FHLELW)

Switch#show platform software fed switch active matm macTable vlan 100 mac 706b.b929.f751
VLAN MAC Type Seq# EC_Bi Flags machandle siHandle riHandle diHandle *a_time *e_time ports
Con

100 706b.b929.f751

L<7'O07Z A& N TWEThtm-handle = 0T 3 x7fc210cb9e68 MVID = 5 gpn = 1 Sl = 0x2d RI =
0x1 DI = 0x5234 Asic: 1 SI = 0x2d Rl = 0x1 DI = 0x5234

~
S RETINA AN AL Y FUCERT 2 L BGAETE hdEhE, MATMA RS v F

2ICEXTEIEHREBYICTOTZLENTVRIZHTT,

Switch#show platform software fed switch 2 matm macTable vlan 100 mac 706b.b929.f751 7 RL
ADEFH : 0 <— Switch 20OMatmIZSVI 100 MACHARREE N TVELBAEN : %27 7T RL
AQEET: orOY - ZPRLADOAR : oLIsSPO—AI) - ZRLADOEE : OLISPUE— K-
TRLADEE: 0

ZZASN2EGORENRR

MATM/\— R IT 7)Y —ZADHER

MACT7 RLADOZ7OTJZIJZ2BETRAAYFN—RIITII—ANELIZHE, C
REPRLAZZFETEEREA



Switch#show platform hardware fed switch active fwd-asic resource tcam utilization Codes: EM -
Exact_Match, | - Input, O - Output, 10 - Input & Output, NA - Not Applicable CAM Utilization for
ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS Other
MAC Address Table EM | 32768 31788 97.01% 0
31788— 95% LA ELA LA ELL E DT RL AT —7JLTCAM | 1024 1019 99.51% 00 0 1019 L3¥
ILFF ¥ ARNEMI1819200.00% 000L3V¥ILFF ¥ ARTCAMI51291.76% 360 L2NIILFF +
ARNEM1819200.00% 000 L2N)LFF ¥+ ARNTCAMI1512121215%3800IP)L—hFT—7
JLEM 124576 30.01% 2010 IPJL—~7T—7JLTCAM 18192 19 0.23% 6 10 2 1 QOS ACL
TCAM 10 5120 85 1.66% 28 38 0 19 TCAM | 45 0.88% 1520 10 TCAM 0 40.78% 13109+ 21
I)5 4 ACL TCAM 10 5120 131 2.56% 26 60 0 45 TCAM | 88 1.72% 12 36 0 40 TCAM O 43
0.84% 14 24 0 5 Netflow ACL TCAM 1256 6 2.34% 22022 02 PBR ACL TCAM | 10246 3.52%
36 0 0 Netflow ACL TCAM O 768 6 0.78% 2 2 0 2 Flow SPAN ACL TCAM IO 1024 131.27% 3 6
04TCAM150.49% 1202TCAMO080.78% 24021 O—J)L7L—>TCAM | 512 290
56.64% 138 106 46 k> X JL#RIHTCAM 1 512 20 3.91% 8 12 0 0 Lisp Inst¥ ¥ E> I TCAM | 2048
10.05%0001EF2VFTFA 7Y I—>32TCAMI25641.56% 220 CTSEILN NI Y DA
INPNZAXJLEM 081920 0.00%6 0000 CTSEILNY KUY T ANPNZAXJILTCAM O 512 1 0.20%
00000009547 >hT—7JLEM 14096 00.00%6 000054 F> NT—7JLTCAM 1256 0
0.00% 00 0A BT I)L—7LE TCAM 11024 0 0.00% 0 0 0HH 8% J)L—7LE TCAM O 1024 0 0.00%
00000 Macsec SPD TCAM 125620.78% 000002

~
EH:N=RIOIT7VY—ADOFMZOWVWTIE, TCatalyst 9000ARAA Y FD/N—RIIT
DY—RCD2VTa HA RESBLTLSEETL,

MATM syslogTZ —

MATMOI XY —2 E&E DANIT O3>

MATM-3-MAX_ENTRIES : A4 [MAC7 RL AAICFHE TV
Y F1 F0/0:fedMACT7 RLAD [B/\—RIJITOEERENT
BAICELEL = : 32768 BLTUVET

ALY FTEBENBMACT
RLADAT—IL#ZHIET S

BENZIELE

F73a>1:

ALY FTEBENDIMACT RLADEZRWS T :

« XY RND=TII—THFRELTVRAEMN B, BRENDE, N—RIITIVY—-AH
FLEL, BEOMacZ—Z2 I A HITEhET
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