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Non-Fabric

Tw1/0/1
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Fabric
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VNI 20101
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L61:172.16.254.3

Leaf-01 Leaf-03 4—::

Giljon Tw1/0/1

Tel/0/3

Gi/0/1 Gi1fo/1 Gi1/0/45

[ V1201: 10.1.201.10 ] [ V1 201: 10.1.201.11 ] [ V1201: 10.1.201.12 ]
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NTlk, REETNEEIXNDEVOXKERLET,

Leaf-01 ( XR—AEVPNERE )

<#root>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl
12vpn evpn


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html

i nstance 201

vlan-based

encapsulation vxlan

replication-type ingress <-- Sets segment to use Unicast replication of BUMtraff

multicast advertise enable

<tfroot>

LeafOl1#

show run | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

protected <-- protected keyword added

CGW ( EARERE )

<ffroot>
CGW#

show runni ng-config | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

defaul t - gat eway adverti se enable <-- adds the BGP attribute EVPN DEF GN0: 0 to the MAC/ I P prefix

multicast advertise enable

<#root>
CGW#

show runni ng-config | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

<tfroot>

CCw#

show run int nve 1

Building configuration...



Current configuration : 313 bytes
!
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20101 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

<#root>
CGw#
show run interface vlan 201

Building configuration...

Current configuration : 231 bytes
!

interface Vlan201

mac- addr ess 0000. beef . caf e <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwarding red <-- SVI isin VRF red

ip address 10.1.201.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate



ECGWTI, BRAENBBGPRUS—R@EHYEHA, CGWIE, IXTOTLT71Y D
ARA T (RT2, RTS/RTI)NEZEEFTENTVET,

B (L CoE)

EVI®D ¥4

<#root>

LeafO1#

sh 1 2vpn evpn evi 201 det ai

EVPN instance: 201 (VLAN Based)
RD: 172.16.254.3:201 (auto)
Import-RTs: 65001:201
Export-RTs: 65001:201
Per-EVI Label: none

State: Established



Replication Type: 1Ingress
Encapsulation: vxTlan

IP Local Learn: Enabled (global)
Adv. Def. Gateway: Disabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled

AR Flood Suppress: Disabled (global)

VI an: 201
Pr ot ect ed: True (local access p2p blocked) <-- VMlan 201 is in protected node

<...snip...>

O—ART24ER (A—HILAZ KA SRT2)

O—AILNKRARNDEZHLSRT2OERETCOIAVR—ZF NOKEBERFI—2HELET,

SISF(U—7ICESVIN®Y) EBAAN . SISFIRBIZHEZRARNASODARPIL—LZENL
THRANBHRERELFT )

EVPNY Z—2 +

. L2UU7

- BGP



EYR:HOOYR—F2 NAEYNICTOYS LT TOEVES, KEEEFI—>
SHENENRET (H: SISFICenITY NUABVES, BGPRRT2EERTEEEA ),

SISF

SISFA/RANZDBTEZE L& ZBRALET ( RANBHIEDHCPELZIFARPASZEELEL
)

« SISFIXIOS-MATMZ—_>JHASMACI MU ZZEL, EVPNMgrliCIZEELERT (R
< — Tevpn-sisf-policys TMACEETEETH B MHEN HYET )

« SISFiE., O—HAIVTEPLDOIPIMACNA VT4 &2IREL, EVPNYNZ—2 v ZFEHALT
. TOBBRIMMED)—TADBGPEN L /32— NELTFTOTTLETND N EES
nE9,



E DI FUATE, RANCAZRTAYUIPY®HB 2%, SISFIFARPZFERAL TR
ANOFMZERELET, "REREEhE, €932, DHCPEDHCPAX—E>
THRENRTVERT,

<#root>
Leaf 01#
show devi ce-tracki ng database vl anid 201

vlanDB has 1 entries for vlan 201, 1 dynamc
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - |Pv4 DH

Preflevel flags (prlvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Ori g access
0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assi gned
0040: Cga aut henti cat ed 0080: Cert authenticated 0100: Statical ly assigned
Net wor k Layer Address Li nk Layer Address Interface vlan prlvl age

ARP



10.1.201. 10

0006. f 601. cd43

G1l/0/1
201 0005 3m REACHABLE 86 s

<-- deaned fromlocal host ARP Request

EVPNY %—2 ¥

EVPN MgrigO—H)IMACZZEL., L2RIBICA AR —ILETF, EVPNMgr&L2RIBAS U E
—MMACZZBLETAH., TVMJBEMACEED T 1 DAEBIZOXKERAEHET

EVPN MgrA*SISFTI NUTEFHEhTWA L2 -ALET.

<#root>
Leaf 01#
show | 2vpn evpn mac evi 201

MAC Addr ess EVI VLAN ESI Et her Tag Next Hop(s)

0006. f 601. cd43 201 201
0000. 0000. 0000. 0000. 0000 O
G 1/0/1: 201 <-- MAC in VLan 201 local interface G 1/0/1:service instance 201

<...snip...>

L2y 7

« L2RIBIZEVPN Mgr* 5 O—AI)IMACZEE L, BGPEL2FIBIZEET S

« L2RIBl&, EVPN Mgr&L2FIBZE#H 3§25 82, BGPASUE—RNMACZZE T2EKENE
BET,

« L2RIBTl}., OOV R—F> N EELLKTYTTF—RNITBLEHIC. O—HDILEUE—RD
WENVETT, 0.

« L2RIBOVAR—F MNE, EFABELZFE/IAVAR—FXNIBUT, O—AILEVE—bH
OMACT—_2JDBEICEBENET

0.

L2RIBA'EVPN Mgr? S DO0—HJ)MACTEH EhTWB 2 BAL T,

<ffroot>

Leaf 01#



show | 2route evpn nac topol ogy 201 <-- View the overall topology for this segnent

EVI ETag
Prod

Mac Address Next Hop(s) Seq Nunber
21 o
BGP
0000. beef. cafe V: 20101 172.16.254.6

<-- produced by BGP who updated L2RIB (renote |earn)
201 0
L2VPN
0006. f 601. cd43 G 1/0/1: 201

<-- produced by EVPN Myr who updated L2RI B (Il ocal |earn)

Leaf 01#

show | 2rout e evpn mac nmac- address 0006. f 601. cd43 detai |

EVPN | nst ance: 201

Et her net Tag: 0

Pr oducer Nane: L2VPN <-- Produced by | ocal

MAC Addr ess: 0006. f 601. cd43 <-- Host MAC Address

Num of MAC | P Route(s): 1

Sequence Nunber: 0

ESI : 0000. 0000. 0000. 0000. 0000

Fl ags: B()

Next Hop(s): G 1/0/1:201 (E-LEAF) <-- Port:lnstance and info about the Role (Leaf)
BGP

L2RIBIZ & 2 BGP M E #T D HEFR

<ffroot>
Leaf 01#

show bgp | 2vpn evpn route-type 2 0 0006.f601. cd43 *

BGP routing table entry for [2][172.16.254. 3:201][0][ 48] [ 0006F601CD43][0][*]/ 20,

Paths: (1 available, best #1,
tabl e evi _201

)

<-- Inthe totally isolated evi context

versi on 268232



Advertised to update-groups:
2

Refresh Epoch 1

Local

0.0.0.0 (via default) from0.0.0.0
(172. 16. 255. 3)

<-- from0.0.0.0 indicates |l oca

Oigin inconplete, |ocalpref 100, weight 32768, valid, sourced
| ocal
, best

<-- also indicates |oca

EVPN ESI: 00000000000000000000, Label 1 20101
Ext ended Conmunity: RT:65001: 201 ENCAP: 8

EVPN E-Tree:flag: 1
,label : 0
<-- EVPN e-Tree attribute with Leaf flag = 1 (added to indicate this is a host address)

Local irb vxlan vtep:
vrf:not found, |3-vni:0
I ocal router nac: 0000. 0000. 0000
core-irb interface: (not found)

vtep-ip:172. 16. 254. 3 <-- Local VTEP Loopback

rx pathid: 0, tx pathid: 0x0
Updated on Sep 14 2023 20:16: 17 UTC

DE—KNRT2Z—Z2J (F7#INRKNT—KRTVIART2)
BGP

BGPA'CGWRT27L 74 Y VAZFB LI L ZHBFELET

<{froot>
Leaf 01#

show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.254. 3: 201] [ 0] [ 48] [ 0O0O00OBEEFCAFE] [ 32] [ 10. 1. 201. 1]/ 24, version 11411

Paths: (1 available, best #1,
tabl e evi _201

)

<-- EVI context is 201



Fl ag: 0x100
Not advertised to any peer
Refresh Epoch 2
Local, inported path from[2][172.16.254.6:201][0][48][ O000BEEFCAFE] [ 32] [ 10. 1. 201. 1]/ 24 (gl obal)
172.16.254.6 (netric 3) (via default) from 172.16.255.1 (172.16.255.1)
Oigin inconplete, netric O, |ocal pref 100, valid, internal, best
EVPN ESI: 00000000000000000000

Label 1 20101 <-- Correct segnent identifier
Ext ended Conmunity: RT:65001: 201 ENCAP: 8
EVPN DEF GN 0: 0 <-- Default gateway attribute is added via the 'default gateway advertise CLI

Oiginator: 172.16.255.6, Custer list: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Sep 1 2023 15:27:45 UTC

L2y 7
BGPTE#H&E N /-L2RIBO#ESR

« L2RIBIEEVPNY Z—2 v ASO—AHIMACZZEE L, BGPEL2FIBIZEEL T,
L2RIBl&. EVPN Mgr&L2FIB2E# 32 7= 2, BGPASUE—RNMACE B T2 EREE
BHET,

¢ L2RIBT. OOV R—ZF 2 RNEELLKTYTF—RNTBEHIC. O—HILEVUE—ND
MENYHETT, 0.

¢« L2RIBOVAR—F U KNE, EQOFMEDAVR—FXNEEFHITDIHENf HBHICL2T, O
—HIMACT—Z T EVE—-RNMACT—ZJDOBICNEBELET,

<#root>
Leaf 01#
show | 2route evpn default-gateway host-ip 10.1.201.1
EVI ETag Prod Mac Address Host I P

201

BGP

0000. beef. cafe
10.1.201.1

V: 20101 172.16.254.6

<-- L2RIB has the MAC-| P of the Gateway progranmed



L2FIB
L2FIBT D HERR

« FEDZMACTEHLT/N—RIDIF7T7O9SLTDAVR—F N,

« L2FIBIC & 2 TFED-MATMIZA Y AR —JLEhi=UE—KRMACI> kU, I0S-MATMIC
N RENELA (I0S-MATMEO—HIMACH & EERRL . FED-MATMEO—AJL &V
E—-NOBEHOMACERRLET )

« L2FIBEARKVE—RNMACOXERLET (O—AHIMACEZOTSZIVITHEFXRED
WEEBA )

<tfroot>
Leaf 01#

show | 2fi b bri dge-domai n 201 address uni cast 0000. beef.cafe

MAC Addr ess

0000. beef . cafe <-- CGW MAC

Ref erence Count 1

Epoch 0

Pr oducer . BGP <-- Learned fr¢
Fl ags : Static

Adj acency :

VXLAN_UC

PL: 2973(1) T:VXLAN UC [ MAC] 20101:

172.16.254.6 <-- CGW Loopback IP

PD Adj acency : VXLAN_UC PL:2973(1) T:VXLAN_UC [ MAC] 20101:172. 16. 254. 6
Packet s : 6979

Byt es 00

FED

FED MATMT D32

« Tprotected keyword; TEREE NIV —T7ON—RIDITFTLARIL TR, CGWOFT7 =)L~
T—RIIAOMACEO—HNILKANDMACO AN RTRENET,
« A4 Y FI&, DEFGWEBHORT2FL71vIORESBLT, 41 AN=)LICEEEZ)E—

RMACZHBIL &9,
<#root>
Leaf 01#

show platform software fed switch active matm nmacTabl e vlan 201



e si Handl e

ri Handl e

di Handl e

VLAN NAC
Type
Seq# EC Bi Flags nachand
Con
201 0000. beef. caf e
0x5000001
0 0 64 0x7a199d
0x71e059173e08
0x0

VTEP 172.16. 254. 6

adj id 9
No
<- -

201 0006. f 601. cd01
Ox1
2458 0 0 O0x7a199d
201 0006. f 601. cd43 0x1
<-- Two | ocal MAC addresses (0xl1
Total Mac nunber of addresses::
Summary:
Total nunber of secure addresses
Total nunber of drop addresses::
Total nunber of lisp |ocal addre
Total nunber of lisp renote addr
*a_tinme=aging_tine(secs)
Type:
MAT_DYNAM C_ADDR 0x1
MAT_STATI C_ADDR 0x2
MAT_ALL_VLANS 0x10
MAT_DO NOT_AGE 0x100
MAT_DUP_ADDR 0x1000
MAT_W RELESS_ADDR 0x10000
MAT_DLR_ADDR 0x100000
MAT_LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS ADDR 0x2000000

MAT LI SP_GW ADDR 0x4000000

<-- the addition of these values

MAT LI SP_REMOTE_ADDR 0x1000000

182498 0x7a199d183578

82

Only rembte MAC installed in Fed is the Default Gateway (0x5000001 type) Conn

1a2248 0x7a199d19eef 8 0x0
8131 0 0 0x7a199d195a98 0x7a199d
type) Conn = Yes (directly connected)
5
0 0
0
sses:: O
esses:: 3

*e_tine=total _el apsed_ti nme(secs)

MAT_CPU_ADDR
MAT_NO_FORWARD 0x20
MAT _SECURE_ADDR 0x200
MAT_NULL_DESTI NATION  0x2000
MAT _SECURE_CFG ADDR  0x20000
MAT_MRP_ADDR 0x200000

= 0x5000001

0x4 NAT_DI SCARD_ADDR

MAT | PMULT_ADDR
MAT_NO_PORT
MAT_DOT1X_ADDR
MAT_OPQ DATA PRESENT
MAT_MBRP_ADDR

No (meani ng

0x7a199c6f 7c

19eef 8

0x8
0x40
0x400
0x4000
0x40000
0x400000

not dire

ds

0x0

MAT RES'
MAT _DROF
MAT_ROU
MAT W RE
MAT LI SF



MAT LI SP_GW ADDR 0x4000000
MAT_DYNAM C_ADDR Ox1

T—27L—BiEE&R

FEDI RV ZBBLEEDRBEOATYTELT, BEERAA VT Y VARNERRTERT

<ffroot>
Leaf 01#

sh platformhardware fed switch active fwd-asic abstraction print-resource-handl e 0x71e059173e08 0
<-- 0x71e059173e08 is taken from previ ous FED comand ri Handl e for the CGW MAC

Handl e: 0x71e059173e08 Res- Type: ASI C RSC Rl Res-Swi t ch- Num 255 Asi c- Num 255 Feature-1D: AL_FID L2 W RELESS
priv_ri/priv_si Handle: 0x71e05917b8d8Hardware | ndi ces/ Handl es: index0:0x38 ntu_index/|3u_ri_index0: Ox(
Features sharing this resource:58 (1)]

Brief Resource Information (ASIC_ | NSTANCE# 0)

ASIC#: 0 RI:56 Rewrite_type: AL_RRM REWRI TE_LVX_ | PV4_L2_PAYLOAD ENCAP EPG(116) Mapped rii:LVX L3_ENCAP L2

Src | P: 172. 16. 254. 3 <-- source tunnel |IP
Dst | P: 172.16. 254. 6 <-- dest tunnel IP
i Vx| an dst Mac: 0x9db: 0x00: 0x00

i Vx|l an srcMac: 0x00: 0x00: 0x00

| Pv4 TTL: 0

iid present: 0

lisp iid: 20101 <-- Segment 20101
lisp flags: 0

dst Port: 4789 <-- VXLAN

update only 13if: 0

is Sgt: 0

is TTL Prop: 0

L3if LE: 53 (0)

Port LE: 281 (0)

VI an LE: 8 (0)



A ZOONY REFEDON Y RZE1DOFBRICEK EH B Tshow platform software fed
switch active matm macTable vlan 201 detaily ZFER TR EETEET

B (BB 0Bt )

XY RND—IK



X

Non-Fabric
L2 Inspection
Vlan Translate 202 <> 1202 DHCP, DNS, etc.

NORTH
UNTRUSTED
[ Services ]

Vian 1202

Vian 2021

Tw1/0/2
Vian 2021 /
10.1.202.1

Vian 202

Tw1/0/1

SOUTH
TRUSTED
Fabric
VRF pink
VNI 20201
Vian 202

L01:172.16.254.3
Leaf-01

T

Tel1/0/3

Gi1/0/1

Gi1/0/1 Gi1/0/1

[ Vi 202: 10.1.202.12 ]

[ V1 202: 10.1.202.11 ]

V1 202: 10.1.202.10 ]




| —

Vlan Translate 202 <> 1202

Tw1/0/1

Vian 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vian 2021

10.1.202.1
0000.beef.cafe

S =P




A 2OEIDIVTR, BER2CRBEEAEEIAVNEDEVOHKZRY EFET,

* GCW7—h7J T A/MAC IPICDEF GWEMZN—F2 032N —FT 12 TJRI> —
s MACT7Z VY 7T ZMH<IEOICHARLTFNAARNT Y X TRIS —HUE
* GWMAC IPOARARTAY OTFNAARNZYFINA T4

Leaf-01 ( XR—AEVPNERE )

<#froot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl



12vpn evpn

i nstance 202

vlan-based
encapsulation vxlan
replication-type ingress

multicast advertise enable

<{froot>
Leaf0l1#

show run | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

protected <-- protected keyword added

CGW ( EAERTE )

nve CL 7 —>3a> F—RERELET

<tfroot>

CCw#

show run int nve 1

Building configuration...

Current configuration : 313 bytes
|
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20201 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

end

AET — NI I ASVIORE

<ffroot>
CGW#

show run interface vlan 2021



Building configuration...

Current configuration : 231 bytes
|

interface Vl1an2021

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwardi ng pink <-- SVI is in VRF pink

ip address 10.1.202.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests

ip pim sparse-mode

i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However
ip igmp version 3

no autostate
end

PREZBYDICLTRID —ZERLET

<#root>
devi ce-tracking policy dt-no-glean
<-- Configure device tracking policy to prevent MAC-IP fl appi ng

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

Attach to externalgatewayevi/vlans

<{froot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur

externalgateway mac-ipD7FNA AR Y F U IF—TINICRAEZTA4vOI NI EBMULET

<{froot>



device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.
If there is any other static entry in device tracking table, match ip/ipv6 configurations in route map

RT2MAC-IP7L 7 4 JAIL—HTBBGPIL— I Y TZERL, F7A2ILKNTF—RIITAD
extendedcommunity’Z & EL £,

<ffroot>

route-map CGW_DEF_GW permit 10

match evpn route-type 2-nac-ip <-- match RT2 type MAG- I P

set extcommunity default-gw <-- Set Default-gateway (DEF GW0:0) extended comunity

route-map CGW_DEF_GW permit 20

BGPI—KRUTZLIZFAN—ADI—KI YT DOEH

<#froot>
CGW#

sh run | s r bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-nmap CGWN DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-nmap CGWV DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

FREE (SR ICoBE )

EVID 4



<ffroot>
LeafQl1#

show | 2vpn evpn evi 202 detai

EVPN instance: 202 (VLAN Based)
RD: 172.16.254.3:202 (auto)
Import-RTs: 65001:202
Export-RTs: 65001:202
Per-EVI Label: none
State: Established
Replication Type: Ingress
Encapsulation: vxlan
IP Local Learn: EnabTed (global)

Adv. Def. Gateway: Enabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled
VI an: 202
Pr ot ect ed: True (local access p2p blocked) <-- Vlan 202 is in protected node

<...snip...>

O—AIRT2ERK (O—HILKARNASRT2)

M OFLIZHBEE W=l THie

DE—KNRT2Z—Z2J (F72INRKNT—KRTVIART2)
R CBEE N DREE DBV EH/—

CGWF 7 AN KT —RNIITATLTAOA (V=7

N=RIITFTICAVAR—ILNTRERERBILEHIC, TL7 A VACEBNBEEN BB &2k
wmlLET



Z CNEDHCP L2U L —Z#EEc B D EHICEETT

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 1846
Paths: (1 available, best #1,

tabl e evi _202

)

<-- the EVI context of 202 which matches the VIlan/EVI we are concerned about

Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32][10.1.202.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best



EVPN ESI: 00000000000000000000,

Label 1 20201 <-- Correct Segnent ID
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF G 0: 0 <-- prefix has the Default GWattribute added
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 7 2023 19:56:43 UTC

FED MATM ( U—7 )

<#froot>
F241.03.23-9300-Leaf01#

show platform software fed active matm nacTabl e vl an 202 mac 0000. beef. cafe

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle

202 0000. beef. caf e
0x5000001 0 0 64 0x71e058da7858 0x71e05916c0d8 0x71e059171678

VTEP 172. 16. 254. 6
adj_id 651

No
<-- MAC of Default GWNis installed in FED

SISF(CGW)

<#root>
CGW#
sh devi ce-tracki ng database vl anid 202

vlanDB has 1 entries for vlan 202, 0 dynamic

0x0

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

S 10.1.202.1 0000.beef.cafe Twel/0/1 202

ag
13



10S MATM(CGW)

<tfroot>

CCw#

show mac address-tabl e address 0000. beef. cafe

Vlan

201
2021

202

Mac Address Table

Mac Address Type Ports

0000.beef.cafe STATIC V1201

0000. beef. cafe STATIC VI 2021 <-- The VMl an 2021 SVI MAC advertised out Twl/O0/1

0000. beef . caf e DYNAM C Twel/0/1 <-- The VIan 2021 SVI MAC | earned dynamically after pass

NZ7ILZ1—hk

7 RL Af#R(ARP)

ARPOEEZYIV) (T3 1= O —#REV S F B

IMETR > RN DOEBHIBO>TVWBD L EERLET,
)—Th 8Nt NTEZEETNIEARPERRETZEHDOCCWT YT ) IOTOF ¥
TF ¥
ARPA' T Y 77U DICATEIILE hEWEE
- =T ECGWOEAETIMETR R OEBHIEL>TVWRZEEZRRETS
=TT OTHFYTFrYL, ARPFATEILENTEESTATVD L%
A Y
- HEANADRNS TN 2a—F142Y
ARPH'BERIMET N ZIICEIBEL 24, VRFARPF—7IILIC7OY S LENTVEWVES
- CPU/COPPNY RNAD KRS TN 1—FT 14T %TV, ARPACPUIC/N REhi:
CEZTHRITS
cIPPRLARIVZAT Y MEBRNIELWZ L 2R T S
- VRFTOARPDF/NY JIZ&kBDARPTOELANDHENTHT
RANMCRIARNKY TIBEMACELTA VAN =ILENhTVWBCCGWMACEZERLET

CGWICERARNMACOEEDARPI NUNHBD L E#HELET,
TFPATIA=INRI)S—TZODRATORNT T AV IONFAEThhTVDREZERLET



AR TNV T BT IRICEEEN BETT,

72V T4 MG EMCLECEZHERBLET

<tfroot>
Leaf - 01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

fl oodi ng- suppressi on address-resol ution disable <-- This CLI prevents a VIEP fromtrying to unicast ot}

Leaf-02M R A N A'Leaf-01 DR AN DARPZf#ERT B &, ARPER[ELeal-01ICEETO—RF ¥
AREhFLA



« ZTORDY), ARPIE, Leaf-02T7’ AT T LENECCGWADHE—DBUMKN Y RIILEL TE
EhET

« CGWlFZhZLeaf-01lcEIEE T, KROYICBFOMACTRELET

e ChiIZKY, IXTOBENFCGWIZEE N, RANBICIL—FT12TEhFxT

« CGWIE., ALO—ANYTRYNEICLHBZHEETE, NV NEIL—FT14TJLET

[ OVERLAY ] Centralized GW

——

/‘ Lo1:172.16.254.6

Hub & Spoke ‘
IMET Tunnels

(Is at: 0000.beef.cafe [Who has: 10.2.202.10)

\ Lo1:172.16.254.4 /

Leaf-01 Leaf-02

VI201: 10.1.201.10 WI201: 10.1.201.11
VI202: 10.1.202.10 VI202: 10.1.202.11

RORE, COtET 3> THATIARPEATOLAO7O-ZRENMTILOICRIEET

o

ARPERBIEBTRIRENET

« COARPERIE, RAN10.1.202.100MACT RL A %ZLeaf-01h SHRTBDZETT
- HEBOEMRFECCWTHRIEKL ., Leaf-01ICEFEEL TWEVZ EICEELTKEZV

Lo1:172.16.254.3

ARPISERFBRETRRENET

« ISEICE. Vian 2020CGW SVIOMACAEENTVET
- RBEOORE., REORARMSTREELS, CGWASKFBENTWVWAZEILEFELTLE
=W



E D HRVXE, COBEICV—T-01\ORZ 74V TOEBHFETATVEVI L ZTR
LET,

BERANDARPI N ZHELET

<#root>
Leaf 02- HOST#
sh ip arp 10.1.202.10

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.10 1

0000. beef . cafe
ARPA VI an202

<-- MAC address for Leaf0Ol1l host is CGW MAC

Leaf 01- HOST#



sh ip arp 10.1.202.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.11 7

0000. beef . cafe
ARPA VI an202

<-- MAC address for Leaf02 host is CGWN MAC

CGWTRT2ZL 74 Y Y AN BEND L ERBALET. Chid, COWH /Ny h&L—TF
ATEBEHIIHETT

<#root>
CCw#
sh bgp | 2vpn evpn route-type 2 0 0006.f617.eec4 * <-- Leaf02 actual MAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F617EEC4][0][*]1/20, version 235458
Paths: (1 available, best #1,

tabl e evi _202

)
Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.4:202]1[0]1[48][0006F617EEC4][0]1[*]1/20 (global)
172.16.254.4 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.4, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:11:22 UTC

CGW#
sh bgp | 2vpn evpn route-type 2 0 0006.f601. cd44 * <-- Leaf Ol actual NAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F601CD44]1[0][*]/20, version 235521
Paths: (1 available, best #1,

tabl e evi _202)

Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.3:202]1[0][48][0006F601CD44][0]1[*]1/20 (global)
172.16.254.3 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,



Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8
EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.3, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:17:06 UTC

TY7UVOTOARPRIZF Y 7F ¥ LT, RAMBETHDIEZHWALET

« JFTVYOTYT IO THRKRAKNTY NF¥TF ¥ (EPC)ZERATERT
« ZOTFVATR, Leal01 7Y TUYIMEPCERLET, BEICHLUT, CGWTZND[E

L7O0tRAZE)IRBRLET
EPCOERE
<{froot>
Leaf O1#

nonitor capture 1 interface range te 1/1/2 , te 1/1/4 both match any buffer size 100

<-- both Uplinks toward fabric included

¥ 7F Y OREA

<tfroot>
Leaf 01#

moni tor capture 1 start

ARPERZNUA—F21-HICpingZFBRLET ( ZOBFITIEE, pingldLeaf017RA
10.1.201.10H* 5 Leaf027R A 10.1.201.11ICH L TERITENET )

<tfroot>
LeafO1-HOST#

ping vrf red 10.1.201.11



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.201.11, timeout is 2 seconds:

Success rate is 40 percent (2/5), round-trip min/avg/max = 1/1/1 ms

FYTFYDEILEEARPIL—LDFIVY

<{froot>
Leaf0l1#

nmon cap 1 stop

F241.03.23-9300-Leaf01#

show mon cap 1 buff br | i ARP

11

8.153510 00:06:f6:01:cd:42 -> ff:ff:ff:ff:ff:ff ARP 110

Who has 10.1.201.11? Tell 10.1.201.10 <-- .10 requests .11 MAC (this is Frane 11)

12 8.154030 00:00:be:ef:ca:fe -> 00:06:f6:01:cd:42 ARP 110 10.1.201.11

is at 00:00:be:ef:ca:fe <-- CGWreplies with its MAC

FvTFYNTY NOFMERRLET, N T—JCHIBHMBEBRERTTBIE. EPCO
detailA7’>a>#EALET

c COHHR, BRETDEOICESRETRBBATIVYTENTVRZLIDEFEL TS
L

<tfroot>
LeafO01#

show non cap 1 buffer detailed | beg Frane 11 <-- begin detail result fromFrame 11 (ARP Request)
Frame 11: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t

Ethernet |1, Src: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00), Dst: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00)

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
veee 200 ool ooy woes ouv. = IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)



N ) I
e |
Type: IPv4 (0x0800)

LG bit: Globally unique address (factory default)
IG bit: Individual address (unicast)

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.6 <--- Cuter tunnel |IP header

Source: 172.16.254.3
Destination: 172.16.254.6
User Datagram Protocol, Src Port: 65483,

Dst Port: 4789 <-- VXLAN Dest port

Virtual eXtensible Local Area Network
VXLAN Network Identifier

(VNI): 20101 <-- Verify the VNI for the segnent you are investigating
Reserved: 0

Ethernet |1, Src: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42), Dst: ff:ff:ff:ff: ff:ff (ff:ff.ff . Ff. Ff.ff) <--

Type: ARP (0x0806)

Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

request

)

<-- is an ARP request

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 00:06:f6:01:cd: 42 (00:06:f6:01:cd: 42) <-- Sendi ng host
Sender | P address: 10.1.201.10
Target MAC address: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00) <-- Trying to resolve MAC for host
Target | P address: 10.1.201.11

Frane 12

110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, i

<-- ARP reply

Ethernet 1T,

Src: dc: 77: 4c: 8a: 6d: 7f
(dc:77:4c:8a:6d:7f),
Dst: 68:2c: 7b:f8:87:48
(68:2c:7b:f8:87:48)

<-- Underl ay MACs



Internet Protocol Version 4, Src: 172.16.254.6, Dst: 172.16.254.3

User Datagram Protocol, Src Port: 65410, Dst Port: 4789
Virtual eXtensible Local Area Network

VXLAN Network Identifier (VNI): 20101

Reserved: 0
Ethernet 1T,

Src: 00:00: be:ef:ca:fe
(00:00:be:ef:ca:fe),
Dst: 00:06:f6:01:cd: 42
(00:06:f6:01:cd:42)

<-- Start of payl oad

Type: ARP

(0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

reply
)

<-- is an ARP reply

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

Sender MAC address: 00: 00: be: ef:ca:fe (00:00: be: ef:ca:fe) <-- Reply is that of the CGW MAC due to | oc

Sender IP address: 10.1.201.11
Target MAC address: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42)
Target IP address: 10.1.201.10

CGWRT27—KRDVIATLT7 1Y TR
F—RIIATLTAYIREBYERA

O THoMICRHEENEEIX N OEBEBTHALELSIZ, MACKZ7 77U Y IVIanTHE
FTEBENHYET

« COBER, MACT—2 2 U RARX—&WERKT—RMIIAZREETDRNTT4YY
FRERWEECRETHAEMN B ET,

« CGWT'—RIIATLT7 1Y AN BWEE, MACHEETRD L ZHERIILEN BV
£



<#root>
COWt
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

% Network not in table <-- RT2 not generated on CGW

COWMt
show mac address-tabl e address 0000. beef. cafe

Mac Address Table

VI an Mac Address Type Ports
201 0000. beef . cafe STATIC VI 201
2021 0000. beef . caf e STATI C VI 2021

<-- MAC is not learned in Fabric Vlan 202

Total Mac Addresses for this criterion: 2

EENBIONASBVWS—RNIIATLT1Y IR

FEAEDEBEBHRY ND—UTR, BECASADRNZ 74V IONFEITDAREI BT,
EEL, COBRMBENFrRELTVWRFEERE., ROVThADFETHEZIEETEERT,

«  Tmac address-table static 0000.beef.cafe vlan 202 interface TwentyFiveGigE1/0/11 % E D
AXTAYIMACI MU ZEMULET,

«  mac address-table aging-time <seconds>) Zf#AL T. MACTI—>2JZA(X—D{E%Z
BYXLET, (ZhiZkY, IXTOMACTPRLADI—2 2T 24 LIRS BED DT,
ABTAYIMACHT >IN BEEIhET )

DEF GWEMA ®H ) KEA

BONCTBE N EIXNTRE, CORMZEMTZIREN ZHEMENET,
DEF GWEM D BEL &Y EEA

ROFMZREELET,

¢ 17121 ZETLTVS

« EREI(CIESISF(Device-Tracking)CLINEHEL £ ¥

« route-map match® K U'set X RAREE N, BGPRAN—ICIL—KNI Y THFERAEIE
C]

« BGP7 RNZAAX VN EEFHLELE (FLLVEBMHTITL71YORZBT7 RNZAX
T3, BGPZU VT ITBREN HVET)

J4YLAO—X27

BELO—I2JEBGPOT Y 7TF— N EBBICHRESEDTREENHY . ALY FAMACOFRT



BEZESUIR2ZTY 7 TF—h2EETHEIC. BEABRSEZYOO—IJZ2EMNELIHZE
FHYKT

« ChiF, RANSEBDAAMYTFICHBI2DODAPEZRBETAHAEEICRELET,
s O—=3270F77#INOHREE180VHLZV)5TT

<#root>
LeafO0l1#

sh run | sec |2vpn

12vpn evpn
replication-type static
flooding-suppression address-resolution disable

ip duplication limt 10 time 180 <--- You can adjust this default in the global |2vpn sectior
mac duplication limt 10 tine 180

LeafOl1#
sh | 2vpn evpn sunmary

L2VPN EVPN
EVPN Instances (excluding point-to-point): 4
VLAN Based: 4
Vlans: 4
BGP: ASN 65001, address-family 12vpn evpn configured
Router ID: 172.16.254.3
Global Replication Type: Static
ARP/ND Flooding Suppression: Disabled
Connectivity to Core: UP

MAC Duplication: seconds 180 limt 10

MAC Addresses: 13
Local: 6
Remote: 7

Duplicate: O
I P Duplication: seconds 180 limt 10

IP Addresses: 7
Local: 4
Remote: 3

Duplicate: O

<...snip...>

TACRHICIREYANE YR

COHA RTEBAIERLEVEERE, RREATVWAIONV RUARNZREL T, TACH—E
AVOTIARNCHRMFLTLSEE L,

RET2HRPROE®H



(VO—=R/WVANVT 223> ORICT—2Z2RETIERHIBRSNTVND )
0.

« Show tech evpn
» show tech
« show tech® &

0.
IRE T NE FMIER
(RUREEBTF—RZNETHIHENHDHERF. ChHFEREhET)
0.

» show tech

« showtechevpn (FELIN > R)

« show tech platform evpn_vxlan switch <#{{&>

» show tech platform

+ show tech resource

+ show tech sisf

+ show tech isis

» show tech bgp

« show monitor event-trace evpn eventall ( EL N> R)

 show monitor event-trace evpn error all (FEL N> R)

s ERTSYRNTA—LYTRNITFTNL—RAT—h47

BYIE R

« Catalyst 9000/ ) —XAA Y FTOBGP EVPNJL—T 4 RS —DER
« DHCPL 1 ¥2U L — ( #{fE¥ )



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
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