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TBHCET, TRREEZEHLITHMEEERMUET, EEMEEPCEERTS &, BHEEED
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o3 EeENTEEXRT,

WG —T > J7ORINDTZY T &, heloXKlBEF—TTSATRALTIRNEL
FRRATHRELEY (LEL, UDIDOT7ZYT7RBRECHSHBZYBENZEEN OV ICEREND
BREBREERT ), LEAN2T, CORFIXDMOOZY IR IOMBHEZRHRELTVET,

NZTNZ1—-FT 1V TF%

W=TFT42F07ARINDTSZYTHFRETEIRANZIVIZHMIIREEEZR LG, BER
ABICHEAOTINA AThelo/NT Y NEEREF—TTSATNTY RIREZBEEhELESHT
T CORNTZTINDA—FTAVITRETRK, 72V THRETDETERR/INY 77 TEFKEL
EPCEERALET, 75V THNRELEBRT, EEMIEBEET SsyslogXFHEFEAL T—ED
ONV RZEEFTL, TOSED1ONEPCEELELET, BRINY 7 7AT7>a > z2ERATDE
. EPCERNY 7 7ROBZRETVWNTY RZLEEZLEBANS, FILWNTY NOF ¥ 7' F ¥ &7
TEET, chickY, AIRVRDNFFYTFyvEh, NVT7HFHS5HLUHO—FIBE2TELET
BDENBLBYET, R, NTYRFFYTFIF—RETTVTORALRRY T EBEEN
FTT, AIRNORERICHBERNTY NI HIBTEZEEALELAESH EHEITEET,

COBEER., 18—V NF—EATONAF—(ISP)REDHBERY NT—U L THHEBERZ
FRTRDTNAATHRE-MROICHRELTTY, BEDO MNROD OFMICERE, MK ICH
£92N—FT4207ORINDT7ZYTOIFIFICEAUEEZERATERT . KRA/N—FN
AADFY—=RN=FT AL 2TEEENTVWT, PV EATEBZVEREAKRTT, COLSE
BE. CORFIXIVNTHATAIRNT TN 1—FT 12T FERE. PORAARELTINA AN
72V 7 ORICBEBNTY NeREZELELESHZIARITRLHLEFICEATEET, Ch
FHEFBEhD e, BELCHUTHFATESICNG TN 1—FT 42T %2T51010, ZA4N—
ZERIRAULCT—RERRTERT,

BREOBE
chOto>a>TRF., CORBF—EFYTFYOEY NTFYTICERATERZ—EORET T

L=RCOVWTHALET, BELCWUT, PPRLA, A VEZ—TIA ARG, RO T7A)
BEEELFT,



ACLERET>7L—hk

FEAEDHE, L—T414 2 TBEZEBROMBEO A EZ—T IAAIPT RLANSEEFEEND N
ST74V0 W—FTATHBRNZ T4V IFOENTE, LENT, O—HILAE2—7
IL{ADIPPRLAEZRAN—DOIPPRLAOEEDNSHSWBIWANDRNT 714V UV ZFAT
DACLIX, BFDEWFTHEL, 502 I)—FT14>2J7O0RJINOEHICERISLET,. BMDOT
AIIEANBEZRBEE, L—FT 42 J7ORINELEBFDE—RICETVT, BEET DL

IPEIEETDCEETEERT, I 74F1L—2a>F—RTACLNTA—REEERZLET,

config t

ip access-Tlist extended

permit ip host

any

permit ip host

any

end

EPCNZX—2F>7L—b

EPCNZ X—&&, configE— RTIEEEL, HiEexecE— RASHERENET, 7SV N7+ —
LBEDORENA REMHFEL T, EPCIZFIRNIHZILESH EERLTLKEETVL, BHROAI R
—T7IAADNTAXA—2ZEKL . ACLLEEFRTTENORNRZ 714v 0T 1ILRIILE
C8

« monitor capture <EPC name> interface <interface>#iJ5
« monitor capture <EPC# > access-list <ACLH>
« monitor capture <EPC name>/\¥ 7 7 # A X5fEIR



A —BOVYTZRNIDITN=232TR, O—AWLTERENERNT T4V IRFAU R
—7IAALRIDEPCTRHRETRENE A, CORDIBIFUATR, Fv7F¥ )\
TX—BZZBELT, CPUTKRZ 74V ODEEAZFYTF ¥ TEET,

« EZ&ZF v F v<EPC name>1> hO—J)L 7L —>both
« monitor capture <EPC# > access-list <ACLH >
« monitor capture <EPC name>/\¥ 7 7 4 4 X5f&R

REANTTLIES, EPCZEBL T,
* monitor capture <EPCH > start
EEMIZ, 7Y THARELLEEELLF YT FYEFLETRLSICRETNTVET,
NTY NABRAATEYTFrENDE2BBIBICR, FYTFYNY I 72HEBLET,

show monitor capture



buffer brief

E:Catalyst A/ Y F IV N7 #— LA (CatdkXCat3kx & ) Tk, NV 77 &R
TRHICF YT FYEELTIHENHYVET, FY¥7FYAELLEELTVWDZ L
ZHEFR TSIk, monitor capture stop AN RTHF Y S Fy&EFIEL, NY T 7 ERR
LTASEBRELTTF—RZR&ELET,

EEMERET>7L—b

EEMOEBZBEWNIE, NTYRFY¥TFvEFIEL, syslog/N\Y 77 EEEILRETDETT,
CPU, 1 VB3—TIAANKE, 72YRNTA—LEBEEDOIY—AFERAREBEHI 2L,
HOEREZRETHEHIC, BEMOONY REEZIADCENTEET, REET— RTEEMT



Ly hEERLET,

config

t

event manager applet

event syslog pattern

action

action

action

action

action

action

action

action

authorization bypass

" maxrun 120 ratelimit 100000

000 c1i command

005 c1i command

LExt"

010 c1i command

Ltxt”

015 c1i command

LExt"

020 c1i command

Ltxt"

025 c1i command

LExt”

030 c1i command

stop"

035 c1i command

export

.pcap"

"enable"

"show clock | append bootflash:

"show Togging | append bootflash:

"show process cpu sorted | append bootflash:

"show process cpu history | append bootflash:

"show interfaces | append bootflash:

"monitor capture

"monitor capture

bootflash:



action 040 syslog msg "Saved Togs to bootflash:

.txt and saved packet capture to bootflash:

.pcap"
action 045 c1i command "end"

end



SE:CatalystAA4 Y F I TTY N7 #4—LA (CatokXCat3kx & ) Tk, Fv¥7Fv%&2TL
DAR—RNTRANV RBRETERABVET, chs5DTFY NTA—ALTIU, action
05 THEAETNTVBCLION Y RZEELET,

action 035 cli command "monitor capture
export location bootflash:

.pcap"



EEM®ratelmitfBlx W BN T, EEMZEBR{TTESETILRIBIZMXEN HDEBMERLET,

ZOPHITIE, 100000 ( 27.885 ) ICREETNTVD LS, XY RND—VEBEN 774ILDORE
TEHERL, BETIDHICTNAADLST7AIILZEY HIDIC+ o BHEEERTEET,

COL—RMFIRABEZICEEMABENICBRTENSHS, EPCEFHTHATILEN D I-
b, FLOUNTY RFY¥TF vy F—RRENEEThFELA, L, FHLWshowIX REAHNTF
FANTZ7AIIIZEBMENET,

7ZYRNT7A—LEBONTY NROYZHEREZREL., FIUFICHEZEMBEREZRETS
EHIC, BEICISUTEEMZEETER T,

WG BIIL—T4>207O0RINT SV TORNT TN 21 —FT4
sl
5 : EIGRP

COBITE, IXNTORAI—BTF7FILNCREENTVWET (5¥E Dhello, 15 EDR—
ILREAL),

NAROZ

Tun10
192.168.10.2

Tun10
192.168.10.1

==

R2

=1

R1

R1OOJ &, HMEICHKEEHN -G CHGENBREIGRP7 Y IHARELIECEZERLTVET

o

R1l#show logging | i EIGRP

*Jul 16 20:45:08.019: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellQ) is down: Interf
*Jul 16 20:45:12.919: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) 1is up: new adja
*Jul 17 10:25:42.970: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) 1is down: holdin
*Jul 17 10:25:59.488: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) 1is up: new adja
*Jul 17 14:39:02.970: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) 1is down: holdin
*Jul 17 14:39:16.488: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) 1is up: new adja

INTY NBXRIEXAEICEDAEEMEA DY EF T, holding time expiredid, <D F /N1 AN K=
REASLRICET A ShelloZZELBEN 2D, FEEREBELAEN > EZEERLET,
Interface PEER-TERMINATION receivedld. 7"—J)L RZ A LR ICheloZZELBEA 2 1H, £
FMBLUBADLLEHIC, ETHFBEEERERTLECEZRLET,

aA>74Fa1L—>3>



1. RYZLAVE—TIAADIPT KLAEEALTACLERELE T, S5 Ehello®3EERT
IP7 RLATT,

R1l#conf t

R1(config)#ip access-1ist extended FLAP_CAPTURE
R1(config-ext-nacl)#permit ip host 192.168.10.1 any
R1(config-ext-nacl)#permit ip host 192.168.10.2 any
R1(config-ext-nacl)#end

E I RENTVRREFRIOENTT, BHETDA 2 EZ—T I A AICKHLTR2TRU#E
2TV, EEMODT7 7AILEBZEELET, TSICHESEENr VERFZRE. heloZ
FYTFvIBREIPTRLAELUTEIGRPYIILFF ¥ ARNT RL A224.0.010ZFEAL
TACLZRRELF T,

2.EPCZERL, 1 F—T7 I A ABLVPACLICBEERITET,



R1#monitor capture CAP interface TunnellO both
R1#monitor capture CAP access-list FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular

3.EPCZEEL, NTY NFHEABTHF YT FyvEnil e 2HERELET,

R1#monitor capture CAP start
R1#show monitor capture CAP buffer brief

# size  timestamp source destination dscp protocol
0 74 0.000000 192.168.10.1 -> 224.0.0.10 48 CS6 EIGRP
1 74 0.228000 192.168.10.2 -> 224.0.0.10 48 CS6 EIGRP
2 74 4.480978 192.168.10.2 -> 224.0.0.10 48 CS6 EIGRP
3 74 4.706024 192.168.10.1 -> 224.0.0.10 48 CS6 EIGRP

4 EEMZEREL XY,

R1l#conf t

R1(config)#event manager applet R1I_EIGRP_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%DUAL-5-NBRCHANGE" maxrun 120 ratelimit 100000
R1(config-applet)#action 000 cli command "enable"

R1(config-applet)#action 005 cl1i command "show clock | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 010 cli command "show logging | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 015 cli command "show process cpu sorted | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 020 cli command "show process cpu history | append bootflash:R1_EIGRP_FLAP.txt
R1(config-applet)#action 025 cli command "show interfaces | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 030 cli command "monitor capture CAP stop"

R1(config-applet)#action 035 cli command "monitor capture CAP export bootflash:R1_EIGRP_CAP.pcap"
R1(config-applet)#action 040 syslog msg "Saved Togs to bootflash:R1_EIGRP_FLAP.txt and saved packet cap
R1(config-applet)#action 045 cli command "end"

R1(config-applet)#end

5 RDT7SYTHRETDINREFE, DMOEHICHBEREXFRTCT—NISVII1Hh8T77
A I)Nz2dE—LFT,

R1#show logging

*Jul 17 16:51:47.154: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) is down: Interf
*Jul 17 16:51:48.015: %BUFCAP-6-DISABLE: Capture Point CAP disabled.

*Jul 17 16:51:48.283: %HA_EM-6-LOG: EIGRP_FLAP: Saved Togs to bootflash:EIGRP_FLAP.txt and saved packet
*Jul 17 16:51:51.767: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) is up: new adja
R1#



R1#dir bootflash: | i EIGRP
23 -rw- 147804 Jul 17 2024 16:51:48 +00:00 EIGRP_CAP.pcap
22 -rw- 74450 Jul 17 2024 16:51:47 +00:00 EIGRP_FLAP.txt

c L—20OTNY 77, EIGRPFSYTHRELIZCE, BRVT 7 AIFEEMICK 2
TREENLECEZTRLET,

vk

CORRT, QINYTFTRON2 LTSV TOREEZREEAENTY NFYTF v EBHE
RFT. 72V 7TRERICHK Thello/XTY NAEZEENLEAESHZRIELET, 1% —
7 I 4 APEER-TERMINATION® Z{EANR1THREE hiz/z., ChiER2A KD hizhelloZ &t
L. REREFrHRINCE 2 LECEZERLET, ChREOT77MILICRTREIET,

*Jul 17 16:51:47.156: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (Tunnell0) is down: holdin
*Jul 17 16:51:51.870: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (TunnellO) is up: new adja

ROAREEEOHMBUNEZREL L, RITREENEFYTF Y077 Y 7 ORI D150
IR1C &L > TheloAMEFENLA LS EZREL XY,

No. ~ Time Source Destination Protocol Length Info Peer Termination
—P 503 2024-07-17 16:51:32.150713 192.168.10.1 224.0.0.10 EIGRP 98 Hello

504 2024-07-17 16:51:34.293604 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—P 505 2024-07-17 16:51:36.802191 192.168.10.1 224.0.0.10 EIGRP 98 Hello

507 2024-07-17 16:51:38.571024 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—P 508 2024-07-17 16:51:41,456619 192,168.10.1 224,0.0.10 EIGRP 98 Hello

510 2024-07-17 16:51:43.004216 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—P 511 2024-07-17 16:51:46.457320 192.168.10.1 224.0.0.10 EIGRP 98 Hello

2024-07-17 16:51:47.154111 192.168.10.2 0.0

« FYTF vk, R2A"6:51:47 (/N7 Y R513) ICi%fE 9 S PEER-TERMINATION hello/\%"
Y NDO15¥ BT M 192.168.10.1(R1) &£ 192.168.10.2(R2) DM 5 A S DhelloZ RL £,

« BRI, /NT Y K503, 505, 508, LTS5 (REORHNTRENATVS )FE, 2D
HBEICRIC K 2D TEBENEZTXTDhelloTT,

ROATY T TR, RICE>TEFBENLITNTDheloNF ETDORRATR2CL > TEFE LY
ESHZBFELET., TOLYO, RRASBEENEF YT TF Y 2HFIDILENHYET,



MNo. Time Source Destination Protocol Length Info Peer Termination

——P 498 2024-07-17 16:51:32.154320 192.168.10.1 224.90.0.10 EIGRP 98 Hello
499 2024-07-17 16:51:34.296179 192.168.10.2 224.0.0.10 EIGRP 98 Hello
500 2024-07-17 16:51:38.573467 192.168.10.2 224.0.0.10 EIGRP 98 Hello
501 2024-07-17 16:51:43.006794 192.168.10.2 224.0.0.10 EIGRP 98 Hello
2024-07-17 16:51:47.156716 192.168.10.2 0
Internet Protocol Version 4, Src: 192.168.10.2, Dst: 224.0.0.10

Cisco EIGRP
Version: 2
Opcode: Hello (5)
Checksum: @xdfdl [correct]
[Checksum Status: Good]
Flags: 0x00000000
Sequence: @
Acknowledge: @
Virtual Router ID: @ (Address—Family)
Autonomous System: 1
Parameters: Peer Termination

« FYTF v, 192.168.10.1(R1)N' S ZE L I HZE DhelloN16:51:32 ( RED KN TRE
TW2 ) THBEEZRLTVET, Z0&., XAD15¥ TR, RACK > TEEFEE L
hello ( FRVWARY VATRENTVET ) DANRRENET, RIASOFYTTFYONT
Y K505, 508, BLVB511E, RROF ¥ 7 Fr ICEERTENFERA, ChIZKY, R2E
Holding timer expiredZ#H L. 16:51:47 ( /N7 Y £502 ) ICPEER-TERMINATION hello/\
TYNZEFELET,

COTF—ROERE. NTY MERARIER2ZOBOF Y UTXY RD—OQECHIZHBIEWLD
CETT, COPITRE, BRERINSR2OFETLE, ESICHELBAETDICE, FrUT %
BEEETNAOROYTZFIVIIRHBENHYET,

OSPF

BLOY 2%#FRAL T, MHENBOSPF7 2 Y7 ORNS TN 1—FT A0 %T5ZENTE
9, CcOEIIIAUTE, ZAN—, IPPRLAZ7A4IILEZ, LOTXAY+—2ICEAL T,
HOIL—FT 1> J7ORINEXBITEIEZERICOVTHALET,

s TFT7FIRNDRAI—E, 10 Dhello& 40 MDdeadR 1 ¥ —T T, dead timer expired
flapsO RSTN2 1—F 1T ZTSBICE. XRYRND—UTERATATVE (Y —%
HIFERELTLSEEZV,

« Hell/NTY NOEBRTEAVER—T IAADIPT RLATY, BMOACLEFREEN BDEL
BE. OSPF hello® NI FF v ARNELRT RL AlK224.0.05TT,

s FNAAOOTXY —PRBETEBYWET, EIGRPERFERV, OSPFIZEETRT XY
-0 HYELA, TLB, deadZAN—DOHIRYINZRE L -F/N1 A TR,
7TV 7OBAELTOVICEEL. TOFNA AL SEFEnBhelollFET D
IL—ZIDFEENELLED D, ETRINITIREBICBITLUET, helorBEREEhD L,
BB RIEFULLIREBICIEZETHETEBBLE T, fI :

R1A"dead timer expiredZ#&H L £,

R1#show logging | i OSPF

*Jul 30 15:29:14.027: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.2 on Tunnel20 from FULL to DOWN, Neighb
*Jul 30 15:32:30.278: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.2 on Tunnel20 from LOADING to FULL, Loa
*Jul 30 16:33:19.841: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.2 on Tunnel20 from FULL to DOWN, Neighb



*Jul 30 16:48:10.504: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.2 on Tunnel20 from LOADING to FULL, Loa

27U, R2TE., OSPFAFULLICR 2 R EZEICETOIXY E—UFRRENE T, REN
INITICZhBE, O XY E—JRERENEH A,

R2#show logging | i OSPF
*Jul 30 16:32:30.279: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on Tunnel20 from LOADING to FULL, Loa
*Jul 30 16:48:10.506: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on Tunnel20 from LOADING to FULL, Loa

WA DTF/INA ATEEMZ MU H—F B2, syslog/NR—> & LT "%OSPF-5-ADJCHG. % f#
RALET, ChiZkW, EEMAE I LTT Y TRECRZRY., MEOT/NA ATHRIC
EEMA'RUH—Eh&E T, ratelimtDEZRETSET, COXFHEF>EROOTHN KRR
ENEBAL, EBRETERNUH—TNBEVLSICAYET, F—@F, HelloA@RID/NT Y b
FYTF Y TERBENBINESH EZHRIZZETT,

BGP

W &BGP7 Y 7ORNS TN 1 —TFT4 2T, ALAODY VeERATEET, cOEY
>a>TR., BAN—, PPRLAZ7 4R, 8RO XYE—-JICELT, BOIL—FT 1>
J7O0RINEXBTREBRERICOVTHALET,

s FIAILRNDRAI—E6OROF—TTSA7TE180WDAR—IL RELLTT, F—ILRZ
ALBRYNTSYVTORNS TN 1—FT 10T 2T58IE, XY ND—OTHERAEATL
BDRAN—%EMTHRELTSEZV,

s F=TTSATNTY NE, ZAN—IP7 RLABTTCPREAAR—NT7ICIZF Y ARNT
EEENET, EMOACLEEMN BELRFS, EETIPT7 RLANSTETCPAR—bH
17TINDTCPRZ 714V O %FALET,

« BGPOOT XY —2RBEFOF/NAATUTVETH, F—ILREZALOHRThZRKR
HBULETFNAAR, JFAN—ICBHNZEELECEZRL, BHEBMAXYE—2%2FEL
fccezRmLET, 6l

RIGREZFEOHRINZHREL, RRACBHZERFELERT,

R1l#show logging | i BGP

*Jul 30 17:49:23.730: %BGP-3-NOTIFICATION: sent to neighbor 192.168.30.2 4/0 (hold time expired) O byte
*Jul 30 17:49:23.731: %BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BGP Notification sent)

*Jul 30 17:49:23.732: %BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BGP Notification sent
*Jul 30 17:49:23.732: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove

RINREREOHRINEZREL 212, R2ZBR1IAPSBHZZEFELET.

R2#show logging | i BGP



*Jul 30 17:49:23.741: %BGP-3-NOTIFICATION: received from neighbor 192.168.30.1 4/0 (hold time expired)
*Jul 30 17:49:23.741: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BGP Notification received)

*Jul 30 17:49:23.749: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BGP Notification received

*Jul 30 17:49:23.749: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove

BGP75 v 7oL TEEMEZ R UH—F B ICiE. syslog/NZ—> & LT T%BGP_SESSION-5-
ADJCHANGE ., ZRLET. 75V TRICEBBRENLZTOMD "%BGP, syslogX v 2—2 %
. EEMORNUH—ICERATEET,

WiEcZBFD7 oY 7 ORI 1 —F142 0

Wi &BFD7 SY 7ORNZ TN 1—FT 4 JICERAUEZZERTER TN, 2MICEAT
EBANAT—BEVNFVKIABYNET, COEIVZ I TR, EXNEBFDHREIC DV TEHHA
L. EEMEEPCEFERLENS TN 21—FT4 2T 0B%ERLET, BFDANSZ 7L 1 —F1>
TOFMIIOWVWTIE, CiscolOSXEORABT #D—F 4 I@HEO NS TN a—F12T
1 BBRBLTLSEE,

COPITIE, BFEDEAX—AB00IURICKRES ., BEABZCZ>TVWET, Chik, 300XV
MIELIO-NEGENDELEZERLET, EFRIZ32OII-/NTY MABREINBZEVES
(900X UMDR—IREALAICHE ) E, II—EFEEMEETLET,

NROD

e_ Tun30 Tun30 _e
~ 192.168.30.1 192.168.30.2 ~

R1 R2

ffl -BFDZOJ—E— R

BFDIJ—F— K (F7#)IKNE—K) Tk, BFDIO—/N Y NEREERBLTFEEE L TO
—HAWNAEZ—TIAAIPEFERALTEEFEENET, ChickY), FAN—RBFTF—XTL—>T
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R1#show logging | i BFD
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%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc

A 74F1L—>3>
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R1l#conf t
R1(config)#ip access-1ist extended FLAP_CAPTURE

R1(config-ext-nacl)#permit ip host 192.168.30.1 any
R1(config-ext-nacl)#permit ip host 192.168.30.2 any
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R1#monitor capture CAP interface Tunnel30 both
R1#monitor capture CAP access-Tist FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular

.EPCZEBL., NTY NABERATF YT FYENEZ2HBLET,

R1#monitor capture CAP start



R1#show monitor capture CAP buff brief

# size  timestamp source destination dscp protocol
0 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
1 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
2 54 0.005005 192.168.30.1 -> 192.168.30.1 48 CS6 UDP
3 54 0.005997 192.168.30.1 -> 192.168.30.1 48 CS6 UDP

4. EEMZREL T,

Rl#conf t

R1(config)#event manager applet R1I_BFD_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%BFDFSM-6-BFD_SESS_DOWN" maxrun 120 ratelimit 100000
R1(config-applet)#action 000 c1i command "enable"

R1(config-applet)#action 005 cli command "show clock | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 010 cli command "show logging | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 015 cli command "show process cpu sorted | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 020 cli command "show process cpu history | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 025 cli command "show interfaces | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 030 cli command "monitor capture CAP stop"

R1(config-applet)#action 035 cli command "monitor capture CAP export bootflash:R1_BFD_CAP.pcap"
R1(config-applet)#action 040 syslog msg "Saved logs to bootflash:R1_BFD_FLAP.txt and saved packet captu
R1(config-applet)#action 045 cli command "end"

R1(config-applet)#end

5RDTZYTHRETDDZEHFSE, PMOLDICHEREESXNTT—NT7Zv21Hh8T7
AN IE-LEXT,

R1l#show logging

*Jul 18 19:09:47.482: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
*Jul 18 19:09:47.483: %BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)

*Jul 18 19:09:47.487: %BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down

*Jul 18 19:09:47.487: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
*Jul 18 19:09:47.487: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
*Jul 18 19:09:48.191: %BUFCAP-6-DISABLE: Capture Point CAP disabled.

*Jul 18 19:09:48.668: %HA_EM-6-L0OG: R1_BFD_FLAP: Saved logs to bootflash:R1_BFD_FLAP.txt and saved pack
*Jul 18 19:09:50.165: %BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP

*Jul 18 19:09:54.386: %BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc
*Jul 18 19:09:54.386: %BGP-5-ADJCHANGE: neighbor 192.168.30.2 Up

*Jul 18 19:09:55.178: %BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP

R1#

R1#dir | i BFD

25 -rw- 1591803 Jul 18 2024 19:09:48 +00:00 R1_BFD_CAP.pcap

24 -rw- 84949 Jul 18 2024 19:09:48 +00:00 R1_BFD_FLAP.txt
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*Jul 18 19:09:47.468: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4098 handle:2,is going Down R
*Jul 18 19:09:47.470: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BFD adjacency down)

*Jul 18 19:09:47.471: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BFD adjacency down

*Jul 18 19:09:47.471: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove
*Jul 18 19:09:47.471: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4098 neigh proc

RIGIO—EBEZRELELED. RITREENENTYRFYTF Y ERART, 75V 7TOHIIC
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No. Time Source Destination Protocol Length  Echo Infe
135 2024-87-18 19:09:46.484246 192.168.30.2 192.168.30.2 BFD Echo 78 00200000000010020000041T Originator specific content
136 2024-87-18 19:09:46.484581 192.168.30.2 192.168.30.2 BFD Echo 78 000000000B0010020000041f Originator specific content
=P 137 2024-07-18 19:09:46.707712 192.168.30.1 192.168.30.1 BFD Echo 78 |00200000000010010000041d |Originator specific content
—p- 138 2024-07-18 19:09:46.970921 192.168.30.1 192.168.308.1 BFD Echo 78 |000e0R00000010010000041e |Originator specific content
139 2024-07-18 19:09:47.177716 192.168.30.1 192.168.30.2 BFD Control el Diag: No Diagnostic, State: Up, Flags: (
—p- 140 2024-07-18 19:09:47.203433 192.168.30.1 192.168.30.1 BFD Echo 78 |000800000BR010010000041T |Originator specific content

141 2024-07-18 19:09:47.468340 192.168.30.1

192.168.30.2 BFD Control Diag: Echo Function Failed, State: Down
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Time Sour Destination Protocol Length Echo infa

—b-m? 2024-87-18 19:89:46. 708032 192 uaa 38.1 192.168.38.1 BFD Echo 78 P00RR000000010910000941d Originator specific content
— 108 2024-07-18 19:09:46.708438 192.168.30.1 192.168.38.1 BFD Echo 78 BOOBRAGR 18010888041d Originator specific content
118 2024-87-18 19:99:46.774829 192.168.39.2 192,168.30.2 BFD Echo 78 Imaaaaa 1082 uaaﬁl Originator specific content
—» 111 2024-07-18 19:09:46.971240 192.168.30.1 192.168.38.1 BFD Echo 78 00oBRAD0 le@leeeeddle Originator specific content
—p- 112 2024-87-18 19:09:46.971542 192.168.30.1 192.168.38.1 BFD Echo 78 00020000000010910080041e Originator specific content
113 2024-87-18 19:09:47.815058 192.168.30.2 192.168.38.2 BFD Echo ?E IBBUDWBBUWUIBUZBUBBU‘%ZI|Urlginator specific content
114 2024-87-18 19:89:47.178235 192.168.30.1 192.168.30.2 BFD Control Diag: No Diagneostic, State: Up, Flags: |
115 2024-87-18 19:89:47.199458 192.168.38.2 192.168.38.1 BFD Control 90 Diag: No Diagnostic, State: Up, Flags: |
— 116 2024-07-18 19:09:47.203674 192.168.30.1 192.168.30.1 BFD Echo 78 00000000900010010080041f Originator specific content
=117 2024-87-18 19:09:47.204021 192.168.30.1 192.168.38.1 BFD Echo 78 OpoddpoReoRaledleaeeadlf Originator specific content
118 2024-87-18 19:89:47.286688 192.168.30.2 192.168.30.2 BFD Echo ?S |eeaagepeepRR1e0208808422] Originator specific content
120 2024-87-18 19:89:47.468723 192.168.30.1 2 2 BFD Control Diag: Echo Function Failed, State: Down
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