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Display Mode:

Advanced
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SSL Server Authentication Settings

SSL Active Certificate Number: @ 1

O 2
| Apply-|| cancel |
SSL Server Key Table
Certificate ID | Common Name | Organization Unit | Organization Name | Location | State Country | Valid From Valid To Certificate Source
1 0.0.0.0 2017-Nov-08 2018-Nov-08 Auto Generated

User Defined

2019-Mar-13  2020-Mar-12

California  US

San Jose

Cisco

2 Cisco

Import Certificate... Details... | | Delete
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\When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate ID: Q1
Certificate Source: User Defined
 Certificate: —BEGIN CERTIFICATE— N
MIIDRZCCAIBCEE90bZMCJXp/nT+78tBROIBWDQY JKOZINVENAQELBQAWYJELMAKG
/A1UEBNMCVVMXEZARBINVBAGMCKNB TEIGT1JOSUEXE TAPBINVBACMCFNRDIBKD3NI
MQ4wDAYDVQQDDAVDaXNjpzEOMAWGAIUECGWFQ21zY 28XCZAJBINVBASMAIVTMBAX -
DTESMDYXODATNTCINIOXDTIWMDYXNZATNTCTNIOWYJELMAKGATUEBRMCVVMXEZAR
BINVBAGMCKNBTEIGT 1JOSUEXETAPBINVBACMCFNNDIBKb3NIMQ4WDAYDVQQDDAVD 4
Import RSA Key-Pair: [ Enable
2 Public Key [~—BEGIN RSA PUBLIC KEY— N

IMIBCgKCAQEAUXUF71CPBJ6asoghDOEZbiFnXhIPSFDIU0S GDWQHJ7doPpsXVMN7ZZC1 TuVWdV5jpe
(0JpBCFUMH/AZ|9JDR1fSVBAFU2VOL+hPS5VDN63IUHJeANICMmAX1 pegbLb/A+glnie TgB/Z2EL 3eT2x1T
(OMyqFImBPNuL4awjvtt9E7IEXhBHT HLONI/CUWTLMAOIDMIMKN2CRHUZ2CX|p0+UA2bY85bNEIQOJDESGEW
IACel2n4dmK4GFQUOXZS0ASPcSKUMETaeF/afcBVRCpyV+y88P/DQ/Spg4xsBwjrZUDafqt2aSkirsLsyHSSD

[1BWB09X51v10QNAMQ+QIDAQAB 4
# Private Key: ® Encrypted
4
Plaintext
4
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When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate ID: 1
.2
Certificate Source: User Defined
# Certificate: ] BEGIN CERTIFICATE——

MIIDSTCCAJECEHV4jm/bIKGoJFHMCvnyTWUwDQYJKoZIhveNAQELBQAWYZELMAKG
A1UEBhMCSU4xEDAOBgNVBAgMBOhhcnlhbmEXEDAOBgNVBACMBOd 1cmdhb24xEDAO

BgNVBAMMBZAUMCA4wLIAXDJAMBgNVBAOMBUNpC2NvMQ4wDAYDVQQLDAVDaXNjbzAe .

FWOXOTA2MTkwMjQyMzRaFwOyMDA2MTgwMjQyMzRaMGMxCzAJBGNVBAY TAKIOMRAW

DgYDVQQIDAIYXJ5YW5hMRAWDgYDVQQHDAGHAXJnYWIuMRAWDgYDVQQDDACWLIAU Z
Import RSA Key-Pair ¥ Enable

~-—-BEGIN RSA PUBLIC KEY-—-
/oy4ryP3fqiO8QHfzQsMSCCHrg5repNDfLIRVSLIBFIg3QilBHDtLJ07Pj29mgdVFHX/p3ArKS3QjuDST2I/+AOCGVN
J5ZPG8gKw58HWRIMcyvOvblgDJl/ej0aYiGA10GX8eiT8IxIfMblJomiiFd/MWOEC2/3nmbhKk/LsKI+koTucCbquVi

shpwP2WdWWReDU9gb8WLFRINNQhGWR/N794HgAuOHyxpT7gDOVIYv4FAGIR 1pbIDJAY Hes/sVXUCCUAFIl
92aDPeK1ZCMACDJaMaQ4trxgX/Km6vgBnvBePl1yaWiSOgaG0zair7 YQIDAQAB
—-END RSA PUBLIC KEY-——

 Public Key.

# Private Key: () Encrypted

® Plaintext | BEGIN RSA PRIVATE KEY-—--

MIIEpQIBAAKCAQEADPAQqvAcD58ScyYwW5vzx/oy4ryP3fgiO8QHzQsMSCCHrq5repNDfLfRVSLIBFIq3QilBH
DtLJ07Pj29mgdVFHX/p3ArKS3QjuDST2I/+A0CGVYNJ5ZPG8aKw58HWRIMcyvOvbigDJl/ejO0aYiGA10GX8eiT8
Ix|MblJomiiEd/MWOTBC2/3nmbhKk/LsKI+ko TucCbguVishpwP2WdWWReDU9gb8WL FRANNQhGWR/N794H
e qAUOHyxpT7aDOVrYv4FAGIR 1pbIDdAYHe8/sVXUCCuAFil92aDPeK1ZCMAcDJaMaQ4trxgX/KmévgBnvBeP!

Close || Display Sensitive Data as Plaintext

1yaWiSOgqaG0zgjjr7YQIDAQABA0IBAQCTURVpS 1Qvzi2 1FbNZmhBYkmMoxTpYKHguvoxwbZqIS07KdPF5v /)





OPS/KMGMT-1527-How-to-import-certificate-image4.png
SSL Server Authentication Settings

SSL Active Certificate Number: @ 1

O 2
| Apply-|| cancel |
SSL Server Key Table
Certificate ID | Common Name | Organization Unit | Organization Name | Location @ State = Country | Valid From Valid To Certificate Source
1 1 0.0.0.0 2015-Dec-10  2016-Dec-09 Auto Generated

2015-Dec-10  2016-Dec-09 Auto Generated

|  Edit.. |)| Generate Certificate Request... | | Import Certificate... | | Details...
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Certificate ID:

Certificate Source:

 Certificate:

Import RSA Key-Pair:
 Public Key:
@ Private Key: () Encrypted

© Plaintext

When a Certficate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

1
® 2

User Defined

—BEGIN CERTIFICATE—

MIIDRZCCAIBCEEI0bZMCJXp/nT+781BROBWDQYJKOZINVENAQELBQAWYJELMAKG
IATUEBNMCVVMXEZARBINVBAGMCKNBTEIGT 1JOSUEXETAPBGNVBACMCFNRDIBKD3NI
MQ4wDAYDVQQDDAVDaXNjpzEOMAWGAIUECGWFQ21zY 28XCZAJBINVBASMAIVTMBAX -
DTESMDYXODATNTCNIOXDTIWMDYXNZATNTC1NIowYJELMAKGATUEBRMCVVMXEZAR
BINVBAGMCKNBTEIGT 1JOSUEXETAPBINVBACMCFNNDIBKb3NIMQ4WDAYDVQQDDAVD 4
¥ Enavie

—BEGIN RSA PUBLIC KEY— ~
MIIBCgKCAQEAUXUF71CPBJ62soghDOEZbIFnXhIPSFDIU0S GDWQHJ7doPpEXVMN7ZZC1 TUVWAVSjpe
0JpBCFUMH/AZISJDR1fSVBAFU2VOL+hPS5VDNG3IUHIeANICMMAX1 pegbLb/A+ginie TgB/Z2EL3e T2, T
OMyqFImBPNUL4awjvit9E7IEXhBHTHLONI/CUWTLMAOIDMIMKN2CRHUZ2CX|p0+UA2bY85bNETQOJDESGEW v
XACeI2nddmKAGFQUOXZS0ASPCSKUMEfaeF/afcBVRCpyv-+y88P/DQ/Spg4xsBW]iZUDaqi2aSKIr8LeyHSSD
1BWB09X5fjv10QNAMQ+QIDAQAB. Z

[——BEGIN RSA PRIVATE KEY——
IMIEogIBAAKCAQEAUXUF71CPBJ6asoghDOEZbiFnXhfIPSFDIU0S GDtWQHJ7doPp6XVMN7ZZCATUVWdV
15jpe0Jp8CFUMHIAZI9JDR 1fsVGBAFU2V0L +nPS5VDNE3IUHIEANICMmAX1pegbLVb/A+ginie TgB/Z2EL3eT2
XiJTOMyQFImBPNUL4awIVHSE 7IEXRBH HLONICUWTL mAQIDMIMKN2CRHUZ2CXip0+UAZDY 85DNEfQ0JbES.
GEWXACe2n4dmKAGF QUOXZS 0ASPcsKUME TaeE /alcBVRCDYY-+V88P/DQ/SpadxsBwirZUDafqi2aSkIBLYH

Close.

J

Display Sensitive Data as Plaintext |
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Certificate ID:

# Certificate:

 Public Key.

# Private Key

Certificate Source:

Import RSA Key-Pair

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

1
.2

User Defined

BEGIN CERTIFICATE
MIIDSTCCAJECEHV4m/bIKGoJFHmCvny TWUWDQYJKoZIhveNAQELBQAWYZELMAKG
/ATUEBhMCSU4XEDAOBGNVBAGMBOhhcnihbmEXEDAOBGNVBACMBOd1cmdhb24xEDAO
BgNVBAMMBZAUMCA4wLIAXDJAMBgNVBAOMBUNpC2NvMQ4wDAYDVQQLDAVDaXNjbzAe
FWOXOTA2MTkwMjQyMzRaFwOyMDA2MTgwMjQyMzRaMGMxCzAJBGNVBAY TAKIOMRAW
DgYDVQQIDAIYXJ5YW5hMRAWDgYDVQQHDAGHAXJnYWIuMRAWDgYDVQQDDACWLIAU

¥ Enable

[--BEGIN RSA PUBLIC KEY—

e T e e STz oy 4ry P 3faiO8QHZQsMS CCHrgSrepNDILRVBLBFIq3QilBHDILS
(07Pj29mgdVFHX/p3AKS3QUDST2l+AOCGYNJ5ZPGEIKWSBHWRIMCyvOvblaDJl/ei0aYIGAT0GXBeiT8lM
IblJomiiFd/MWOBC2/3nmbhKk/LsKI+koTucChauVishpwP2WAWWReD U9gh8WLFRANNQhGWR/N794HaAU0

1S0gaG0zqiir7 YQIDAQAB

HyxoT7aDOVIYVAFAGIR 1pbIDAAY He8/sVXUCCUAFiI92aDPeK1ZCMACD JaMaQdtrxaX/KmbvaBnvBePl1yaW

Encrypted

® Plaintext |roiJNnzjgteU9ggzGvAGre1+{9z4tgwGn+9/reRa3J16w8vriA3wucPIImyRIUCYEAVUIA3K3f+pRGBO/YDMOWN

IFkSmiGBazhiA4iYRQDVIBUEU7neT 7edoNTXiXeB/zpt0hQBHicy!1xschav2KyvpTx8k0u5uBavahP1aGSE uePe
G+ynDTFAYImZLcOpDEtGWBKV362YnyX4rCZT67RVXBRI3geAmN30DqpygcYLMCgYEAIGhyEgScWrkQS03

©904IVACLgVGO5nkiEEQ1BFt8sTDDOGOSKGZLYhRxIIkLOXRPI90Z2Guqt3xKIVLighFmZHOYaSTLKEY8hzr/ -

uTeiGQLOCYNoZAOzC1Ac+QneCbQ4GIDualamyetkAIEU0g7 cx2skgozjQSIC3dw2F Stw=
rrrrr END RSA PRIVATE KEY--—

| Apply |

Close

| | Display Sensitive Data as Plaintext
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Certificate ID:
Key Length: 9
) 3072 bits
# Common Name: Cisco (5/64 characters used; Default: 0.0.0.0)
Organization Unit: us (2/64 characters used)
Organization Name: | Cisco (5/64 characters used)
Location: 'San Jose (8/64 characters used)
State: (California (10/64 characters used)
Country: us 3072 bits
# Duration: 365 Days (Range: 30 - 3650, Default: 365)

(Commme) oo |
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‘ \74| Success. To permanently save the configuration, go to the File Operations page or click the Save icon.

\When a Certificate and/or a Key is entered., it should contain the "BEGI

" and "END" markers.

Certificate ID: Q1
Certificate Source: User Defined
 Certificate: —BEGIN CERTIFICATE— N
MIIDRZCCAIBCEE90bZMCJXp/nT+78tBROIBWDQY JKOZINVENAQELBQAWYJELMAKG
/A1UEBNMCVVMXEZARBINVBAGMCKNB TEIGT1JOSUEXE TAPBINVBACMCFNRDIBKD3NI
MQ4wDAYDVQQDDAVDaXNjpzEOMAWGAIUECGWFQ21zY 28XCZAJBINVBASMAIVTMBAX -
DTESMDYXODATNTCINIOXDTIWMDYXNZATNTCTNIOWYJELMAKGATUEBRMCVVMXEZAR
BINVBAGMCKNBTEIGT 1JOSUEXETAPBINVBACMCFNNDIBKb3NIMQ4WDAYDVQQDDAVD 4
Import RSA Key-Pair: [ Enable
2 Public Key [~—BEGIN RSA PUBLIC KEY— N

IMIBCgKCAQEAUXUF71CPBJ6asoghDOEZbiFnXhIPSFDIU0S GDWQHJ7doPpsXVMN7ZZC1 TuVWdV5jpe
(0JpBCFUMH/AZI9JDR1fSVBAFU2VOL+hPS5VDNG3IUHjeANICMmAX1 pegbLvb/A+ginie TgB/Z2EL 3eT2xjT
(OMyqFImBPNuL4awjvtt9E7IEXhBHT HLONI/CUWTLMAOIDMIMKN2CRHUZ2CX|p0+UA2bY85bNEIQOJDESGEW
[XACel2n4dmKAGFQUOXzS0ASPCSKUMEfaeF/afcBVRCpyV-+y88P/DQ/Spg4xsBWjrZUDalqt2aSKIrsL ByHSSD

[1BWB09X51v10QNAMQ+QIDAQAB 4
# Private Key: ® Encrypted
4
Plaintext
4

close | [ Display Senstive Data as Plaintext
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SSL Server Authentication Settings

SSL Active Certificate Number: @ 1

O 2
| Apply-|| cancel |
SSL Server Key Table
Certificate ID | Common Name | Organization Unit | Organization Name | Location | State Country | Valid From Valid To Certificate Source
1 0.0.0.0 2017-Nov-08 2018-Nov-08 Auto Generated

2 Cisco San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

| Edit.. | | Generate Certificate Request... | |  Import Certificate... ~ |(| Details... |)| Delete
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\When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate ID: Q1
®2
Certificate Source: User Defined
 Certificate: —BEGIN CERTIFICATE - N
MIDSTCCAJECEHV4jm/bIKGoJFHMCVny TWUWDQYJKoZIhveNAQELBQAWYZELMAKG
/A1UEBRMCSU4XEDAOBgNVBAGMBORChInbmEXEDAOBNVBACMB01cmdnb24XEDAO
BINVBAMMBZAUMC4wLJAXD/AMBGNVBAOMBUNpC2NVMQ4WDAYDVQQLDAVDaXNjbzAE -
FWOXOTA2MTKWMQyMzRaF wOyMDAZMTwMjQyMzRaMGMXCZAJBGNVBAY TAKIOMRAW
DgYDVQQIDAGIYXJ5YWShMRAWDGYDVQQHDAJHAXJnYWSuMRAWDgYDVQQDDACWLAU 4
Import RSA Key-Pair: [ Enable
2 Public Key [~—BEGIN RSA PUBLIC KEY—

IMIIBCgKCAQEADAQQVACD58SCYYWW5VzZX/0ydryP3Iqi08QHTZQsMSCCHq5repNDILIRVSLIBFIG3QIIBHDIL
L07Pj29mgaVFHX/p3ATKS3QJUDST2I+AOCGVNJ5ZPG8GKWSBHWRIMCyVOVbIGDJI/Ej0aYIGAT0GXBEiT8IX

IMblJomilFd/MWOTBC2/3nmbhKK/LSKHKoTuCCbquVIshpwP2WAWWReDUIgbBWLFRANNQhGWRINTI4H
IgAUOHYXPT7qDOVIYVAFAGIR1pbIDAAYHes/sVXUCCUAFiIS2aDPeK1ZCMACDJaMaQaiixqX/KmevgBnvBe
[P1yaWiSOgaG0zgjjr7YQIDAQAB 4

# Private Key: ® Encrypted

4
Plaintext
4
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When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate ID: 1
.2
Certificate Source: User Defined
# Certificate: ] BEGIN CERTIFICATE——

MIIDRzCCAI8CEE90bzMCJXp/nT+78tBROtBWDQY JKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMXEzZARBGNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMBAX
DTE5SMDYxODA1NTC1NIoXDTIwMDYxNzA1NTc1NIowYjELMAKGA1UEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD )

Import RSA Key-Pair ¥ Enable
 Public Key.

J6asoghDOEZbiFnXhflPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5jpe0J
pSCFuMH’AZLQJDR115VqBAFU2v0L+JhPSSVDNGﬁ\UHleAh\CMmAMpequvbrA+q\meTqB IZ2EL 3eT2xjJTOM:
QEIMBPNuL4awvt9E7IEXhBt1HLONICUWTLmAQIDMIMKN2CRHuz2cxip0+uA2bY85bNefQoJbE3GEWXACel
2n4dmK4GFQvOxzS0A5PcsKUMEfaeF /afcBvRcpyv+y88P/DQ/Spa4xsBwirZUDafqt2aSkir8L8yHSSD 1BWBQ

9X51v10QNAMQ+QIDAQAB Z
# Private Key: () Encrypted
Z
® Plaintext [ BEGIN RSA PRIVATE KEY—

MIIEogIBAAKCAQEAuxXUF71CPBJ6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5j
pe0Jp8CFuMH/AZ|9JDR 1fsVaBAFU2vOL +jhPS5VDN6G3iUHjeAhICMmAX1pegblLvb/A+glnieTgB/Z2EL 36 T2xjJT
(OMygFImBPNul 4awjvtt9E7IEXhBt1HLONr/cuWTL mAQIDmIMKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GBwx

ACel2n4dmK4GFQvOxzS0ASPcsKUMEfaeF/afcBvRcpyv+y88P/DQ/SpadxsBwirZUDafgt2asSkir8L8yHSSD 18

==

Close || Display Sensitive Data as Plaintext






