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[Security] > [Port Security] BB L £ ¥,
1 Security
RADIUS Client

TCP/UDP Services

2) Port Security

FME2
BR—RNDAE—TIAAARAT—RAZHANET, COHITE, [Interface Status]h”
[LockedERRENTUVET,
Port Security Table

th &
Filter:  Interface Type equalsto Port v

Interface  Learning Max No. of Action
Entry No. Interface  Status Mode Addresses Allowed on Violation
O 1 GE1 Unlocked  Classic Lock 1
O 2 GE?2 Classic Lock 1 Discard
O 3 GE3 Unlocked  Classic Lock 1
FIE3

[MAC Address Tables] > [Static Addresses]ic BBIL £

Dynamic Address
Settings

Dynamic Addresses

FIE 4
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Static Address Table

+ W

(] VLANID MAC Address

O [ 10:f9:20:12:86:ce }

FIE 5

DHCP IP7 RLAZZEELTVAMACT RLRAZXRTTSICIE. [MAC Address
Tables] > [Dynamic Addresses]icBBL £ ¥,

Dynamic Address
Settings

2 Dynamic Addresses

FIE 6

DARENATVEF/NAAOMACT RL A, DHCPIP7 RLAZZETEET, T
NAADOMACT RLAFUVAREATVWEVZEICEFELTLSEETVY, MACZRL A
10:f9:20:12:86:cel&DHCP IP7 RL A= ZETE X A,

Dynamic Address Table

Clear Table

Filter: () VLANID equals to Range: 1 - 4094

() MAC Address equals to

() Interface equals to Port LAG Go Clear Filter
VLANID MAC Address Interface
VLAN 1 00:00:5e:00:01:01 GE50
VLAN 1 00:08:7b:16:d6:c6  GES0

VLAN 1 04:62:73:¢0:75:40  GE50

R—bEFI1VT 1 REORE
FIE 1

[Security] > [Port Security] (BB L £ ¥,



Security

RADIUS Client

TCP/UDP Services

Port Security

FIR 2

AB7I—R&2OVY oL, METAA>20VYILEY,
Port Security Table

th &
(2

Filter:  Interface Type equalsto Port v

Interface  Learning Max No. of
Entry No. Interface  Status Mode Addresses Allowed
O 1 GE1 Unlocked  Classic Lock 1
o O, GE2 Locked Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1

FIE3

R—RNOOY 7 ERBTHBER. [OYIISSARKUEFTIZLET, [Apply] %
HUYHLET,



Edit Port Security Interface Settings

Interface: (& Port GE2 v~ (O LAG
Interface Status: o v Lock
Learning Mode: (*) Classic Lock

(O Limited Dynamic Lock
(0 Secure Permanent

(O Secure Delete on Reset

# Max No. of Addresses Allowed: = 1 (Range: 0 - 256, Default: 1)
Action on Violation: (=) Discard
O Forward
O Shutdown
Trap: () Enable
# Tran Cracionmu n cor (Danas: 1 - 100ONNN. Nafanlt: 10\
9 Apply Close

A2VB—T I—RADAT—RANOY V#EBRELTRTRENET,

Port Security Table

A &
Filter:  Interface Type equalsto @ Port v

Interface  Learning Max No. of
Entry No. Interface  Status Mode Addresses Allowed
O 1 GE1 Unlocked Classic Lock 1
O 2 GE2 Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1
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[MAC Address Tables] > [Static Addresses]ic BB L £7 .



Dynamic Address
Settings

Dynamic Addresses

FIF 6

MACT7 RLANARTAYIOT RLAT—TILICUARNEThEE A,
Static Address Table

+

VLAN ID MAC Address

(| O results found. )
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[MAC Address Tables] > [Dynamic Addresses]ic BB L £,

Dynamic Address
Settings

2 Dynamic Addresses
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NAADMACT RLAHNCOR—=JIZRRENTVBRZEICEFBELTLKEZV, Ch
&, MACT7 RLAHFIPT RLAZZETEDEZRLTVETY,



Dynamic Address Table

Clear Table

Filter: () VLANID equals to (Range: 1 - 4094)
() MAC Address equals to

() Interface equals to Port LAG Go Clear Filter

VLANID MAC Address Interface

VLAN 1 00:00:5e:00:01:01  GESb
VLAN 1 00:08:7b:16:d6:c6  GE50

VLAN 1 04:62:73:¢0:75:40  GE50

VLAN 1 10:f9:20:12:86:ce GE50

VLAN 1 10:f9:20:12:86:d8 GE50
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https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2524-2545-upgrade-firmware-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2542-how-to-manually-reload-or-reset-a-switch-through-the-command-cbs.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
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