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RADIUS Client

RADIUS Accounting for Management Access can only be enatided when TACACS+ Accountng is disabled. TACACS+ Accounting is currendly Disabled

RADIUS Accountng: 2] Port Based Access Control (802.1X, MAC Based)
Manaemont ACCess
Both Port Based Access Control and Management Access
None
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TACACS+ Client

RADIUS Client

P RADIUS Server

Login Settings

Login Protection Status

P Mgmt Access Method

Management Access
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Properties

Port-Based Authentication: Enable
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Port Authentication

el [0

Filter: Interface Type equalsto Port of Unit 1 +~

Current Port  Administrative RADIUS
Entry No. Port Control Port Control VLAN Assignment

O GE1  Authorized Force Authorized Disabled
Qo 2 GE2 Force Authorized Disabled
O 3 GE3 Force Authorized  Disabled
) 4 GE4 Force Authorized Disabled
O 5 GES Force Authorized Disabled
Q) 6 GE6 Auto Disabled
o 7 GE7 Force Authorized  Disabled
) 8 GE8B  Authorized Auto Disabled
o 9 GE9  Authorized Force Authorized  Disabled
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v ldeniities | Gioups ﬂ-uu idenlity Sources  ldenlity Source Sequences ¢ Sellings

Identity Groups User Identity Groups
= o) 37
Y= &, "I-I‘I&Hr'a;lrrm‘t & Bxpot v

v [ Endoont Identty Groups Name ~ | Description

L Lsar identity Groups | Bl ALL_ACCOUNTS (default) Dezfault ALL
0 53 Employee Default Em
[ 5% Fier-ID Filter-100
O s GROUP_ACCOUNTS (default) Default GR
N A GuestType_Conltractor (default) [entity g
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Latest Manual Network Scan Resulls
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Downloadable ACL List > ITACL
Downloadable ACL

* Name | ITACL

Description  Allow all traffic

IP version IPv4 IPV6 Agnostic

* DACL Content 1234567 permit ip any any «
8910111

2131415
1617181
9202122
2324252
6272829
3031323
3343536

» Check DACL Syntax

m Reset
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For Policy E go to Administration > System > Backup & Re
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Authorization Profiles > IT_Auth
Authorization Profile

* Name | IT_Auth

Description

" Access Type | ACCESS_ACCEPT v

Network Device Profile &4 Cisco » &

Service Template
Track Movement F

Passive Identity Tracking ]

+ Common Tasks
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RIZ—tYy hEERTBICIE, addREZIUYILERT,

Policy Sets  Profiing Posture Client P

Policy Sets

Status Policy Set Name
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Policy Sets

+ Status Policy Set Name

@ DACL_Policy
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172.19.1.2508 & T*wired_802.1x N T 7 4 ¥ U MRadius-NAS-IP-Address ( A Y F

Y ICHAETNTVETD,

Conditions Allowed Pi

o Radius-NAS-IP-

Address EQUALS 172.19.1.250
AND

[E] Wired_802.1X
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Allowed Protocols % Default Network AccessIZEZREL T, SavezZ UYL ET,

Allowed Protocols / Server Sequence Hits

72.19.1.250

Default Network Access
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ViewD FICHBDKENTA &IV YILT, Y RND—VDREEEH#HICETVT
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Actions View
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¥ Authentication Policy
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

2| Authorization Policy
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Rule NameZ AL E T,
.|.
Status Rule Name
Search
@ SalesUser_Policy
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Conditions
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Security Groups Hits Actions

ID9S5AT > NTY TNy 7T, Network Connections > Ethernet® JEICFZE L .

Propertiesz 7)Y L&,



A W Confrod Paned ¥ AN Confrol Paned Hema & Nebaork Connactons

Oepganine = Dinable thin neteork device Disgnode this connecticn Resnuamae this connectian Wiew status of this connection Chang

ﬁ- Ethrnet - wieFi
SESC-LAB-GGN 2 SREC-LAB-GGM 2
'ﬂ Tt el Ethaprreet Ciownascticn (4) 12 " inked |-:I| [npal Bard Wineled™ o - o o — — -
- Eibwrirsst Siaiis x
Gttt
CanisrThon
1l Connectivity Inkemet
1Pt Connectivity: By retmork; DR
My Sabe: Bt
[ETr 12
Spedt: 1.0 Ghgs
Dty
Artrely
Sl - - R
-
lwn{ IBE BT | L, S
[ pevpentis | [ENPcRST] [Mrpstes
Choas
FIE 2
Authentication® 7% 1) v 4 L, 802.1X authentication’ 4 F—7JLICE2TWB CZ
EZBRLET,
=l

% Ethernet Properties
Networking [Authertication Jsharng
Select this option to provide authenticated network access for

this Ethemet adapter.
(E)Enable IEEE 802.1X authentication
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Additional Settings ., F2EEE— KR & L TUser authenticationZi#IRL £, Save
CredentialsZ 2 )Y UL, RICOKZDVJYILET,

Advanced settings

802. 1X settings
[ speafy authentication mode

Userauthenticaton ] | Replace cedentals

[] Delete credentials for all users

[ ] Enable single sign on for this network
Perform immediately before user logon

Perform immediately after user logon
Maximum delay (seconds) 10 -:
Allow additonal dialogs to be displayed durng sngh

Sgn on

This network uses separate virtual LANs for machine
and user authentication
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SettingsZz 7 ') v U L, Verify the server's identity by validating the certificate D& (Z &
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Protected EAP Properties

When connecting:
[_] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities

JB]4a2 Certiicate Services | ~
[ ] Baltmore CyberTrust Root

] Certum Trusted Network CA

[[] Qlass 3 Public Primary Certification Authority

[[] comoDO RSA Certification Authority

[C] DESKTOP-NONBRSQ

[] DigiCert Assured ID Root CA v
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Suh:tluﬂ'mhhmﬂelmd
Secured password (EAP-MSCHAP v2) ¥ Configure...

[/ Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV Y

[ Enable Identity Privacy
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15 Windows Modules Installer  Enables inst. Marusal Local System
MW: 15} Windows Perception Service  Enables spat. Marual (Trigg-  Locl Service
“m*m Wanpindhia :“"'i'gff:;m' = :Ill'lg ) Windows Perception Simulst_ Enables spat._ Marual Local System
IEEE BO2 1% authentic stion on ) Windows Push Notifications_  This service . Running  Automatic Local Syiberm
Ethesmnat interfaces. f your current 15 Windows Push Motifications_  This service - Running  Automatic Local Syitem
m.?:m W;:E:;““: 15k Windows PushTolnstall Servi_  Provides infr. Manual (Trigg—  Local System
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MAC-Based ACL

MAC-Based ACE
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IPVAR—ADACLT—7IIIC, XD O—RUEACLARRENET,



IPv4-Based ACL

IPv4d-Based ACL Table

-+

ACL Name Originators
redirect_acl Static
filter_id_acl Static
Auth-Default-ACL System

Note:

A2 0O— RABEBRACLERETE XA,
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IPVAR—ADACEIZBEIL T, ACLName ROY 7H I XZ1 -S540 O—R
AJRERACLZEIRL, GoZE VUV I TBREVWSHFETEHMIETEEXT, ISETHRES
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IPv4d-Based ACE

MAC-Based ACL

IPvd - Based ACE Table
MAC-Based ACE

+ @0
IPvd -Based AC 9.

Filber;  ACL Navpe equals to xACSACLe-IP-ITACL-67a39353 «

Tirme Range Source IP
1Py - Based AL T ——— e
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Security > 802.1 Authentication > Authenticated HostsD JEICX —1—U &9, FRALE
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v 802.1X Authentication

Properties

Port Authentication

Host and Session
Authentication

Supplicant Credentials
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CLITIE, O~ > Rshow ip access-lists interface M (Zinterface IDZ %t (T TEITL F
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FIE 6

T, ANV RZFEAL T, ISEEGKEACLA V>V O—RICHETIEREEZRTETSC
EETEXT
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