RV34x> =X N—2OF7# ) NOBECER
SFER @ %EH— R/S—F 1« OSSLEFEABICEE R
AD

e

FORIINAAER, APHBOBAREY T DI IO NCR > TLRRF—OFBE#EZIEHALET
o CHICKY), FIAZEFAER, RATELAFEF—CHRITIRBET—ICLZPBEPTY
—2AVICEETEXRT, I—2F, BCERAHE, 2TYRY NI —IEEEICLELLT
FERENIZAREEZERTERT, Tk, FREALRCCAICERZEFL T, FPXIIDASE
EHFEIDCEETEERT, Y—RN—FTATFTIVT—23VASEROAAEEZMETS
CENEETY,

CANGIRREICBEITHHEEF2DOHVYET,
1.CARMEBEFXF—%2FHAL CABHEICBELET,
2. CAlE, RVM4XICR > TERENI-FIAEBEERCSR)ZFEAL CTAIAEICEALEFT

o

BREAENDEHRADAPER A —FHEAAEZEALE T, PEAASHFEE/IL—H
CAILL > THRITEND &, PEMAELC I > TRITETNLARERL. FHEOMAETF I —
YORSIC, FEIL-MOEREREL T,

)iy
CORETH, RVIMXL—FOHCEEENEEEERIBLHI, CALL I TRTE

#3" party Secure Sockets Layer(SSL)GIFHEZERL TP Y 7O— RT3 HEEHHALE
CP

ZHETRITNMAA
- RV340
- RV340W

- RV345
- RV345P

[Software Version]

- 1.0.01.17

F7# ) NOEHCEREIHE/E3rd Party SSLAIARICEEZ# X
CSR M4

ATY 71 =2 OWebR—ANDI1—FT 4T 41207 4> L. [Administration] > [
Certificate] ZiBIR U E 7,



Getting Started
» Status and Statistics

Reboot
File Management
Diagnostic

License

Certificate

Config Management

AT Y 7°2:[Certificate Table] . [Generate CSR/Certificate]’ RZ>Z VUYL ET,

Certificate Table
Index Certificate Used By Type Signed By  Duration
1 Default WebServer Local Certificate Self Signed From 2012-07-12,00:00:00
To 2042-07-05,00:00:00
2 FindIT - Local Certificate  Self Signed From 2017-07-14,00:00:00
To 2018-07-09,00:00:00

| Import Certificate | | Generate CSR/Cerificate |

AT Y 73 [Generate CSR/Certificate] D 4 > R T, [Type]ROAY TR IV KMNED)Y D
L T. [Certificate Signing Request]ZiERL £ 7,

Generate CSR/Certificate

Type 2 innino

Certificate Signing Req

Certificate Name -

AT Y J4:[Certificate Name] 7 1 — )L RIZEEFBE N BRI ZA DL E T,



Generate CSR/Certificate

Type Certificate Signing Request %

X ZofITE, 3dxrouterMERAENTVET,
AT Y 7°5:[Subject Alternative Name]7 1 — )L RIZKBEEZA L L., TOTOFQDN]Z> 7

REEVVYILT—HEEERT, RBER. L—-EZ\NOT7 IV EACEATED RXA>
T,

Subject Alternative Name

IP Address @FQDN Email

¥ CofITIE. RVrouter.comAERENTVET,

AT Y 76 [E & (Country Name)] ROY 7RI RENZV )Y O LT, FiEthOEZEIRL
X7,

IP Address @ FQDN Email

Country Name US - United States

a»

X 0BT, [US - United States] &R hTVERT,
AT v 7'7:[State or Province Name(ST)]7 4 —IL RICMELEMDEBHEALLE T,

Country Name US - United States >

State or Province Name(ST) \

X 20T, CaliforniafERE A TVET,
AT Y 7'8:[Locality Name(L)] 7 1 =)L RiICO—AHUF 1 EADLET,

State or Province Name(ST) ‘ California

¥ ZoplITE, IvineNfERHEATVET,
ATV RREhE71—)LRIZEHBRO)ZAHDLET,




Locality Name(L) I Irvine

Organization Name(O) Cisco

¥ Z0pITE, CiscofEAENTVWET,
2AF V70 RRENET 4 —)L RICAGBHEOUEANLET.

Organization Name(O) Cisco \

Organization Unit Name(OU) | SBKM ‘

X COBITE, SBKMAERAEZNTVET,
AT Y 711 [Common Name(CN)] 7 1 =)L RICEFTEAILET,

Organization Unit Name(OU) | SBKM

Common Name(CN) 34xrouter

X CopITEE, 3dxrouterAFERAENATVET,

ATV 712 AIAEZIEEITREFA—NT RLAFLEREFX—IT RLAZASDLE
ER

Common Name(CN) ‘ 34xrouter

X Z0HITE. gmail.,comDEFX—IT RLANERAENTVET,

ATY 713 ROY FHA I X1 —7N» 5[Key Encryption Length]&i#RL T, F—DEY
RZRELET, F7FIMNODEEIES512TT,



Email Address(E) @gmail.com

Key Encryption Length v 512

() £
Generate Cance l 2048

S COBITIR, 2048 FEAETNET, BUF—CHRTEVESOEAFI— KA E
Brh, EFIUTAAALTBED, CONEERBEDLET,

AT Y 714 [Generate] 27V Y I LET,

Key Encryption Length 2048 5

(o) o

R L EAEERNAAET T LICRTELET,

' Certificate Table

Index  Certificate Used By Type Signed By
1 Default WebServer Local Certificate Self Signed
2 FindIT - Local Certificate Self Signed
3 34xRouter - Certificate Signing Request -

ZNT, CSRIFERLERENEL L,
CSROIY AR—b

AFY 71 EREF— 7L OTREEROBICHBFIY YRy Y AEFICL, [Export
Uy HLET,

' Certificate Table
Index @ Certificate Used By Type
1 Default WebServer Local Certificate
2 FindIT - Local Certificate
3 34xRouter - Certificate Signing Request

___ Delete ﬂ Export ﬂ| Detail l_| Import |

AT Y T 2[RI E D I U AR— N(Export Certificate)] 7 « > KUT[Z D> O—R
(Download)]22 Y 2L, PEMERT7 7420 E1—RICADO—RLET,



Export Certificate

© Export as PEM format

Select Destination to Export:

O FC

=

ChT, CSREZOAVEI—RICIVAR—RTERL I,

AR O/NNM A —ADCSROF Y 7O—K

ATV AIOVO-—RLE7 7ML ZXERZEAL THE, CSREZIE—-L T, ¥—
RN—FT 1 OSSLAEAEZONA A A MNCHD 71— L RICBEY /T ERT,

1. Copy and paste your CSR into this TZJWoGLiygRIPPHKREghzRfRhOWVWIKWdXzAgMI
UzBRMAKGATUdEWQCMAAWHQYDVROOBBYEFB24F/
TUdDwWQEAwIF4DAYBgNVHREEETAPggO0zNHhyb3V(
wUAA4IBAQAB8BJ/x6+BLOGr797UeHxBH8sCuBSwQ
YGbl7qzZVVO+b/Twlii7jG520jYzNDGFWamfYnoCrhv
7+00e0n9ihocOXXxEFKhrn2ueaMZJKQANFpCwapbsxf

box:

VBnwK74cfFBNBVivtX08SKBqn9qggsvxJcGxmlyBiff\
ZITBEWG2Q1TVIYObrOkNbir2VuGogpgsplRgMcq/y€
WkB91P7hABX4AB80cKZQEdDsCvritgl

----END CERTIFICATE REQUEST

2. Select the server software used to

generate the CSR: Select from list: E

E:ZoplTiF, SEAEO/NA X —& L TComodo.comNFERHENTLVET,

ATYT2.CSROERICEATEIH—NVYTIRNITITEBIRLE T, CDBES. RV34xIL—
BHFIVANCEVDOT, OTHERABIREhE T,

1. Copy and paste your CSR into this STZJWoGLiygRIPPHKREghzRfRhOWVWOKWdXzAgMI

box: UzBRMAKGATUdEWQCMAAWHQYDVROOBBYEFB24F/
ATUdDwWQEAwIFADAYBgNVHREEETAPgg0zNHhybh3V(
CwUAA4IBAQAB8J/x6+BLOGr797UeHxBH8sCuBSwQ
dYGbI7qzZVVO+b/TvJii7jG520)YzNDGFWamfYnoCrhv
x7+00e0n9ihcOXxEFKhrn2ueaMZ JKQANFpCwapbsxf
pVBnwK74cfF8NBVivtX08SK6gn9qgsvxJcGxmlyBiff\
YZITBEWG2Q1TVIYObrOkNbir2VuGogpgsplRgMcqg/y€
TWKB91P7hA6X4AB80cKZQEADsCvrjtgl
----- END CERTIFICATE REQUEST-----

2. Select the server software used to
generate the CSR: bl E

ATY 73 HHEZOE1I—RIZAVO—RLET,

39 SSLIN—F A IEAMOTF Y 7’ O—K

ATY 71 IL—ZDOWebR—ADI1—F 14 )T 4 T, [Certificate Table]® T @ [Import



Certificate]’ R X &2 01Uy O LET,

' Certificate Table
Index Certificate = Used By Type Signed By | Duration
1 Default WebServer Local Certificate Self Signed From 2012-07-12,00:00:00
To 2042-07-05,00:00:00
2 FindIT - Local Certificate Self Signed From 2017-07-14,00:00:00
To 2018-07-09,00:00:00
3 34xRouter - Certificate Signing Request -

[Limport Certificate | | Generate CSR/Certificate |

AT Y 7 2:[Import Certificate] D 1 > R I T[Type] ROAY XD X _1—%2Uv oL, |
CA Certificate] 28R L £ 9

Import Certificate

Type ocal Certificate

CA Certificae
PKCS#12 encoded file

Certificate Name

ATY T3 RRENET 1 —I)LRICFEIAERBZAHDLET,
Import Certificate

Type - CA Certificae

Certificate Name ‘ RV34xCert

X ZOPITIE., RV3dxCent' T TVE T,

4p

AT Y 74:[Choose File] R2>Z DY UL, CAPSRVO—RUEHE7 7ML %
®WUET,



© Import From PC

Choose File | No file chosen

ATVT5: 774N &0 )y oL, [BL1Z2V9VYILET,

Today

. DEfU“em ¢ ;'(‘}’/i%}'r’ﬂr'
ca_bundle.c
FindIT.pem g
RV34x.pem —

ca_bundle.crt

certificate - 2 KB

Created Today, 11:26 AM

Modified Today, 11:27 AM

Last opened Today, 11:27 AM
Add Tags...

Format: All Files

AT Y 76:[Upload2 VY I LET,

Import From USB | Refresh

Upload [ Cancel

AHET—7ILICHUVIEASEN RREh, XA THFCAIIHEICEE R
AL 3rd party CAIC & 2 TBEE hFE,

i
(§)]
3



Certificate Table
Index Certificate = Used By Type Signed By Duration
1 Default WebServer  Local Certificate Self Signed From 2012-07-12,00:00:00
To 2042-07-05,00:00:00
2 FindIT - Local Certificate Self Signed From 2017-07-14,00:00:00
To 2018-07-09,00:00:00
[ 3 RV34xCert - CA Certificae DST Root CAX3  From 2016-03-17,00:00:00
To 2021-03-17,00:00:00

[ Import Certificate I l Generate CSR/Certificate I

ZNT, RV34x)L—RIZ3" party SSLAFREN ERICT ¥ TO— REhEL I,

TF7#)NOECRBAATOEERR

AFY 7 1:WebRX—ADI1—F 1 JF 4T, [VPN]>[SSL VPN|&ZBRLE T,

» Firewall

VPN Setup Wizard
IPSec Profiles
Site-to-Site
Client-to-Site
Teleworker VPN Client
PPTP Server

L2TP Server

VPN Passthrough

ATV 720N A7 avRE &)Y LT, Cisco SSLVPNY—NEBMICLET,



Group Policies

Cisco SSL VPN Server @On Off

AT Y 7°3:[Mandatory Gateway Settings] T, [Certificate File)l] ROY 758 XZ1—%& 7
vy oL, iLKTY7O—RUKESSLAIAEZERL TF 72 NDOIIAEZBEERAE
ED

Mandatory Gateway Settings

Gateway Interface WAN1 %

Gateway Port 8443 | (Range: 1-65535)

Certificate File v Default

Client Address Po- RV34xCert |

=

ATYVT4  RRENLET A= REBEBIZFATURNRXAZZAALET,

Certificate File RV34xCert 4

Client Address Pool | 192.168.10.0

Client Netmask 255255 2950 2

¥ ZopITIEE. RVrouter.comAEHENTVWET,
ATY 75 [Applyl 20 VY OLET,



ChT, F74)INOBCERBIHAEN3rd party SSLEEAEICELKBEEMASHhELIL

o

RDEBBEESEICBYET, RV34xT ) —X)L—XICBETBFAQ

ZOYA NCE, BRRVESEAOUS I BRENATVET, RV =X)L —2HE
=%



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5538-rv34x-series-router-frequently-asked-questions-faqs.html?dtid=osscdc000283
https://www.cisco.com/c/ja_jp/support/smb/product-support/small-business/routers-340-family.html
https://www.cisco.com/c/ja_jp/support/smb/product-support/small-business/routers-340-family.html

	RV34xシリーズルータのデフォルトの自己署名証明書をサードパーティのSSL証明書に置き換える
	概要
	目的
	該当するデバイス
	[Software Version]
	デフォルトの自己署名証明書を3rd Party SSL証明書に置き換え
	CSR の生成
	CSRのエクスポート

	証明書プロバイダーへのCSRのアップロード
	3rd SSLパーティ証明書のアップロード
	デフォルトの自己署名証明書の置き換え


