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IPSec VPN(Virtual Private Network) 232 &, 12— Y MEBRTRES{LE
NERNRILNERYTEHET, UE—NVY—RAE2RLICHBTEET,
RV34X3/ ) —X)L—2 FIPSEC VPNY—/Y& L THIEL . Shrew Soft VPN
Client2 Y R—RNLET, cOHAL KTR, JL—2 &Shrew Soft ClientZi&EL T
. VPNADQEGERBT D HECODVTHBALET,

CORFIXBMCE, RD2OOBEHHYET,
RV340> ) —X)IL—2 ORRE

Shrew Soft VPN Client®§%E

RV34XS ) —X)N— 5 Z2RELET,
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£9. RVMXTIZA TIPS AL MAOVPNERELET
FIE 1

[VPN] > [Client-to-Site] T

VPN Status

IPSec Profiles

Site-to-Site

FIE 2

DZAT > RDESYAL MOVPNTOZ 7 A)LDED

& Getting Started

Client to Site Cance
@ Status and Stetistics
& Administration
IPSec Client-to-Site Tunnels
& System Cenfiguration
@ wan
O Group/Tunnel Nzme & WAN Interfacs ¢

& LAN
T Wireless

& Routing

B Firewal

VPN Status

IPSec Profiles

Site-to-Site

FIE 3

[Cisco VPN Client]# 7' 3> #BRL %7,

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

)5 4

[Enable] RY VRA%ZAFICLT, VPNClientZ7A7 74N &7 057147 ICLET, JI—TE%
BREL, WANTVR—T7 T4 AZEBRL, EsiEF—ZAHLET,



X RBTIOTATUVRNEZBATIBRICEATRI IN—TEEBHREF—ITEEL TS EZ L,

Enable: =
Group Mame: Clients
Interface: WWANT

IKE Authentication Method

® Pre-shared Key: [T T

Minimum Pre-shared Key Complexity: [J Enable
Sshow Pre-shared Key: [0 Enable

O Certificate:

FIE5

CCTR, [A—Y—JIL—TRIFZADEFTICLET, ChiFIL—2LEODI—¥IIN—TATT
N, FERELTVEHE A, [Mode]H[Client]CRREBENhTWVWD & Z2BFELET. V74T 0
LANO 7 —)LEEZADLET, 172.16.10.1 ~ 172.16.10.10%FAHL £,

E:7-ILEBERE, RY NIV LOMBOBRATREAENBV-—BEOYTRY NeEATIH
ENHYUEY,

User Group Table

+

0O Group Name =%

Mode: @ Client] O NEM

Pool Range for Client LAN

Start IP: 172.16.10.1

End IP 172.16.10.10|

FIE 6

CCTR, E—REREZBALET, FAIZIRERFRDELYTY,

754X UDNSH—/\:AEDNSH— /NN HBD5E. TEFEAIBDNSH—NZ2FERAT 255
 CCIWANTEET, ThUADEE, 74 MERV340LAN IP7 RL RAIZEREES I E
T, CcOBITE., F7FINBNEFERALET,

A7UY MM ZI :[Split Tunneling]Z2 A ICLET, Chik, VPNR XL ZBBTS M
STAYVOREETDEDICEAENAET, COBTRE. AZUY KRNI ERILEFERALET

[o]



ATVY NN ZLT=TIN :VPNISA T R VPNERHTT UV EATEIUEN HBD XY
RDO—9FZAHALET, cOBITIE. RV340LANZY RTJ—9&FEHLTVET,

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: {IP Address or Domain Name)
Backup Server 2: {IP Address or Domain Name)
Backup Server 3: {IP Address or Domain Name)
Split Tunnel: =

Split Tunnel Table

+ & m
& IP Address % Netmask %
& [192.168.1.0 255.255.255.0|

ATYTT

[Save]x 7 U Y 99 % &, [IPSec Client-to-Site Groups]) ANIC7O7 7 A ILHFRRENET,
Client to Site

IPSec Client-to-Site Tunnels

+
O Group/Tunnel Name & WAN Interface & Authentication Method
O Clients WAN1 Pre-shared Key

FIE 8

RIZ, VPN Client 1—HORAEICERITDI I —HFIIN—T2RELET, [ATLERK]>[1—
Y—JIN—1T+H%EO2VYOL, I—HFJIL—T2EMLET,



User Groups

Status and Statistics

Administration

User Groups Table
@B o
Systemn
’ O Group Web Login/METCONF/RESTCONF
Time
O admin Admin
Log
O guest Dizabled

Email

User Accounts

FIE9
TIN—TEBEZANLET,

Overview

Group Name: | VPN

FIE 10

[Services] 292 32> [EzVPN/3rd Party] T, [Add] 22U Y oL, 2O1—FJ)I—7Z U7
RELEVZAT R SHAMAO7O7 7AWV ILET,

Add Feature List

FIE 11



EzVPN/3rd Party® 1) A b IZ[Client-to-Site Group Name] A R RENET

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ 0

O # & GroupName %

01 Clients
ATFY T 12

A—HJIN—T7OREBZEATR L., [I—FTIL—TTVANIKRREh, BAICHERLEISA
FoREB7O77ALTHLVI—FIIN-—THERAENZ ENRTENET,

User Groups

User Groups Table

Group 2 ‘Web LoginMETCONF/RESTOONF £ SZ5-VPN = EZVPNIInd Party

| VPN I Disabled Desabled l Clhant '
acimin Admin bled Disabloed

FIR 13

RIZ. [System Configuration] > [User Accounts] CH L WI1—HY&ERELET, [+]20VJYILT
ﬁbb\l—*f—ﬁﬂfﬁibiio

Local Users

Local User Membership List

@ = «

O #= Lser Mame » Group ™ =
cisco admin
2 guest guest

* should have at least one account in the ™ admin® group

ATY7 14



FLWI—H—REMLOUNRAT—REZADLET, JIL—TH, BRLEHLVWI-—JI
—7ICREENTVBD L EZRABL T EEZL, |RRIC. [Appy] 20V Y ILET

User Accounts

Add User Account

AFY7 15
FLLWI—Y—FO—HILI1—HF—DIJAKNIRREINET,
Local Users

Local User Membership List

+ 3

O #s% User Name = Group * =

* Should have at least one account in the " admin” group
T, RV340Z ) —XI)—RDRERTT TTo RIC. Shrew Soft VPN ClientZFREL £7

ShrewSoft VPN 514 F > NDERGE

XIZ. Shrew Soft VPN ClientZE2EL £ 9,

FIE 1

ShrewSoft VPN Access Managera Bl &, AddZ 2y L T7O7F7A )N EEMLET, X
N B[VPN Site Configuration]| 7 4 > R TGeneral 2 7 #:5REL £ 9,

RAMBEREZIPZ RLAWANIP7 RLA ( RIZERV340DFARE ) Z2HEATS

B B ERE ike config pull i BIRL £ ¥

FPHT7ERE—RMRETETREENHTShEFT RLAZERATIZBIRLET



VPN Site Configuration

General | Client ]Nama Fissnlul.iun].ﬂumenljmﬁun]F' Ak

Remote Host
Host Mame or IF Addrass

192.166.75.113

ke config pull -

Auto Configuration

Local Host
Adapter Mode

Fort
500

Usa avirtual nu:luplar and assigned address

|+ Obtain Autormatically

1380 Address

Metmask

[

FIE 2

(VAT NRTERELET, C

VPN Site Configuration

Cancel

| X |

General | Client |Name Fesolution |Authenticati0n | Bt

Firewall Options

MAT Traversal [enable

v

MAT Trawersal Port

Keep-alive packet rate

4500

18 Secs

IKE Fragmentation enakle

Maximum packet size 5

Other Options
Enable Dead Peer Detection
Enable ISAKMP Failure MNotifications
Enable Client Lagin Banner

10 Byes

Save

I [ Cancel

FIE3

[&RI#R]Z 7> [DNS]Z 7 T,
DAEBAVOERICLET,

[DNSZBMICTBIRY VRAZFICL.

CTR, T7FINNRELGZEALEXY,

[EEMICEBTBIRY



VPN Site Configuration XS

MName Resolution | Authentication | P < | >

DNZ  [WiNS

[¥] Enable DMNS [¥] Obtain Autormatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Dbtain Automatically
DMNE Suffix

Save I [ Cancel

FIE 4

[Name Resolution] 2 7> [WINS]&® 7 T, [Enable WINS]RY V AICF I v UOIX—U % AN, |
Obtain Automatically]’RY J AZ A2 DERXICLET,
VPN Site Configuration XS

MName Resolution | Authentication | P < | >

DRSS | WINGS

[¥] Enable 'wiNG [¥] Obtain Autormatically
Server Address #1

Server Address #2

Save I [ Cancel

FIE 5

[Authentication] % 7> [Local Identity] 2 7 ZEREL £ 3
IDRA 7"+ —& 5 T Di'R

F—IDXFHRVUXTHREETENETIN—TEEANLET



VPN Site Configuration e’ S

General | Client |Name Riesalution | Authentication | < | »

Authentication Method Mutual PSE + Xauth x|
Local Idertity | Remote Identity | Credentials

ldentification Tvoe

Key Identifier g
K 100 Strine
Clients

Save Cancel

FIE 6

[Authentication] % 7> [Remote Identity] % 7 T, [Default]lDEREZKTLET,
ID&R A 7":iSCSIR—Z LD
T RL A3 F3F:<blank>

BUHENEVE—PNERAMTPRLARY DREZEALET, FIVIRYIRAZFVICLE
ER

VPN Site Configuration ﬁ

General | Clignt |Name Resolution | Authentication [P 4 | »

Authentication Method | Mutual PSK « XAuth A
Local Identity Remote ldentity | Cradentials

ldentification Type
IF Address -

Address Sting

W Use a discovered remaote host address

Save ( Cancel

ATYTT

[Authentication] X 7> [Credentials] 2 7 T, XNDBEBZHREL £,
Authentication Method : [fE EPSK + XAuth] 2R U £

Pre-Shared Key:RV3400 S A FP >~ FO77ALNICEREE N TVWRSEHHAEF—2Z AN



VPN Site Configuration

; Ganamjl Client [Nams Flasolul.iun: Authentication iP Ak

Authentication Method [Mulun] FPSE + XAuth -

: Local Idenmy] Remote Identﬂy: Credentials

Servar Carlificate Autorty File
Clienm Certificate File

Client Private Key File

Pra Sh E)

| [ save ][ concel

FIES8

Phase 127 T, F74 ) hNBEREZOEEILET.
Exchange Type: 79 L v &7
DH3Z# : group 2
BEFLIUXL : 48

hash algorithm: B &

VPN Site Configuration u

| Client | MName Resolution | Authentication | Phase 1 I =R s

Froposal Parameters
Exchange Type [aggressive v]
DH Exchange [groupE v]
Cipher Algorithm [autu v]
Cipher Key Length ¥ | Bits
Hash Algorithm [autn v]
Key Life Time limit 86400 Secs
Ky Life Data limit U Kiytes
[]Enable Check Point Compatible Yendor D

Save ] [ Cancel

FIE9



[Phase 2|12 7 D77 # ) NEFERALET,
Z|PIINIVXL : BF
HMAC Algorithm: B &
PFS3Z#t : Disabled

E#&7)LJVU XA : Disabled

VPN Site Configuration l&J
Name Resolution | Authentication | Phase 1 | Phase 2 u
Froposal Farameters
Transtorm Algorithm |aut0 - |
Transform Key Length ¥ | Bits
HMAC Algarithm auto v|
PFS Exchange disabled -
Compress Algorithm |disab|ed v|
Key Life Time limit 3600 Secs
Key Life Data limit 0 Kintes
Save l ‘ Cancel
FIE 10

[RUS—27 Tk, ROBREEFEALET,
RUD—ERLAXI : BF
KGN BEEFIVTAFPIII-3V0ER . FIVIRYIRZFVICLET,
RARODZBHBNICIETEH, [Tunnel AlF T Y IORY VAEFICLET,

RV340TSplit-TunnelingZiREL 27128, CCTRETHIHLERHYEHA,



VPN Site Configuration e Sy

| Authentication | Phase 1 | Frese 2| Policy |
IPSEC Policy Configuration

sintain Persistent Security Assonstions
Bjﬂ:llum Topology Automatically or Tunnel Al

Ramote Netwark Resource

) oo |
RTLES, IREIEVUYILET,
FIR 11

BEETANTDERBITEEL L, VPNAccess Manager T, ##7O77 4 ) 2@FARRL
. [Connect]’REA> &V UYHILET,

Y VPN Access Manager

View Help

Add Modify Delete
onnection Name Host Name Authenticat...
192.168.75.113 192.168.75.113 mutual-psk..

ATFYT 12

RIRENB[VPN Connect] 7 1 > RUT, RVM4OTHERL A=Y FHIMOILFT v
EERALTA—YRBENARAD—REZADLET (ATYT13&14),



m VPN Connect - 192.168.75.113
Connect |N9t*'°d‘~|

config loaded for site "192.168.76.113

Credentials
Lisername vpnusar

e ——

BRTLES, [BR]|Z2VVYILET,

Password

LET. RORILFBEVCBE2TVRIETTTY,

FIE 13
ROZRILAERENTWVND &R
% VPN Connect - 192.168.75.113 L=l
Connect |NWM‘~|

local id configured
remote id configured
pre=shared key configured

bringing up tunnal ..

4 (11}

rshasrirk ace configured
tunnel enabled
Credenfials

Usemame |vpnuser

Password

s A
SNT, VPNERLTERY NT—JCERTDLSCEY M7y TEn&ELL,
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