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OpenLDAP
Linux LDAP

LDAP Secure
LDAP(LDAPS)

« UCSB
« UCSC
¢ Linux

* UCS Manager 4.3(2¢)

. UCS-FI-6454

* UCSC UCSC-C240-M5

* UCSC 4.3(2.250045)
* Ubuntu 20.04

* CentOS 10

* LDAP test

° XXXXXXXXX.CoOm

. FQDN:test.XXXXXXXXX.com

¢ Linux Ubuntu CentOS IP X.X.X.19



* OpenLDAP testuserl testuser2

* OpenLDAP it

* OpenLDAP bind_user

linux Nano

1:Ubuntu - Debian

LDAP
Linux OpenLDAP
GUI
Cisco UCS Manager
1:Ubuntu LDAP (LAM)
1:Linux net-tools
ubuntu ifconfig netstat

sudo apt update
sudo apt install net-tools

ifconfig IP
test. XXXXXXXXX.com
/etc/hosts

LDAP

OpenLDAP

net-tools

test



sudo nano /etc/hosts

GNU nano 6.2 /etc/hosts

test . XxXXXXXXXX.com
localhost

Test

/etc/hostname hostname (test)

sudo nano /etc/hostname

GNU nano 6.2 /etc/hostname

sudo reboot

2:SLAPD Apache PHP

Apache PHP Web
GUI GUI

sudo apt install apache2 php php-cgi libapache2-mod-php php-mbstring php-common php-pear -y



Open LDAP slapd (Idap-utils)

sudo apt install slapd ldap-utils -y

slapd GUI SLAPD

S

LDAP

(admin) OpenLDAP

LDAP administrator Enter
OK

Package configuration

| Configuring slapd |}

Please enter the password for the admin entry in your LDAP directory.

Administrator password:




SLAPD

sudo dpkg-reconfigure slapd

Omit OpenLDAP server Configuration No
Enter

Enter

XXXXXXX



| Configuring slapd |
Please enter the name of the organization to use in the base DN of your LDAP directory.

Organization name:

Enter

SLAPD

sudo slapcat

test@Ptest:~%$ sudo slapcat

dn: dc=XXXXXXXXX dc=com
objectClass: top

objectClass: dcObject

objectClass: organization

0. XXXXAXXXXX

0C ! XXXXXXXXX

structuralObjectClass: organization

entryUUID: 7baecf3e-c365-1031T-8081-c70784Tb9049
creatorsName: cn=admin, dc=xxxxxxxxx,dc=com
createTimestamp: 20250512101324Z

entryCSN: 20250512101324.1938017Z#000000#000#000000
modifiersName: cn=admin, dc=xxxxxxxxx,6K dc=com
modifyTimestamp: 20250512101324Z




3:LDAP

LDAP LDAP

sudo apt -y install ldap-account-manager

LAM PHP-CGI PHP

sudo a2enconf php*-cgi

Apache

Apache

sudo systemctl reload apache2
sudo systemctl restart apache2
sudo systemctl enable apache2

Apache

sudo systemctl status apache2

sudo systemctl status apache2
® apache2.service — The Apache HTTP Server
Loaded: loaded (/lib/ emd/system/apache2.s
Active: e (running) |since Mon 20
nttpd.apache.org/docs
Main PID: 19 (apache2)
Tasks: 6 (limit: 19044)

Memory: 13.1M

CPU: 98ms
CGroup: /sys .slice/apache2.service
—19264 Jusr/sbin/apache2 -k start
—19265 / sbin/apache2 -k s
19266 / in/apach -k
19267 Jusr/sbin/apache2 =k
19268 bin/apache2 -k
19269 /usr/sbin/apache2 -k start

enabled;

@5 CEST;

vendor

18s

ago

(LAM)

preset:

enabled)




80(Web) 443 Web 389(LDAP) 636( LDAP)
Ubuntu

sudo ufw enable
sudo ufw allow 22

sudo ufw allow 80
sudo ufw allow 443
sudo ufw allow 389

sudo ufw allow 636

test@Ptest:~$ sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall 1s active and enabled on system startup

test@test:~% sudo ufw allow 22

[sudo] password for test:

Rule added

Rule added (vé)

test@Ptest:~$ sudo ufw allow 8

Rule added
Rule added
test@test: ufw allow ¢
Rule added

Rule added

testPtest:~$ sudo ufw allow !
Rule added

Rule added

test@test : ~! allow
Rule ¢

Rule :

t stlites

Ubuntu Firewall

sudo ufw status



st@Ptest:~% sudo ufw status
atus: active

Action From

ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere
ALLOW Anywhere

00 M
& M

&

43
89
36

oM oW

4:L.DAP

GUI LDAP (LAM) Web Linux
I=) lam

http://X.X.X.19/1am

=) @ Welcome to Firefox > +
C q[ heeo://SD. 19/ ]
@ http:// 19/lam — visit

LAM



Want more features? Get LAM Pro! [ <, LAM configuration ] (

Username  [Manager |

Password |

Language English (Great Britain) v

Login

LDAP server  |dap:/localhost:389
Server profile lam

LAM Login




LDAP Account Manager - 7.7

% Edit general settings

[ Edit server profiles ]

E Import and export configuration

4« Back to login

lam lam




Please enter your password to change the server preferences:

Profile name lam

Password

Ok

“4 Manage server profiles

General Settings Server settings Language Timezone
\:% Tool settings
Hidden tools
PDF editor O LDAP imporvexport  OJ Treeview O
Schemabrowser O WebAuthn devices O OUeditor O
Profile editor O Muliedt O Serverinformation O
File upload O Tests O
Tree view <
Tree suffix [ |dc=xxxxxxxxx,dc=com J
SLAPD admin

ﬂ Security settings

Login method Fixed list

List of valid users * [ cn=admin , de=xxxxxxxxx, de=com




LAM

lam
ciscol23
-y Profile password
New password |........
Reenter password Carananny|
LAM GUI
LAM >>

<, General settings + Account types & Modules {x Module settings

LDAP
LDAP
ou=People,dc=my-domain,dc=com

LDAP

ou=<organizational_unit>,dc=xxxxxxxxx,dc=com

ou People ou Groups



Active account types

i1 Users User accounts (e.g. Unix, Samba and Kolab) L 4
[ LDAP suffix | ou=People,dc=xxxxxxxxx,dc=com ]
List attributes | #uid; #givenName;#sn;#uidNumber;#gidNumber
Custom label |
Additional LDAP filter [
Hidden 0@
8 Groups Group accounts (e.g. Unix and Samba) v K
LDAP suffix l ou=Groups,dc=xxxxxxxxx,dc=com l
List attributes  |#cn;#gidNumber;#memberUID;#description
Custom label |
Additional LDAP filter [
Hidden [0 @
Options Set primary group as memberUid

Set primary group as memberUid
memberUid LDAP
OpenLDAP ucscC

QOO0

© 000



Options

Password hash type SSHA v @
Login shells fbin/dash @
fhinffalse
fhinfksh
fhinfsh y

[ Set primary group as memberUid 7] ]

Groups
GID generator Fixed range v @
Minimum GID number * [10000 (7]
Maximum GID number * [zmm @
Suffix for GID/group name check | @

Disable membership management [ @

5:0U

admin LAM
OU(People Groups) Users Groups



User name admin v
Password ’........|

gin

Language English (Great Britain) v

LDAP server  |dap://localhost:389
Server profile lam

LAM Lo

LAM Oou
Create

1 Users 8 Groups

The following suffixes are missing in LDAP. LAM can create them for you.
You can setup the LDAP suffixes for all account types in your LAM server profile on tab "Account types”.

ou=Groups,dc=xxxxxxxxx,dc=com

LDAP it

[ou=PeopIe,dc::xxxxxxxxx,dc:com ]

Groups New group



‘ £ Users ‘ g Groups

< New group ‘ £ File upload

Group count: 0

Sort sequence Va

~

:Cisco UCS

LDAP

[GID

]

£ Users s Groups

= Samames

LDAP

(LAM)

default  Load profile

New group
Suffix ~ Groups > xxxxxxxxx >com
A Unix e 0 I
GID number |
Descripion |
Group members




Users New user

[hf New user ] 1{r File upload

User count: 0

Actions User name First name Last name L

Sort sequence W Va4 Vi |

] Filtersy | | | |
Personal testuserl

1 Users & Groups

4 Save = Set password default |
New user
Suffix [ People > xxxxxxxxx > com ] RDN identifier cn
[ & Personal ] Firstname  [Tes{ @ ra
0\ Unix Lastname*  [Userl @ e
h
<& Shadow Initials | @ Add photo
Description | $ 9
Unix User name testuserl it

RDN ID Common Name (cn)

LAM [UD ]



& save =3 Set password default C Load profile @

Test Userl
Suffix  People > xxxxxxxxx > com RDN identifier cn vi@
T Personal Username* [tesfuserl o
[ 6 Unix ] Common name [testuserl Xe ©
" 7
© Shadow UID number | @
Gecos [ @
[ Primary group (7] ]
Create group with same name
Additional groups Edkt groups | @
Home directory » |momersuser (7]
Login shell Ibinbash v @
OK
£ Users 8 Groups
3 say 5 [ =3 Set passwor{ o
Test Userl
Set password
Suffix | 3
Password sussases
-
. Personal A Repeat password I........|
: H
& Unix Force password change || -
ol
[wa.:: Shadow 1 & Unix

4 Ok | Set random password Cancel



testuser2

gidNumber

m ’ (3“'[.:]\1

= New user & Delete selected users

User count: 3

Actions User name First name
Sort sequence L 3 ¥4
Filter
x . bind_user Bind
x_ A | testuserl Test
x_ A | testuser2 Test
6 LDAP
OpenLDAP Linux

Idapsearch

File upload

Last name

VA
User3

Userl

User2

LDAP

bind_user

Ny
UID number 6ID number \
¥4 VA
10002 10000
10000 10000
10001 10000

Idapsearch -x -h X.X_.X.19 -p 389 -b "dc=xxxxxxxxx,dc=com" "uid=testuserl'" sn cn givenName

$ ldapsearct

f

*de=xooaxxxxx,dc=com”




CIMC

CIMC
Admin User Management LDAP
LDAP
* Enable LDAP
. DN:dc=xxxxxxxxx,dc=com
. XXXXXXXXX.COM
* LDAP <ldap_server_IP FOQDN> X.X.X.19
LDAP
bind_user DN
cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com
cn uid
memberUID
» LDAP

XXXXXXXXX.COm



[, ] User Management / LDAP

Local User Management LDAP TACACS+ Session Management

+ LDAP Settings

Enable LDAP: [ v Binding Parameters v Search Parameters » LDAPCA(
Base DN: | demooooooood descom
Meathod: | Configured Credentials b Filter Attribute:  wid 7]
Domain: | O0OOo00L Com
Binding DN: | cn=bind_user.ou=People. dc=xx Group Attribute: = memberlID (7]
Enable Secure LDAP:
Timeout (for each server): 60 (0-180) seconds Password: | e Attribute:
MNested Group Search Depth: 128 (1-128)

+ Configure LDAP Servers » Group Authorization

(®) Pre-Configure LDAP Servers

I LDAP Greup Autherization: [/]
‘ . 389 _)
2 389
3 389
Index Group Name Group Domain Role
4. 3268
. G prm—— D
2
[ 3268
. 3
[_) Use DNS to Configure LDAP Servers
DNS Parameters 4

LDAP

UCS Manager

UCS Manager

Admin User Management LDAP

LDAP

 LDAP
- Hostname: <LDAP FQDN IP >
o DN: cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com
o DN:dc=xxxxxxxxx,dc=com
o 389
- SSL
o uid=$userid

0 gidNumber

- LDAP DN:10000 <gidNumber for "it" group>



RN Events
- All .

* Fauls, Events an
aults, Events and Audit Log Actions Properties

¥ User Managemant

Delete {(Hostname/FQON for 1P Acsress) :-ls )
¥ Authentication
« (1

Order

L
Mative Authentication

: | cn=bind_user,ou=People,dc=xooxxx do=com

= Authentication Domains

LoAP_DOMAN
- LDAP Port © 389
» LDAP Group Maps Enable SSL O
* LDAP Provider Groups (F"l'ef uid=5userid )
SERVERS Arrribute

= LDAP Providers Password

Sat: Yes
[ G ] P —

* RADILS
Timeout © 30
» TACACS+
{( vendor : | Open Lasp ) /S 4D
» User Senices
» Eey Management LDAP Group Rules

= Security Management

 Group Autnorization : | Disabie (&) Enatie | )

¥ Encryplion Management

{ Group Recursion  : [s) Mon Recursie | Recurshe )

* Communication Management

( Target Attribute gidNumber ].
*» Stats Management

Use Primary Group : ()
» Time Zone Managemant

All >> User Management >> LDAP >> LDAP Providers>> LDAP Group Rules UCs

Manager memberOf OpenLDAP
Target Attribute memberOf
Attribute OpenLDAP

Target Attribute gidNumber

LDAP LDAP
SERVERS LDAP

All >> User Management >> LDAP >> LDAP Group Maps>> LDAP Group Maps
gidNumber ( 10000 ) Group DN Map



Create LDAP Group Map

[meerom DN: | 10000 ]

LDAP All >> User Management >> Authentication >>
Authentication Domains LDAP (LDAP_DOMAIN) LDAP

memberOf 2

LDAP

LDAP (LAM)

LAM LDAP LDAP
2:Ubuntu CLI OpenLDAP

UCS Manager OpenLDAP 2 UCS

UCS Manager CIMC


https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0

OpenLDAP

*  memberof DN
memberOf
openLDAP memberof overlay

o "refint" member
memberOf
DN
1: net-tools Linux
1 1
2: SLAPD
1 2 2 PHP
Apache LAM
Ubuntu
3:LDAP memberOf
memberOf

sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config "(olcModuleLoad=*)"

// -b cn=config '(olcModulelLoad=x%)"

c module{0}
olcModulePath:
olcModulelLoad:

memberOf Idap.memberof.load.ldif
Adif



cat <

-/1dap.memberof.load.ldif
dn: cn=module,cn=config
objectClass: olcModulelList
cn: module olcModuleLoad: memberof
EOF

Idap.memberof.load.ldif

LDAP

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -t ./ldap.memberof.load.ldif

Linux
olcDatabase

2 olcDatabase={1}mdb

Idap.memberof.config.Idif

cat <

-/1dap.memberof.config.ldif
dn: olcOverlay=memberof,olcDatabase={1}mdb,cn=config
objectClass: olcMemberOf
objectClass: olcOverlayConfig
olcOverlay: memberof
olcMemberOfGroupOC: groupOfNames
olcMemberOfMemberAD: member
olcMemberOfMemberOfAD: memberOf
olcMemberOfRefInt: TRUE
olcMemberOfDangling: ignore
EOF

memberOf

groupOfNames

LDAP

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f ./ldap.memberof.config.ldif



4:LDAP refint

refint openldap

Idap.refint.load.ldif Adif

cat <

/ldap.refint.load.ldif
dn: cn=module,cn=config
objectClass: olcModulelList
cn: module
olcModuleLoad: refint
EOF

Idap.refint.load.|dif

LDAP

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f _/ldap.refint.load.ldif

Idap.refint.config.ldif

cat <

./ldap.refint.config.ldif

dn: olcOverlay=refint,olcDatabase={1}mdb,cn=config

objectClass: olcConfig

objectClass: olcOverlayConfig
objectClass: olcRefintConfig
olcOverlay: refint
olcRefintAttribute: memberOf member
EOF

olcDatabase



sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -t _/ldap.refint.config.ldif

/ Idapsearch

sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config "(olcModuleLoad=*)"

E t:~% sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config '(olcModuleloa
cn=module{&r, cri=cuniiy
objectClass: olcModulelist
cn: module{@}
olcModulePath: /usr/lib/lda
olcModulelLoad: {@}back_mdb

dn: cn=module{l},cn=config

objectCla olcModulelist
cn: module{1}
olcModulelLoad: {@}memberof

dn: cn=module{2},cn=config
objectClass: olcModulelList
cn: module{2}
olcModulelLoad: {@}refint

/ Idapsearch

sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config "(olcOverlay=memberof)*

) cn=config '(olcOverlay=memberof)"

objectClas
olcOver

olcMemberOfMem
olcMemberQfMem

est:-s I}

sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config "(olcOverlay=refint)"”



ylcRefintAttribute:

/ slapd

sudo systemctl restart slapd

5:0U

(People)OU (Groups)OU LDAP
admin

cat <

-/ldap.ou.add.ldif
dn: ou=People, dc=xxXxxxxxxx ,dc=com
objectClass: organizationalUnit
ou: People

dn: ou=Groups, dC=XXXXXXXXX ,dc=com
objectClass: organizationalUnit
ou: Groups

EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f _./ldap.ou.add.ldif



est:~% cat <<EOF » ./ldap.ou.add.ldif
ou=People, dc=xxXxXXX :
tClass: organizationalUnit

People

ou=Groups = XXXXXXXXX,dc=com
tCla ganizationalUnit

Groups

LDAP sword:
adding new en / "ou=People,dc=xxxxxxxxx,dc=com

adding new e "ou=Groups, dc=XXXXXXXXX,dc=com

(testuserl testuser2 bind_user) OU(People)
gidNumbers LDAP

cat <

-/ldap.users._Idif
dn: uid=testuserl,ou=People,dCc=XXXXXXXXX ,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: testuserl
sn: Userl
givenName: Test
cn: testuserl
displayName: Test Userl
gidNumber: 10000
uidNumber: 10000
userPassword: ciscol23
gecos: Test Userl
loginShell: /bin/bash
homeDirectory: /home/testuserl

dn: uid=testuser2,ou=People,dC=XXXXXXXXX ,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: testuser2

sn: User2

givenName: Test

cn: testuser2

displayName: Test User2
gidNumber: 10000

uidNumber: 10001

userPassword: ciscol23

gecos: Test User2

loginShell: /bin/bash
homeDirectory: /home/testuser?2

ldapadd -xcWD cn=admin, dc=xxxxxxxxx,dc=com -f ./ldap.ou.

add.

1dif

¥




dn: uid=bind_user,ou=People,dCc=XXXXXXXXX ,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: bind_user

sn: User3

givenName: Bind

cn: bind_user

displayName: Bind User3
gidNumber: 10001

uidNumber: 10002

userPassword: ciscol23

gecos: Bind User3

loginShell: /bin/bash
homeDirectory: /home/bind_user
EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f _/ldap.users.ldif



testitest: ; .fldap.users.ldif
dn: uid=tes I 2ople, de=xxxxxxxxx,dc=com
objectClass:

objectClass:

objectClass:

uid: testuser

sn: Userl

givenName: Test

cn: testuserl

displayMName: Test Userl

gidNumber: 10080

uidNumber: 10008

userPassword: ciscol23

gecos: Test Userl

loginShell: /bin/

homeDlirectory:

dn: uid=testuser?,ou=People, dc=XXXXXXXXX,dc=com
objectCl
objectClass: posixAccount

ass: 1netOrgPerson

i

objectC
uld: testuser?

ass: shadowAccount

sn: Userl
givenName: Test
cn: testuser2
displayName: Test
gidNumber: 180880
uldNumber: 10889
userPassword: cle
Test User?2
loginShell: /bin/
homeDirectory:

dn: uld LI 111 F'1'::I'.-.l'.dczxxxxxxxxxrdﬁzcmm
objectC) HI T OrgPerson

N

objectClass count
objectC

uid: bl

sn: User

givenName : ind

cn: bin

displayName: Bind Use
gidNumber: 18681
uidNumber: 10002
userPassword: clscol
gecos: Bind User3
loginShell: /bin/bas
homeDirectory: /Sfhome
EOF
test@Ptest: sudo 1 -xCcWD =admin, de=xxxxxxxxx,dc=com -f ,/ldap.users.ldif
Enter LDAP Password:

adding new entry “uid=testuserl,ou=People, dc=xxxxxxxxx,dc=com

adding new er / 1 ) People, de=xxxxxxxxx,dc=com

adding new entry no_uselr People, dc=xxxxxxxxx,dc=com

test@test

(it) OU(Groups) (testuserl
testuser2) LDAP




cat <

-/ldap.group.create.ldif
dn: cn=it,ou=6Groups,dC=XXXXXXXXX ,dc=com
objectClass: groupofnames
cn: it
member: uid=testuserl,ou=People,dC=XXXXXXXXX,dc=com
member: uid=testuser2,ou=People,dC=XXXXXXXXX,dc=com
EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f _/ldap.group.create.ldif

/ldap.group.create.ldif
xx,dc=com

ch. 1

member: uid=testuserl,ou=People,dc=xx x,dc=com
member: uid=testuser2,ou=People,dc= xx,dc=com
EOF

i est:~$ o ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com f ./ldap.group.create.l
Enter 5

=1t , ou=Groups, dc=xxxxxxxxx,dc=com

memberOf

memberOf

6: LDAP

LDAP

sudo ldapsearch -x -LLL -b uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com memberOf



-b uld=testuserl,ou=People, d";:j();j();)():){‘,1;);J dc=com

o de=xXxxxxXxXxxx,dc=com

S, de=xXXXXXXXXX,dc=com

CIMC
CIMC
Admin User Management LDAP
LDAP
* Enable LDAP
. DN:dc=xxxxxxxxx,dc=com
. XXXXXXXXX.COM
 LDAP <ldap_server_IP FQDN> X.X.X.19
LDAP
bind_user DN
cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com
uid=bind_user,ou=People,dc=xxxxxxx,dc=com
cn uid
 LDAP

XXXXXXXXX.CoOm



f User Management | LDAP

Local User Management LDAP TACACS+ Session Management

v LDAP Settings

Enable LDAP: [v] v Binding Parameters v Search Parameters » LDAP CA
Base DN: | de=ovoooao de=com
Method: | Configured Credentials - Filter Attribute: | uid [7]
Domain: | xoocoxs, com
Binding DN: |uid =bind_user.ou=People,dc=xx Group Attribute: | member [7]
Enable Secure LDAP:
Timeout {for each server): G0 {0-180) seconds Password; | o Atilbute:
Mested Group Search Depth: | 128 (1-128)

+ Configure LDAP Servers

(@) Pre-Configure LDAP Servars
LDAP Servers

+ Group Authorization

LDAP Group Authorization:

2 389
% 389
- Index Group Name Group Domain Raole
4, 3268
. 1268 ( L e L0 rd-only )
[ 3268

{) Use DMS to Configure LDAP Servers
DNS Parameters

voBE W M o=

LDAP

UCS Manager

UCS Manager

Admin User Management LDAP

LDAP

» LDAP
Hostname: <LDAP FQDN IP >
DN: uid=bind_user,ou=People,dc=xxxxxxxxx,dc=com
DN:dc=xxxxxxxxx,dc=com
389
- SSL
o uid=$userid

o memberOf

LDAP DN: cn=it,ou=Groups,dc=xxXxXXxxxx,dc=com



v AN General Events

* Faults, Events and Audit Log Actions P fes

* Authentication

* User Management
Delete ‘ Hostname/FODN (or IP Address) : -u ,

Order 1 T
. xﬂ?:ww . Bind DN : wid=bind_user,ou=Pegple,dc=coocoxxx,de=com
- LDAP Part . 389
» LDAP Group Maps Enable SSL m]
* LDAP Provider Groups (ener _vid=Suserid)
SERVERS Anibute
~ LDAP Providers Password
S
FIRADRIS Timeou © 30
FAERCSs {( venoor - |(® Open Ldap) I MS AD |
* User Senices )
» Key Management LDAP Group Rules

“

Security Management - — "
‘ Group Authorization : | Disable (=) Enable '

+ Encryption Management

Communication Managemeant

Target Attribute : memberOf

Stars Management
Use Primary Group : O

-

Time Zone Management

LDAP LDAP
SERVERS LDAP

LDAP LDAP DN LDAP

Create LDAP Group Map

GDAP Group DN : | cn=it,ou=Groups, dc=xxoo0coxk,dc=com

Roles Locales

[ | aaa

|_| admin

| | facility-manager
D network

| gperations

| read-only

|| server-compute
|| server-equipment
| | server-profile
|| server-security
| | storage

| | testrole




LDAP (SERVERS) All >> User Management >> Authentication

>> Authentication Domains LDAP (LDAP_DOMAIN) LDAP
Linux (CentOS 10)
2:CentOS 10 - Fedora

Lightweight Directory Access Protocol(LDAP)
CentOS Stream 10 LDAP

Linux OpenLDAP CentOS Stream 10
Fedora LDAP 389 Directory
Server(389 DS)

N

:389 DS CentOS Red Hat OpenLDAP

2

CentOS Stream 10 389 DS LDAP
1:CentOS 10 389
LDAP
1
1 1 1
CentOS APT CentOS Stream 10

dnf(Dandified YUM) yum



sudo yum update
sudo yum install net-tools

ifconfig IP

IP /etc/hosts
( test.XXxXxxxx.com) ( test)

sudo nano /etc/hosts

/etc/hosts

A5
ao

GNU nano 8.1

tori ] rea

.19 test . XXXXXXXXX.com

127.6.8.1 localhost 1 lhost.localdomain localhost4 localhost

localhost localhost.localdomain localhosté localhosté.localdomainé

s ¥ « - 1 1 ¥ ror ¥ T Yy 1 ¥ 1
----- ) ) ) 1 Dropel I | anad

/etc/hostname (test)

sudo nano /etc/hostname

GNU nano 8.1 /etc/hostname

sudo reboot

2:EPEL 389 Server



EPEL

389 Directory Server

sudo dnf install -y epel-release
sudo dnf update -y epel-release
sudo dnf install 389-ds-base

LDAP

sudo dscreate create-template ldapconfig.conf

(Idapconfig.conf)

sudo cat ldapconfig.conf

Idapconfig.conf

sudo nano ldapconfig.conf

[general]
config_version = 2
selinux = True
[slapd]

instance_name = localhost
root_dn = cn=admin
root_password = ciscol23



[backend-userroot]
sample_entries = yes
suffix = dc=xXXXXXXxxx,dc=com

localhost
( admin ) (
XXXXXXXXX.com )

localhost
LDAP

sudo dscreate -v from-file ldapconfig.conf

LDAP

ss -ntl

TE
TE
=
E
E
TE

N
M

CentOS LDAP 389 636

sudo systemctl stop firewalld

LDAP LDAP
LDAP

sudo ldapsearch -x ldap://localhost -b "dc=xxXxxxxxx,dc=com"



b “de=xxxxxxxxx,dc=com”

# LDAPv3

# base <dc=xxxxxxxxx,dc=com>

# filter: (objectclass=x)
# requ ing: ldap://localhost
i

# OOOOXX XX, com

dn: dec=oxxxxxxx,dc=com

# group 2O0O0O00XX, Com

dn: ou=groups, dc=xxxxxxxxx,dc=com

# pec B, XOOXXXXXX,com

dn: ou ple, de=xoxxxxx,dc=com

IM1SS10NS, XXXXXXXXX,COm

10NS, de=xxxXxxXxxxx,dc=com

B, XXAXXXXXXX,CcOom

le, dc=xxxoomxxx,dc=com

mo_group, Groups, xxxoomxxxx,com
_group, ou=Groups, dc=xxxxxxxxx,dc=com

ar result
search: 2

result: @ Succe

# numRespor

# numEntri

389DS LDAP
ou

ou ou ou

ou

389DS 389DS



https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html

3:LDAP

sudo dsidm <instance_name> group create (it)
localhost

sudo dsidm localhost group create

$ sudo dsidm localhost group create
[sudo] password for test:
Enter basedn : dc=xxxxxxxxx,dc=com

Enter value for cn : 1t
Successfully created 1t

s i

testuserl

sudo dsidm localhost user create



testuserl CLI

sudo dsidm localhost account reset_password uid=testuserl,ou=people,dC=XXXXXXXXX ,dc=com

sudo dsidm
<directory_instance> group add_member <group_cn> <user_dn>

sudo dsidm localhost group add_member it uid=testuserl,ou=people,dCc=XXXXXXXXX,dc=com

testuser2 bind_user

bind_user



Directory

sudo dsctl localhost restart

4:memberOf overlay

memberOf Directory

sudo dsconf localhost plugin memberof status
sudo dsconf localhost plugin memberof enable
sudo dsctl localhost restart

memberOf sudo dsconf
<directory_instance> plugin memberof set —scope <base_dn>

sudo dsconf localhost plugin memberof set --scope dC=XXXXXXXXX,dc=com

sudo dsidm <directory_instance> user modify <uid>
add:objectclass:nsmemberof memberOf

sudo dsidm Bocalhost user modify testuserl add:objectclass:nsmemberof
sudo dsidm Bocalhost user modify testuser2 add:objectclass:nsmemberof

DN memberOf sudo dsconf <directory_instance> plugin
memberof fixup <base_dn>
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