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Connection Request Policies

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.

Policy Name Status  Processing Order Source
[=fVitual Private Network (VPN) Connections Enabled 1 Remote Access Server(VPN-Di
[=fVirtual Private Network (VPN) Connections 2 Enabled 2 Remote Access Server(VPN-Di

I8 UC Sradiustest Enabled 3
J Use Windows authentication for all users Enabled 999999 Unspecified

Unspecified

Conditions - If the following conditions are met:

Condiion Value
Client Friendly Name UCSM
Client Friendly Name FI-*

[N

Network Policies

Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

Policy Name Status  Processing Order Access Type S
g vintual Private Network (VPN) Connections 2 Enabled 2 Grant Access R
I UCS-Admins Enabled Grant Acces

| £ Connections to Microsoft Routing and Remote Access server Enabled 999938 Deny Access U '

Windows Groups  AICOMPUTE\IRadius

Settings - Then the following settings are applied:

Setting Value e
Cisco-AV-Pair shell:roles="admin"

Access Pemission Grant Access

Authentication Method  Unencrypted authentication (PAP, SPAP) OR MS-CHAP v1 QR.LMS-CHA‘P vl (User... .,
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UCS-Admins Properties

Overview Condtions Constraints Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS A I} To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and
@ Standard then click Edi. i you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
Vendor Specific
Routing and Remote Access
Multilink and Bandwidth . )
Allocation Protocol (BAP) Attributes:
W IPFilters Name Vendor Value
|
. Cisco-AV-Pair Cisco  shellroles="admin"
& Encryption
:‘#j IP Settings

UCSMTDOERE

Al . All / User Management / RADIUS
» Authentication Domains General RADIUS Provider Groups RADIUS Providers FSM Events
aicompute
. . . Actions Properties
Same domain as in Windows
Create RADIUS Provider Timeout - |5
Create RADIUS Provider Group :
Retries =11
» LDAP States

» RADIUS Provider Groups
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Enabled Direction Action

Ir d
n - UDP-In) True Inbound
I

g - UDP-In) nbound
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