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& Enabled eu-central-1 (EU Region) a Mone Failed to get status
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<#root>
root@firepower:~#

netstat -anlp | grep EventHandl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 133064 4159/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.sock

<#root>
root@firepower:~#

Isof -i | grep conn

connector 5301 www 6u IPv4 471679686 0tO0 TCP f1irepower:53080->ec2-35-158-61-95.eu-central-1.compute.ama
connector 5301 www 8u IPv6 104710 0tO TCP *:8989 (LISTEN)

Z& 0O & /var/log/connector/ I RIFENTVET,
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<#root>
root@firepower:~#

curl | ocal host: 8989/ v1/ contexts/default/tenant

{"registeredTenantInfo":{"companyIld":"601143", "companyName":"1ab","domainName":"tac.cisco.com","
"Cisco - |ab"
’ll_idll:

"8d95246d- dc71- 47c4- 88a2- c99556245d4a"

,"spId":"AMP-EU"}]1}
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Account ID

8d95246d-dc71-47c4-88a2-¢c99556245d4a
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Cisco XDR

Cisco XDR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform ‘ J
to send high fidelity security events and observations to Threat Response.

Eventing

Eventing allows you to collect and view events in the cloud. - ) 4
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« FINARAID: €EF21T7T77A4T 74— )ILDFE, ZDIDIcurl -s
http://localhost:8989/v1/contexts/default | grep deviceld

_idll:"
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<#root>
root@firepower:~#

curl | ocal host: 8989/ v1/ cont exts/default

"statistics": {
"client": [
{
"type": "Events",
"statistics": {
"ZmgStat": {
"LastCloudConnectSuccess": "2025-01-21T10:03:13.7796779787",
"LastCloudConnectFailure": "2025-01-20T10:54:43.552112185Z2",
"LastCloudDisconnect": "2025-01-20T11:35:44.6063522717",

"Tot al Event sRecei ved": 11464,

"Tot al EventsSent": 11463
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<tfroot>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

u2dunp unified events-1.10g.1736964974 > ../full dunp.txt

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

cd ../instance-2

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-2#



Is -alh | grep unified_events-1.10g.1736

-rw-r--r-- 1 root root 8.3K Jan 5 08:19 unified_events-1.70g.1736064964
-rw-r--r-- 1 root root 5.0K Jan 7 23:23 unified_events-1.70g.1736292107
-rw-r--r-- 1 root root 16K Jan 10 03:17 unified_events-1.70g.1736393796
-rw-r--r-- 1 root root 4.7K Jan 12 16:02 unified_events-1.10g.1736630477
-rw-r--r-- 1 root root 4.8K Jan 13 11:10 unified_events-1.10g.1736766628
-rw-r--r-- 1 root root 5.5K Jan 14 22:41 unified_events-1.70g.1736865732

-rw-r--r-- 1 root root 5.5K Jan 15 18:27 unified_events-1.10g.1736964964
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081/instance-2#

u2dunp unified_events-1.10g.1736964964 >> .. /fulldunp.txt

« BAARY K

FTRTOBRAARY MFQBEE N, SSXERTXDRIZEKRTRENET, FA—REIZOJ T, %
EDARYNITZINEENTVD L ZHABLET,

<#root>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081#

grep -i "ips event count: 1" full dunp.txt

IPS Event Count: 1
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<{froot>

"FileEvent":

{

“Subtypes”:

{
“FilelLog”:
{
“Unified2ID”: 500,
“SyslogID”: 430004
3,

“Fi | eMal war e”:

{

“Unified2lD': 502,

“SyslogID”: 430005
}
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<#root>
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081#

cat fulldunp.txt | grep -A 11 "Type: 502"

Type: 502(0x000001f 6)

Timestamp: O

Length: 502 bytes

Unified 2 file log event Unified2FiTlelLogEvent
FiTePolicy UUID: f19fb202-ac9e-1lef-b94a-c9dafad48lcf
Sensor ID : 0O

Connection Instance : 1

Connection Counter : 5930

Connection Time : 1736964963

File Event Timestamp : 1736964964

Initiator IP : 192.168.100.10

Responder IP : 198.51.100.10
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URL_SI_Category
DNS_SI_Category
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