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Cloud Services for XDR BETA - TAC Org

Cisco XDR

Cisco XOR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform -
to send high fidelity security events and observations to Threat Response

Eventing

Eventing allows you to colléct and view events in the cloud .' ) L

ATY T 3 :SSXICBBRENTVWATFNA AN RTREND L EZRRBTEET,

ARYRNBGEFIATIFATIF—INTNA AL > TEBENE T, RORICTRIT LS,
SSXR—=BRILTARY NIBBL, FNA AN SSSXIZEFENLLARY NEBIELET,

sHE e Sacyrity Services Exch nNge Devices Cloud Services Events Audit Log 9 =
Clsco
Event Stream for Sourcefire Support
T B 08/04/2020, 18:50 - 08/05/2020, 18:50

0 Rows Selected

No 52 [ [uerrpeees I
o e » | [
Mo (i [ e B 0
Mo N P [ e B -

tF21)FT 14957 RFEMESCC/ICDONDT/NA AN EF
ATYT7 1 ERALTLVARETROURLIHAAECATVNS L ZRELET
KE O :

+ defenseorchestrator.com

* edge.us.cd o.cisco.com

EUh s


https://admin.sse.itd.cisco.com
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/cisco_security_cloud/about_cisco_regional_cloud.html

- defenseorchestrator.eu ( K& )
» edge.eu.cd o.cisco.com
APJC 15
* apjc.cdo.cisco.com
* edge.apjc.cdo.cisco.com
F—ANZV T :
* aus.cdo.cisco.com
1> Rt :
* in.cdo.cisco.com

AT Y7 2: Security Cloud ControllcBEILET (VR #EICE>TELEYET ), chil
& V)., Security Cloud Control{ i 2 iBIRTE X T,

‘tieco. Security Cloud Control

Select an organization *

&> Organization

) d-— Morth | (1 Search for an organization

America

Create new organization

l:- - North America

ATV 7 3 BYAEBZIREIRL 25, Products > FirewallZBEL, TNA AN T TILELETS
NESHZRELET., FELEVIESE. Security Cloud Control(Cisco Defense
Orchestrator)lC AV AR—F 4 T TEET, TDLHIZEE. Overall Inventory TView all
Devicesz 7)Y IO L&T,

%5 Home


http://security.cisco.com/%C2%A0

Auto discover from Cisco Use Credentials
Security Cloud Onboarding a device using an IP
Auto discover and auto onboard On- address or host name and a username
Prem FMCs integrated with Cisco and password (Version 6.4+)

Security Cloud
Firewall Management Center
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Security Devices
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FTD

Onboard FTD Device

Follow the steps below

£ Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch
— provisioning method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device
manager will no longer manage the device, and all existing pelicy cenfigurations on the device will be lost except for the basic interface

Firewall Threat Defense configurations. Therefore, you must configure the policies from the corresponding manager.

=] = =
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
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AT ¥ 71 : Secure Firewall Management Center T, Integration > SecureXDJEICEEL £9,

HI‘EWd” M_a nl._d'_ge ment Center Overview Analysis Policies Devices Objects Imtegration
SecureX Setup SecureX Intelligence
Security Analytics & Logging Incidents

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. | Other Integrations Sources

ATV 72 HAlOEE%1EIRL . Enable SecureXZ2 7Y O LET,

Firewall Management Center

tegration [ SecureX

Overview Analysis Palicies Devices Objects Integration

SecureX Integration

SecureX Setup
This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more 4

1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as
well as data generated by the Cisco Success Network and Cisco Support Diagnostics
tools.

Current Region us-east-1 (US Region)

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of
each page. Learn more [

[ Enable SecureX [ ]
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Welcome to the Cisco Security Cloud

Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. Itis a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
* Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
* \iew events in the cloud
+ Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SS0) user account.

If you don't already have a Cisco 5SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco S50 account, please proceed below to choose or
create a free SCC account to register your FMC.
Let's get started!

1 2

Sign Up/Sign In with Cisco S50 Register FMC with a SCC Tenant

Continue to Cisco SS0O

o
Cisco XDRZfEH 9§ 57.6.x2A&
AT Y 71 : Secure Firewall Management Center T, Integration > Cisco Security Cloud®
JECBBLET,



~ Integration

Dynamic Attributes Connector [JIEUE Intelligence
Cisco Security Cloud Incidents
Security Analytics & Logging Sources
Orther Integrations Elements

Settings
AMP

AMP Management

Dynamic Analysis Connections
ATV 72 #Y&)—2 32 %#IRL T, Enable Cisco Security CloudZ 2 Y VL& T

AT ¥ 7°3:Enable Cisco Security CloudZ 2 ') ¥ 9% &, Cisco Defense Orchestrator
AuthenticationR—2 (EZFIVFAIVTIRGFA AV ZER ) ICVA AL I RNENEKT
o JRIZ, Continue to Cisco SSOZ O UYL &E T,
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ATY7 5 BYBTFMNEBRL, COR—ZTEEFEITHI—RAFMCTERFE IS I—RE
—HIB L EHRALET, —HITZBEE. [FMCOEFZ]ZIIYILET,

Grant Application Access X

Please verify the code provided by SecureX.

9C1FECS5Z




Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

9CTFECS2

FMC would like access to your SCC tenant danieben.
» Users: All internal users in FMC will have read-only access to this
SCC tenant.

« Data: FMC will be able to collect data using SCC APls.

The FMC will be registered with tenant danieben

FI)E 6 : Security CloudB 4 A ILF o ¥ EADLTHEERRELET, TRTTdE,
FMC#*Cisco Security Cloud\ DERZEARE N L ZRTERBIRTENET,

Ilir
CISCO

Welcome to Security Cloud Control

You have successfully authorized your FMC to register with Cisco Security
Cloud, you may now close this tab.

FIR7 : BAAFZETLES, FMCIZRY ., 977 RICEFBIDARV M EBRL, ETLES
Savez V)Y ILZET,

ATY 7 8:SecureXF—TARL—23a>0BEML (XDREEL ) ZBIRTEXT,



AT Y 7 9 : XDR > Administration > On Premises ApplianceD |BIZBE&L T, 7754 7>
BELET, choFEFHHNICEBREENTVRHENHYET,

AT Y 7 10 : XDR > Administration > Integrations® JIE(Zi#3R L. Secure Firewall IntegrationZ
Z—=7ILIZLET,

Secure Firewall

4 Clsco Managed

Secure Firewall (formerly Firepower) provides complete
and unified management over firewalls, application

control, intrusion prevention, URL filtering, and

advanced malware protection.

Free Trial Get Started

ATY 7101 HEICRHEEY)HT, +AddZI VY I LET,



ADD INTEGRATION

Integration Name

Secure Firewall CDO Integration

Name Version Status Description

AMP 7.2.5-208 (%) Registered JMX2716X2M1
MexAmp-FTD .2, [¥) Registered L MexAmp-FTD (FMC managed)

mexMEX-AMP-FMCmex @ Registered A mexMEX-AMP-FMCmex

Rows per page | 30 v | 1-30f 3

Create Dashboard
Create a dashboard of the tiles associated with this integration, which can be shared by all members of your organization.

COMEICKY), XDRANDAEEXREE BRI ENTEXT,

FiE2 ( BEHEE ) XDROA VI F U N E@RILT S

% 7E:Secure Firewall, XDR, Cisco Defense Orchestrator(CDO), Security Services
Exchange(SSX). & & UfSecurity Analytics and Logging(SAL)DREIN S — AL ABHKE &R
AMTBICEE, FENYEDINFBETT, cOTOEATIE, Cisco TACICERKL T, BE
BEREERXYVEVTZETLET,

AT Y7 1:CiscoXDRICARY NZ2EZE TSIk, CDOF7 AT MIZSecurity Analytics and
LoggingZ 4 £ AN BETT,

ATYT 2: FTTS4A4T > A%ESSXE & USecurity Cloud Controll- B3 2 IZI&, BIIRDOFIE%E
FRALTLEZL,

ATYT3:ZTLES, ChsDOFMZETACICELE L. Security Cloud Control/SAL%Z XDR
AnalyticsiC U2V TRV IITARLTLEEZ L,

« CDOTF+ > KID
« CDO%&

- XDR#E#ID

« SSXTF+ > KID
« SSX&

« SCA#E#&ID

AT Y7 4:CDOT AT MHXDR Analytics R—ZILICU 2 IEhTVWB L ZRABLET,

CDOR—%JLZXDR AnalyticsiC ) > 73 BRIk, ROKSIZHEYET,
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Jobs
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Defense Logs
Change Lo
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Firewall Threat Defense
Insights &
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A

Events & Logs

V2ONTETITRE, XDROMAR—ZILICBETED AT a2V FRRENET,



Uity sCC

_— Events & Logs X
a Events
Dashboard Event Logging
Jobs
-
Multicloud Secure Cloud Analytics
Defense
Monitor Lngﬁ
Change Log
_' Firewall Threat Defense
Insights &
Reports
A

Events & Logs

AT Y75 : XDR Analytics 7 7777 > N %& Security Cloud Control Portal(CDO)IZ) > o L =5,
XDR Analytics ¥ XDRE A ENTVWB L ARDTILENFHYET, TOLEDHIZIE, XDR
Analytics TSettings > Integrations > XDRMD JEIZ#E L . XDR Integration " &N F T Y IX—7
CB2THY ., MEED 21— IHNELVXDRIEBZIEL TWA L E2RERELE T,



XDR

Integrations

~ Cisco XDR Integration

Status: Enabled

EE_I},\

EFXFIATT7ATIAF=IINHFARN (RLVIVITELEEBRAN) ZERTDEZRIALET,
BAARYNIDOWTE., XOFHICBEBLET, BH>7 7 A4 )L>Malware Events T, RAAN
> NDBAE. Analysis > Intrusion > EventsiZ BB L £,

g

FTSSXADTFNAADNEF, £V IVODATY TATHEATATVDIELSIZ, /1R MHFSSXAR
—Z)ICBFEINhTVWDREZRIELET,

Cisco XDRA Y 2 A R— RIZEBAIRRENTVAR L Z2BFTITH A, APIOT ZHIBL T,
APIEEENRAZR/ELE T,

ITRTOTFURAELKD 2 9ENTVB L Z2BALET. BENF $35FER. TACT—RA
BA—TL, ROFMBERERELET,

« CDOTF > ~ID
- CDO%

- XDR#E#&EID

« SSXTF 2 K~ID
« SSX#

- SCAME#ID

NI BN
EroBEORKRE

action_queue.log7 7 1 LA 5 — M B EREEZRETEER T, BEFr RELLEBEESRE. XROKX
SEAVNT7TFANIFETDEEHRTEET,



ActionQueueScrape.p1[19094]: [SF::SSE::EnrolTment] canConnect: System (/usr/bin/curl -s --connect-timeo

CDFZE. BTOA— R2BBBBENFZALTINIB 2 EZEBRL, 412 X—FY MADOES
ZHRRIDIVENBYVET, &, BTOD—REERTENDIBENHYET, Chik, DNSH
AROEBEEZERLET

DNSHFRIZ & B DO EE

ATV 1 BEAERECBRELTVRCEZRAELET,

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443

* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'

RXOH A, 7F/VA4 AHURL https://api-sse.cisco.comZ R TERVCEZRLTVWET, D
HE. BYBEDNSH—/\AEBREENTVWBREZRIETIHEN HYET, CcOY—/NF, I+
AIN— KCLIN SnslookupZ EA L THREIETEE I,

root@ftd0l:~# nslookup api-sse.cisco.com
;; connection timed out; no servers could be reached

XOHBDE, BESNEDNSICEELTVWEWVWCEEZRLTVWET, DNSEREZERTDICIE.
show network Y > REFEAL £ T,

> show network
[ System Information ]

Hostname : ftdol
DNS Servers I X.X.x.10
Management port : 8305
IPv4 Default route
Gateway ToX.X.x.1
[ ethO ]
State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address ToXix:ix:x:9D:A5
—————————————————————— [ IPV4 J-—-——-— -

Configuration : Manual


https://api-sse.cisco.com

Address T OX.X.X.27

Netmask 1 255.255.255.0

Broadcast T X.X.X.255
—————————————————————— [ IPv6 J--——-—--—————mm— oo ——
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

COBITIE, BROIEDNSH—NAFEAETATVET, XOIONY RTDNSRELZZEETEET,

> configure network dns x.x.x.11

COEGREZBETANL, SERERNIKILET,

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/
Trying X.X.X.66...
Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)
* ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40: !EXPORT56: !aNULL: !LOW:!RC4:@STRENGTH
successfully set certificate verify locations:
* CAfile: none
CApath /etc/ss1/certs
* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSvl.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSvl.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com

* start date: 2019-12-03 20:57:56 GMT

expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
> GET / HTTP/1.1

> Host: api-sse.cisco.com
> User-Agent: curl/7.44.0
> Accept: */*
>
<
<

HTTP/1.1 403 Forbidden
Date: Wed, 08 Apr 2020 01:27:55 GMT



Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

A A ANANAANANAANNANNA

SSXR—ZRIIADBRICETHHEE

FMC& Secure Firewall Dl S &€, BEBA VX —T7 I 4 ATSSXURLANDEHEAN VETT, i
ZTANTBICE, Firepower CLITIL—KRFIOEATROIAN RZABDLET,

<ffroot>

curl -v https://api-sse.cisco.com providers/ssel/services/reqgistration/api/v2/clients --cacert /ngfw etc/

curl -v https://est.sco.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://eventing-ingest.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://nmx01.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

RO RzERATDE, AAETFIY VZNAINATERY,

root@ftd0l:~# curl -v -k https://api-sse.cisco.com

Rebuilt URL to: https://api-sse.cisco.com/

Trying X.x.x.66...

Connected to api-sse.cisco.com (x.X.x.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSvl1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Certificate (11):


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):

* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AAANANAANANAANAANAANAANAYVY YV V VYV

N FARNSSREEE NI/ X — R ESIXTREENBEOTRAVNH. 403
Forbiddeny, EWS XY E—IARFENTTHN, ChBEGZRIAITDILOICTITHS
CERTHLTVET,

SSEConnector® IR EE N FEER

RICRT LRSI, ARV 2O7ONT 1 2HBTEET,

# more /ngfw/etc/sf/connector.properties
registration_interval=180
connector_port=8989
connector_fqgdn=api-sse.cisco.com

SSConnector& EventHandler® B DL 2R T A ICE, XROON RZEFEHATEER T, #EBHN
ELLBEVEEOHZRIZALET,

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 3022791165 11204/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnecto



BIENEEBEOHITE, ARNV—LAAT—R AN connected TH D _ ENBRTEERT,

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock

unix 2 [ ACC ] STREAM LISTENING 382276 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

unix 3 [ ] STREAM CONNECTED 378537 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

SSXAR—ARJLECTRICEBET N =T —X DR

A4 X2 N %Secure Firewall7 /N4 AA 5SSXIZEE T B IC . https://eventing-
ingest.sse.itd.cisco.com& OB TTCPEGHNBIUL T NDIMVENHV)ET., XOHlE. SSXIR—Z)L
& Secure FirewallE DB THRIE AR VESRZTRLTWVWET,

root@firepower:/ngfw/var/lTog/connector# 1sof -i | grep conn
connector 60815 www 10u IPv4 3022789647 0tO0 TCP localhost:8989 (LISTEN)

connector 60815 www 12u IPv4 110237499 0tO TCP firepower.cisco.com:53426->ec2-100-25-93-234.compute-1.a

connector.logA v T, ROBEZITVET,

time="2020-04-13T14:34:02.88472046-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:co

time="2020-04-13T14:38:18.244707779-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:42:42.564695622-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:47:48.484762429-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:52:38.404700083-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:

~ A RTRETNDxxx.2468 KW 1x.xx.246DIPF7 R L Al&https://eventing-
ingest.sse.itd.cisco.comliCcBL TWA CENBEETNBIMLEBENf HBDEITFELTLSEEY
o CNHA, IPFRLADKDYICURLICEDVTSSXR—RIADKNT 714y O &HFTTS
CENMBENDIEHT,

COEHEABILENBVEE, ARV BNESSXR—FILIZEEENERA, RIC, EF21T77T77
AT 74 —=)LESSXR—RIIOEICHULE NI ELEDOHZRLET,

root@firepower:# 1sof -i | grep conn
connector 13277 www  10u IPv4 26077573 0t0 TCP Tocalhost:8989 (LISTEN)

connector 13277 www 19u IPv4 26077679 0t0 TCP x.x.x.200:56495->ec2-35-172-147-246.compute-1.


https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com

T /N4 A(FTD)% Security Cloud ControllC & T& 4 \)

7*/\ 4 A% Security Cloud ControlliCE & TE X VEEE. BEYIBCDOTT > M OERNIHSD
EEBABLET,

ELWURLZ®FET 2k, Administration > Firewall Management Centerl_#& L, Cloud
Delivered FMCZZBIRL £ F, BENDALICHARARNEARRTENKT,

admin@exAmpFTD:~$ nc -vz XXXXXXXX.app.us.cdo.cisco.com 443
Connection to XXXXXXXX.app.us.cdo.cisco.com 443 port [tcp/https] succeeded!

TN TECDONDEROBEANRET DB EEF, R—R8SHAFRAVTVS L ZRRBLET, C
hEEGBEOHTT,

admin@AMP-DMZ-FPR:~$ sudo tail /ngfw/var/log/messages

Jan
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Jan
Jan
Jan
Jan
Jan
Jan
Jan

25
25
25
25
25
25
25
25
25

18:
18:
18:
18:
18:
18:
18:
18:
18:

48:
48:
48:
48:
48:
48:
48:
48:
48:

56
56
56
56
56
56
56
56
56

AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR

SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:

[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]

sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:

TINAADR2IZSSXT T MNZERENTVS

FMCA'BRENTWVWBSSXT T N E2BFTEXT,

sf_peers [INFO] Peer xxXxXXXXX.app.us.cdo.ci

sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl

admin@fmc01l:~$ curl localhost:8989/vl/contexts/default/tenant

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Connect to XXXXXXXX.app.us.cd
Initiate connection using res
Initiate IPv6 type connection
Initiate IPv4 type connection
Initiate IPv4 connection from
Initiating IPv4 connection to
Wait to connect to 8305 (IPv4
Connect to x.x.x.51 failed on

{"registeredTenantInfo": {"companyId":"689xxxxx-eaxx-5bxx-blxx-a7662axxxxx","companyName":"XDR BETA - TA

SSXTF Y RHFELKBWEA, P75/ TV AESSXLBRTDFIREBRTIZLEN 5 )
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