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» Cisco Threat Response ( CTR )

CORFIXNDERIE., BEODTSRREBICHADTF/NAAZEIVWTERENELE, COR
FIAIXKRTHERATEDIINTOFNA R, JUTRBZ(F72IK)E ETVE%’EE%#“LTV?
o ABBHOZRY RD—I T, EBOVVRICK>TRERCD RN HZD2EEE T OER
<kEEL,



INY DT ZI2 R

1J1) —A7.2Tl&. Secure FirewallA"Cisco XDR® & T¥Cisco XDR Orchestration& & & N 5%

FEEETIhTVWET,

Bt

Cisco XDR#%E4 . Cisco XDRA— AKNL—2
a>voRE

We have streamlined the SecureX integration process. Now, aslong as
you already have a SecureX account, you just choose your cloud
region on the new Integration > SecureX page, click Enable SecureX,
and authenticate to SecureX. The option to send events to the cloud, as|
well as to enable Cisco Success Network and Cisco Support
Diagnostics, are a'so moved to this new page. When you enable
SecureX integration on this new page, licensing and management for
the systems's cloud connection switches from Cisco Smart Licensing
to SecureX. If you already enabled SecureX the "old" way, you must
disable and re-enable to get the benefits of this cloud connection
management. Note that this page also governs the cloud region for and
event types sent to the Secure Network Analytics (Steathwatch) cloud
using Security Analytics and Logging (SaaS), even though the web
interface does not indicate this. Previously, these options were on
System > Integration > Cloud Services. Enabling SecureX does not
affect communications with the Secure Network Analytics cloud; you
can send events to both. The management center also how supports
SecureX orchestration—a powerful drag-and-drop interface you can
use to automate workflows across security tools. After you enable

SecureX, you can enable orchestration.
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https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/release-notes/threat-defense/720/threat-defense-release-notes-72/features.html
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SecureX Setup Cisco Cloud Support
This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX The Management Center establishes a secure connection to the Cisco Cloud o that it can participate in

additional service offerings from Cisco. The Management Center will establish and maintain this secura
connection at all times. You can twm off this connection at any time by disabling Cisco Success Network and
Cisco Support Diagnostics. Disabling these services will disconnect the Management Genter from participating in
these additional cloud service offerings.

ribbon. Leam more [3

Cloud Region This setting determines where svents are sent 1o, if configured 10 send
1o the cloud, as weill as data generated by the Cisco Success Netwark

and Cisco Support Diagnostics tools.
» Enable Cisco Success Network

Current Region us-gast-1 (US Region)
» Enable Cisco Support Diagnostics

SecureX Enablement After completing this configuration, the SecureX ribbon will show up at
the bottom of each page. Leam more [

A SecureX is enabled for US Region. You will need 1o save your
configuration for this change 1o take effect

Event Configuration Send events to the clowd
Intrusion events
File and malware events
Connection Events
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4 Orchestration Enable SecureX orchestration to allow SecureX users to build automated

workflows that mteract with vanous resources in the Secure Firewall m m

Manaoement Center. Learn more £
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Grant Application Access

Please verify the code provided by the device.

21D41262

The application FMC would like access to your SecureX account.

Specifically, FMC is requesting the following:

casebook: Access and modify your casebooks

enrich: Query your configured modules for threat intelligence (enrich:read)
global-intel: Access AMP Global Intelligence

inspect: Extract Observables and data from text (inspect:read)
integration: Manage your modules (integration:read)

notification: Receive notifications from integrations

orbital: Orbital Integration.

private-intel: Access Private Intelligence

profile: Get your profile information

registry: Manage registry entries (registry/user/ribbon)

response: List and execute response actions using configured modules
sse: SSE Integration. Manage your Devices.

telemetry: collect application data for analytics (telemetry:write)

users: Manage users of your organisation (users:read)

Authorize FMC Deny
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