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Custom and External URL Categories: Add Category

Edit Custom and External URL Category

2.3 1 Category Name: | [windows Update URLS
Sort URLs
Click the Sort URLs buttan to sort
2l site URLSs in Alpha-numerical
order.

Comments: 7
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

|

> Name: (7' [MS Update No Auth ]

TETTTY IO,

Description:

User Identification Method

@
)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

> ion and 1: .20 | Exempt from authentication / identification v

i e T ot Tcation Profile requires authentication on all
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ #| = Advanced  |Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
3.10 »| | URL Categories: Windows Update URLs
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above,
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Decryption Policy: Add Group

Policy Settings

Enable Policy

4.3 { Policy Name: .7 [ Bypess Ms Update oP ]
TEg Ty TT PO,
Description: |
| P
(Maximum alfowed characters 256)
4.5 [ insert Above policy: | 2 (Global policy) ~ ]
icy Expires:
() set Expiration for Policy
On Date
At Time:
Policy Member Definition
Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.
4.6 { Profiles and Users: | | gelect One or More Identification Profiles ]
Identification Profile Authorized Users and Groups Add Identification Profile
a.7 { MS Update No Auth v] No authentication required 7

A A=

A7
wER

AT Y
vay

A A=

AT Y

Authentication nfarmation may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

i(see Web Security Manager > Defined Time Ranges)

URL Categories: URL Categeries Windows Update URLs in Identification Profile MS Update Ne Auth ]

SR ) S —DER

T412EB TR —R—=JOURLZ ANEZD)TT, ZOHFLL
DS—ICHEERFSNTVWRA U 020UV ILET,

7°4.13:SelectPassiZ l&. Microsoft Updates URLATIU DT &
FHYETS,

Decryption Policies

Add Policy...

Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth Monitor: 1 {global policy) (global policy) G o
Tdentified users
Global Poli Monitor: 81
Identification Profile: All Decrypt: 4 =i Ll

y Order...

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
Use Override Global Settings
sﬂ:il:\;ls Pass Through | Monitor  Decrypt = Drop ?  Quota-Based = Time-Based
2] 5] (=] =] ©
Category Category Type  Select all Select all Select all  Select all | Select all (Unavailable) | {Unavailable)
) windows Update URLs Custom (Local) - ‘f . -

| submit |

CURLATIVDOTFT 23> 0ONAAIL—DERE
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Access Policy: AP Windows Update

Enable Policy

> Policy Name: ./ [ ap windows Update ]
(e.g. my IT policy)

@
Description:
@ { Insert Above Policy:
Policy Expires:

(Maximum gllowed characts 19}

1 (Global Policy)

Set Expiration for Palicy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the fallowing options. All criteria must be met for the policy to take effect

r Profiles an:

L

d Us

R Select One or More Identification Profiles ]

Identification Profile

I

e the Advanced options ta define ar edit membership by protocol, proxy port, subnet, Time Range, destination (URL
ategory), or User Agents.
The following advanced membership criteria have been defined:

HTTP/HTTPS/FTP over HTTP in Identification Profile MS Update Mo Auth

Authorized Users and Groups Add Identification Profile
—_—

Mo authentication required

Protocols:

6]00)

Proxy Ports: None Selected

Subnets: None Selected

Time Range: No Time Range Definitions Available
(spe Web Security Manager > Defined Time Ranges)

URL Categories: URL Categories Windows Update URLS in Identification Profile MS Update No Aum]

AX=D TOEARIS —OFEK

AT Y 7 512 : Access Policies®—< MURL Filtering® T T, COFFL
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Access Policies

Protocols and
Order | Group. User Agents

5.12 -

pplications  Objects Anti-Malware 8nd Reputation HTTP ReWrite Profile Clone Policy | Delete

Block: 6 5 P
ontor: 31g | (91008l palicy) | {global policy) {global policy) G | ]

Block: § Web Reputation: Enabled
Monitor: 318 e blocked ftems | Secure Endpoint: Enabled Nene
: Anti-Malware Scanning; Enabled

oL PN s No blocked items  Monitor: 85

Access Policies: URL Filtering: AP Windows Update

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Ail other categories are not applicable for this policy

Use rride Global Settings
it |
SE;I:‘;E Block  Redirect Allow 7 | Moniter  Warm (7. Quota-Based = Time-Based
513 29y O 1O O -] ©
Category Category Type | Select all | Selectall Selectal] Selectall [Selectall Selectall (Unavailable) | (Unavailable)
€ Windows Update URLS Custom (Local) - | v - -

;J E

AX—=Z URLATFIVOT VS I VHFAIORKE

AT Y7 515 : Access Policies’R— M Applications® T T, < DFL
W7 OEARV—ICHERGFSATWA U OZOUYILET

Access Policies

Add Policy...
Pratecols and
Order Group User Agents URL Filteri Applications  |Objects Antl-Malware and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
5.15 1__ Identification Profile; MS Update No Auth | (global policy) | Allow: 1 || Monitor: 324 [(global policy) | {global policy) (glabal policy) [ ] ]
. T TCET T, >

G - Wel Reputation: Enabled
Mgﬂuf:m\m‘ Profile: All No blocked items | Monitor: 85 | Monitor: 324  No blocked items  Secure Endpoint: Enabled None
§ Anti-Malware Scanning: Enabled

4 X—= — Application Visibility and Control® fR &

AT Y 7 5.16 : Edit Applications Settingstz9 > 3> T, Define
Applications Custom SettingsZi#RL £ 7,

ATYTBAT T 7TV —23a > 0OfELI3> T, Games7 7)o —
AVOIRNTCEEERIVYOIL, FoO>ava7OYIICKRELE
9,

AFY 7518 [APPLY] 29 Uv 9L %Y,




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

Applications Info I

| Browse Application Types |

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration 8 Monitor
Edit all
aan Enterprise Applications (:’ 6 Monitor
Edit all.

& Bandwidth Limit: No Bandwidth Limit
an Facebook

) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
a“,, Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block

Edit all...

ARXR=D ADOTF7TVr—>a>F7o>arya70Y JICKRE

~

ATY 7 519 : FICAYAO—J)L L TRange Request Settings for Policytz
223aICBE L. Forward range requests ' iBIRe hTWB Z L & HE
wLET,

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests o

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (#

Enter a newiline delimited list of clients or . Regular expi are accepted.

[ cancel |
ARX=D RIS —DOEHERERDRE
ATY 7520 :[Submit]f 2V UYILET,
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Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputation  HTTP ReWrite Profile Clone Policy Delete

AP Windows Update —_—

1 Identification Profile: MS Update No Auth | (global policy) | Allow: 1 Monttor, 318 | (@lobal policy) | (global policy) (global policy) G -]
All identified users

Web Reputation: Enabled
f.%".'..':’mw . No blocked ftems | Monltor: 85 [Manitor: 324)| No blocked items | Secure Endpoint: Enabled Hone
5.21 2 Anti-Malvare Scanning; Enabled

R-F7ALNOTIORARIS—=F7VTr—32KE




ATY 7 522 : FICAYO—J)L L TRange Request Settings for Policytz
2> 3a2IZBE L. Do Not Forward Range Requests A" EZRE h T\ %
CEEERLET,

ATV 523 . EEEEELET,

TOEAOVDEE

TOERAOTASOEBREEREZ LV FAICIEETDLEDIC, ROAARARLT A —)LRZENTE
£9,

(9547 hOEE= %<EE - ] ??TT?Fh‘E*bt%ﬂlﬁl’&i‘%i‘bi?(/\

AoO—RENLEADTIOVOHFAX (N

=0 - .
[content= %>Content-Length:] N)ERRLET

SWATZ 7 tAOTVICHARRLT 1 =)L RZEMTDHFEOFHMIOVTRK, "7o2EAO0T 0N
77 =RANFGX—=ZDRE | 2L TLEE L,

RREL

RXOCURLON > RZFEAL T, @EERESWAILERFLET,

curl -vvvk -H "Pragma: no-cache" -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.d1.del

CURLOE A S, HTTPISENHTTP/1.1206THBD CEANDAVET,

Host: catalog.sf.dl.delivery.mp.microsoft.com
User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V VV V V V VYV

Request completely sent off
HTTP/1.1 206 Partial Content

A

TOEAOTAS, 79332 HTCP_CLIENT_REFRESH_MISS/206T% % L 2R TE XY

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
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