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3640 JL—2Z

Current configuration

!

version 12.4

servi ce timestanps debug uptinme

service timestanps | og uptine

no service password-encryption

!

host nane 3640

!

!--- The username and password 1is used during local
authentication. username rtpuser password 0 rtpuserpass

!--- Enable AAA. aaa new-model

!--- Define server-group and servers for TACACS+. aaa
group server tacacs+ RTP
server 10.14.14.3

l-—-- In order to set authentication, authorization, and
accounting (AAA) authentication at login, use the aaa
authentication login conmand in gl obal configuration
nmode

aaa authentication login default group RTP local

aaa authentication login userauth local

aaa authorization exec default group RTP none

aaa authorization network groupauth local

aaa authorization auth-proxy default group RTP

enabl e secret 5 $1$CQHCIR/ 07u44E2JgVuCs OUWIGL

enabl e password ww

!

i p subnet-zero

!

!--- Define auth-proxy banner, timeout, and rules. ip
auth-proxy auth-proxy-banner http AC

Please Enter Your Username and Password:

AC

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify |og

ip audit po max-events 100

cns event-service server

!
!--- Define ISAKMP policy. crypto isakmp policy 10
hash md5

authentication pre-share

group 2

!--- These commands define the group policy that !--- is
enforced for the users in the group RTPUSERS. !--- This
group name and the key should match what !--- is

configured on the VPN Client. The users from this !---
group are assigned IP addresses from the pool RTP-POOL.
crypto isakmp client configuration group RTPUSERS

key ciscol23

pool RTP-POOL
!




!--- Define IPSec transform set and apply it to the
dynamic crypto map. crypto ipsec transform-set RTP-
TRANSFORM esp-des esp-md5-hmac

!
crypto dynamic-map RTP-DYNAMIC 10

set transform-set RTP-TRANSFORM

!

!--- Define extended authentication (X-Auth) using the
local database. !--- This is to authenticate the users
before they can !--- use the IPSec tunnel to access the
resources. crypto map RTPCLIENT client authentication
list userauth

!--- Define authorization using the local database. !---
This is required to push the 'mode configurations' to
the VPN Client. crypto map RTPCLIENT isakmp
authorization list groupauth
crypto map RTPCLIENT client configuration address
initiate
crypto map RTPCLIENT client configuration address
respond
crypto map RTPCLIENT 10 ipsec-isakmp dynamic RTP-DYNAMIC
1

interface FastEthernet0/0

ip address 10.31.1.111 255.255.255.0

ip access-group 118 in

no ip directed-broadcast

!--- Apply the authentication-proxy rule to the
interface. ip auth-proxy list_a

no i p route-cache

no i p nroute-cache

speed auto

hal f - dupl ex

!--- Apply the crypto-map to the interface. crypto map
RTPCLIENT

1

interface FastEthernetl/0

i p address 10. 14. 14. 14 255. 255.255.0

no ip directed-broadcast

speed auto

hal f - dupl ex

1

!--- Define the range of addresses in the pool. !--- VPN
Clients will have thier 'internal addresses' assigned !-
-- from this pool. ip local pool RTP-POOL 10.20.20.25
10.20.20.50

ip classless

iproute 0.0.0.0 0.0.0.0 10.14.14.15

ip route 10.1.1.0 255.255.255.0 10.31.1.1

!--- Turn on the HTTP server and authentication. !---
This is required for http auth-proxy to work. ip http
server

ip http authentication aaa

!

!--- The access-1ist 118 permits ISAKMP and IPSec
packets !--- to enable the Cisco VPN Client to establish
the IPSec tunnel. !--- The last line of the access-1list
118 permits communication !--- between the TACACS+
server and the 3640 router to enable !--- authentication
and authorization. All other traffic is denied. access-
list 118 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111




access-list 118 permit udp 10.1.1.0 0.0.0.255 host
10.31.1.111 eq isakmp
access-list 118 permit tcp host 10.14.14.3 host
10.31.1.111

]

!--- Define the IP address and the key for the TACACS+
server. tacacs-server host 10.14.14.3 key cisco

]

line con O

transport input none

line aux O

line vty 0 4

password ww

!

end

VPN Client 4.8 OFEE

VPN Client 4.8 ZBRET B LEHICCNSODATYTZETLTRE L.

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZ#IRL £,
2. [New] Z21Jv 2L T, [Create New VPN Connection Entry] V4 > RUZBHE X T,
# status: Disconnected | ¥PM Client - Yersion 4.8.01.0300 b _-Jﬂ.l)ﬂ

Connection Entries _Status Certificates Log Options Help

ﬁ] £ = e N Cisco Srsrems
v i |

Connect M ew Impioet bl cuckify Delate
Connection Entries | Cerificates | Log I

Connection Entme ° Huost Transport

4 | 2

| Mok connected. | z

B.ERIVNUDBMEFBAZANLET, RANRYTATIL—ZOAMIP T RLAZA
ALTTEV, TALS VPNIIIL—TEBHLTNAT—RZADL, TSAVES 0V
7 LTTREL,




# ¥PN Client | Properties for "vpn™

Connection Entry: [

Description:

Host: 110.31.1.111

Authentication ITranspnrt Backup Servers I Dial-Up |

' Group Authentication i Mutual Group Authentication
M arne: RTPUSERS
FPazsword: Y

HEREENEE

Canfirmn Pazsword:

" Certificate Authentication

Name:l ;I

[ | Send CA Certificate Chain

Eraze lUzer Pazsward | Save

4. FERITHEHEZIVYIL, VPNClient DXA2 J4 2 RN S [Connect] 20V UL

79,
=10 x|
Connaction Entries. Stabus  Cerbificates Log Options Help
o £ ho= m Cisco Srsrems
2 B 3
Connect MHew [t I odify D elete
Connection Entries | Cartficates | Log |
Conrection Enty Host Transport
Y 10.31.1.111 IPSec/UDP
4| | 2|
| Not connected,

5. 7O MRERENEBE. Xauth DO DI —HE LT /NAT— R E®HR=ZEAHDL, U
F—RRYRND—=OICEHETDEDHIZ TOK £#221)Y 92 LTTEW,

v




» status: Disconnected | ¥PN Client - Version 4.8, ' R[] |

_onnechon Entres  Status  Cerbificates Log Optlons Help

£ - Ciseo SvsTews

Cancel Conmect Mew Irnpeort b odify Delete -
Connection Enries | Certfcates | Log |

Connection Entry Host Transport

Ypn 10.31.1.111 IPSec/UDP

# ¥WPN Client | User Authentication for “vpn™ x|

The sarver has requested the following information to complete the user
authentication,

Cisco SYSTEMS j;came [coco

« Pazsword I'“"'""

oK Cancel |

; : 2l
uthenticating ug_rf,) ANEEENENENEEEEEEEE 4

VPN Client " RY A4 hDIIL—RICEHTEN T T,
# status: Connected | ¥PN Client - Yersion 4.86.01.0300 = 10| x|

Connection Entries  Status  Certificates Log Options Help

& £ Cisco Srsrens

Disconnect New import Modify Delete B
[Eonneciion Eniies] | Cenicates | Log |
Connection Enty -/ Hist Transport
4..?) vpn 10.31.1.111 IPSec/UDP

S ——— |

{Connected to "vpn",” (Connected Time: 0 day(s), 00:09.44 [¥|

Cisco Secure ACS Z{#H L T TACACS+ H—/NE&EL TF= L
Cisco Secure ACS @ TACACS+ ZRET A EOICChSNDATY T Z#ETLTTEL:

1. 1—H—DERBEREF IV VTS HIC CiscoSecure ACS ZREDH3 LS ICIL—32 %%
ELTTEL, RIC, flERLET,

3640( config)#
aaa group server tacacs+ RTP

3640(config)#
tacacs-server host 10.14.14.3 key cisco
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Network Configuration

. F—7" 3640 JL—Z & Cisco Secure ACS H—/NOETRIATADICFERAENTVWET,
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tseo Suews — Network Configuration
T

Edit

|U59r
Setup

B | S Add AAA Client

% | Shared Profile
Cornponents

Abdd Clhent Hostname |3640

& Ut | | | 00s ctione 0 10.14.14.14 =
= Address
% ggﬁ:’?gl-l.lratinn ll
Interface KEF ciscol23
Configuration
| Gt Authenticate Using TACACS+ (Cisco 1035) |
aé ER—T—" - =ingle Q-::-nnect TﬁCﬁCS+ A AL Chent (Becord stop in
z Databases accounting on falure).
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4. 1—%'#& % Cisco Secure T*—XZX—AM User 71 —JLRTANBL, LT TAdd/Edita %=
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Cisco SrsTems User SEII]I]

Uzer
Setup
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Setup
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Metwark
& Configuratiaon
T System i 11 ] .
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Interface NOPQEREITOVINXYZ
| Configuration
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Control List A11 Users
—
513 | pataases
@ Eack to Help
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Aetivity
4 | Online

‘ Crocurnentation

5.Next 74> RITIE, rtpuser D= D/NAT—RZAALTTEL, COBFITE, VAT
— R& rtpuserpass T9o HFEITRZIHBEIIN—TICI—HFTHIONEIVITTEET,
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User Setup

Uzer

Ssupplementary User Info
Setup

£

B

Eeal Mame

Group

|Hpuser
Setup

Description |

% Shared Profile
Cornponents

Metwaork
Configuration
T Sy=stern
= Configuration

Interface
| Configuration

User Setup

i

Pazsword Authentication:

|Cisc:u:uSec:ure Database j

4. | Administration
254 | Control

Ciscosecure PAP (Also used for CHAPIVS-
CHAPAAEATD, if the Separate field 15 not checlked.)

" External User
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% | Reparts and i_ onfirm
Aotivity Password
5 | Onli )
R ™ Separate (CHAPMS-CHAP/ARAP)
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Confirtm I
Fassword

When a toleen server 15 used for authentication,
supplying a separate CHAP password for a token
card user allows CHAP authentication. This 1s

| submit | Delete

Cancel
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754<") RADIUSH—NAFBATERLKLBREE, L—BREROTIFTFAT NYOTFTYT
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RADIUSH—NZ X AICERALEFET, BE, 754U Y—NENT7 =X ANEL., &
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PC & Cisco 3640 L—ZE® IPSec N RILZFILTTEL,

PC 075 %ME ., http//10.17.17.17 ZHELTFE W, Cisco 3640 L—REZ D HTTP k5
74y 0%, NUA—RA7O0FKRITZEL. 1B BLRE NAD—RoE»ic7O>7
I\i%/j_? L& 9, Cisco 3640 (FFREEM =% M TACACS+ H—/NIC username/password Z3EE U E
T, RIANEFETHDHES. 10.17.17.17 T WebH—/YD WebR—Z ZBSNEITE I T,

$BED show 1Y Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KrEhTV
£F9., cOY—IILZFEHATDE, show IV REHODHERRTEET,

. show ip access-lists — 77 ATV F—)L I —RTREETNDZES LUK ACL 2R RL

F(FAFIYVIACLIVRNINEENTVWET ), FAFIYIACLIVNUE, 1
—*j'b‘mnﬁ‘é#’l%b‘tob‘h_ﬂ?b'( EHNICENS KRTHIBRENET, COHEBIE auth-
proxy NFEERE N /=BIC acess VAN 118 ZRLIEENDTT:

3640#show ip access-lists 118
Extended | P access list 118
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (321 matches)
20 pernmit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isaknmp (276 matches)
30 pernmit tcp host 10.14.14.3 host 10.31.1.111 (174 matches)

C OB auth-proxy AFFEFREh, I—FHFREICKII T S % access-list 118 Z RLIZED
TY9:

3640#show ip access-lists 118
Extended I P access list 118
permit tcp host 10.20.20.26 any (7 matches)
permit udp host 10.20.20.26 any (14 matches)
permit icmp host 10.20.20.26 any
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (379 nmtches)
20 pernmit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isaknp (316 matches)
30 pernmit tcp host 10.14.14.3 host 10.31.1.111 (234 matches)
access-list DFRHD 3 2OTRIODI—HEITICEFRERE ., TACACS+ H—/\A 54> 0O
—RENBIVNUTT,
- ip auth-proxy & cache — F28E7’'O0F > T NUARETOF O REEZRTITD L ETRL
TFEV, REAE7OFOFRANIPFTRLA, HERXR—RNES, RALATIKNE, &
ORI/ OFE2EATIEBED-HDREEY A NT S Cache ¥—7— K, RI7OF

JRENTELTAHETHHEEI—YRIAEHKINTT,

3640#show ip auth-proxy cache
Aut henti cati on Proxy Cache
Client IP 10.20.20.26 Port 1705, tineout 5, state ESTAB

NSTNY1—F 424

verification & & T debugging XY RIZBAL TR, MO RS TIL>21—F 14V UBREHIC, b
SN a—FT4 T FIA7OF T ESBLTTEL,

E:debug AN RZEMFEATSHEIC., Tdebug AN ROBEREHRY Z2FBL T LEEV,

BYE 1§

- FElo#BR7Ox>
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. Cisco VPN Client \CB§F B HR—K R—D



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/ios/12_3/ipaddr/command/reference/ip1_s1g.html#wp1079555
http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1070265
http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1070265
http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1070265
/c/ja_jp/support/docs/security/ios-firewall/13896-trouble-auth.html
/c/ja_jp/support/docs/security/ios-firewall/13896-trouble-auth.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a00804c3d75.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps1018/prod_configuration_examples_list.html?referring_site=bodynav
/c/ja_jp/support/docs/security/ios-firewall/17778-auth-intro.html
http://www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav

. I0S ZZATF DA =)ILOYHYR—K R—=

. IPSec CBiTBHHR—K R—D

- RADIUS ICBE¥ D HHR—K R—D

- Requests for Comments ( RFC )

. TACACS/TACACS+ BB B2 HR—MAR—D
- 10S T TACACS+ ICBETA RF I XU b

- TO_HILYR—B - Cisco Systems



http://www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	IOS ルータ： IPsec および VPN クライアントの ACS に関する Auth-proxy 認証着信
	目次
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	設定
	ネットワーク図
	設定
	VPN Client 4.8 の設定
	Cisco Secure ACS を使用して TACACS+ サーバを設定して下さい
	フォールバック 機能を設定して下さい

	確認
	トラブルシューティング
	関連情報


