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[ P Ethernet 0:0 ]

Mbde = Routed

Subnet Mask = 255.255.255.0

| PAddr ess = 192.168.1.1

[ General ]

Et her net Addr ess = 00: 00: a5: e€9: ¢c8: 00

Devi ceType = VPN 5002/ 8 Concentrat or
Confi guredOn = Ti meserver not configured
Conf i gur edFrom = Command Li ne, from Consol e
Devi ceNane = "ci sco_endpoi nt"

| PSecGat eway = 172.18.124. 34

[ IKE Policy ]
Protection = SHA DES &

[ Tunnel Partner VPN 1 ]

KeyLi f eSecs = 28800

Local Access = "192.168. 1.0/ 24"
Peer = "10. 32. 50. 0/ 24"
Bi ndTo = "ethernet 1:0"
Shar edKey = "ciscorul es"
KeyManage = Auto

Transform = esp(sha, des)
Part ner = 172.18. 124. 157
Mbde = Main

[ TP VPN 1]

Nurber ed = Of

Mbde = Rout ed

[ P Ethernet 1:0 ]

| PAddr ess = 172.18.124. 35
Subnet Mask = 255. 255. 255. 240
Mode = Rout ed

[ IP Static ]

10.32.50.0 255.255.255.0 VPN 1 1

Configuration size is 1131 out of 65500 bytes.

Checkpoint 4.1 Firewall

Checkpoint 4.1 Firewall ZF8E T2 (ClE. KDOFIEZETLE T,

1. [Properties] > [Encryption] ZiZIR L, Checkpoint IPsec 54 7 X4 L%z VPN It ML
—A& X~ RO KeyLifeSecs =28800 & —H T2 LS ICFHEL £, H: Checkpoint 1> X
—RXYNF—B(IKE) ZA4T7 XML, F7ALRDERICLTHEXT,



Properties Setup

High&wailsbilty |  IPPoolMAT | Accesslists | Desktop Securty |
Securty Paolicy ] Tratfic Control ] Services ] Log and Alert ] Security Servers ]
Authentization ] S MDefender ] LDAF Encryption l ConnectControl ]

SKIP M arual IPSEC

[~ {Enable Expartable SKIR _

: 5P allocation range [hes):
Change SEIP Session Key :
Everny |1 n Seconds [0 for infinity) From |'I a0
ar

Every 10485760 Bytes (0 for infirity] To i

IE

Renegotiate [KE Security Azzociations every |'| 4410 minutes

Henegaotiate IPSEC Security Aszociations every |EEEEIEI gseconds

Ok, Cancel Help

2. Manage > Network objects > New (or Edit) > Network D JEIZiZIR L, Checkpoint DERICH
BAE ( "cpinsides )XY RT—VDOATDIT VRN ERELEY, chld, VPN
RL—& OX > RD Peer="10.32.50.0/24" £ — 8L TVWABXENFHVET,



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

3. [Manage] > [Network objects] > [Edit] ® JEIZiEIRL, VPN It kL —2A A" Partner =
<ip> Y RTHELRLTWBS—KRS T4 ( "TRTPCPVPN, Checkpoint ) T RAA >
ROATZ IO NE#wREL T, [Location] D [Internal] Z3&IRL £3, [Type] M [Gateway]
ZiBIRL £9, [Modules Installed] ® T T, [VPN-1 & FireWall-1] & [Management Station]



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

BAICLET,
4. [Manage] > [Network objects] > [New] ( & 7= & [Edit] ) > [Network] DJEZEIRL, VPN I~
EORL—E2DEEICHZHE ( Tinside_ciscos )XY RNID—IDOATS IV RNEREL
£F9, chlE, VPNIOVE ML —%& X RD LocalAccess = <192.168.1.0/24> & —

LTVWBRBENFHYVET,




Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

" Intemnal & Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

5. [Manage] > [Network objects] > [New] > [Workstation] D JEIZ&EIRL, #E( T
cisco_endpointy )VPN AENL—R SF—KRIVIAOFATSIIONEEBMULET, Ch
[&. Checkpoint \D#E#HZFDODOVPN AL KNL—20D "AEL A Z—TIAATT
(CORFIXDNTI, 172.18.124.35 |& IPAddress =<ip> AN RD IP 7 RL R ),
[Location] @ [External] ZiZIRL £, [Type] O [Gateway] Zi#IRL F£9, 3F: [VPN-1 &
Firewall-1] & A ICLBEVWTL E&E L\,



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. Manage > Network objects > Edit D JEIZZEIRL, Checkpoint 7— KTV I A4 T2 RRA K~
( "RTPCPVPN, EWSHEH] ) D VPN 27 &2#wmELF9, [Domain] DT T, [Other] &i¥
RLUTH S, Checkpoint Y NT—TOAEl ( "cpinsides EVWSHE ) ZROYTH T
DARASIEIRLUE T, [Encryption schemes defined] ® T T, [IKE] ZiEIRL TH S [Edit]



Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I

=]

— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) I B3 Manual IPSEC
IFSEL
* [Other: r SKIP
I & Fevz
[T Exportable for SecuRemote Edi... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

2OV IOLET,

7.VPN It RL—2 OX > R0 SHA DES_ G2 £ —H3TBKSIC IKEZ7ONT1 %
[DES] BEE{L& [SHAN NY S 1 ICEELE T, ¥ TG2, & Difie-Hellman F)L—7 1 %
ik 2Z2RLUET. TARNTIE., Checkpoint A" G2y £k "Gl 2F T ANBD &
BSAICBYELE, RDOBREZZEL FT, [Aggressive Mode] ZF 7IZLE T,
[Supports Subnets] Z 7>/ I L &9, [Authentication Method] ® [Pre-Shared Secret] & 7>/



Generall Interfacesl SHMP‘I MNAT I Certificates  ¥FM |.-i'-.uthE 1 I "I
|

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CAST
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

ICLET,
8. [Edit Secrets] 20 UYL, BERxEF—Z2 VPN RL—2 OAX RO
SharedKey = <key> &« —H T2 LS ICRELF T,




Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

9. Manage > Network objects > Edit D JEIZiER L. Mcisco_endpointy ® VPN 27 ZfREL £
9, [Domain] ® T T, [Other] ZBIRLTAS, VPNV RNL—XX XY RKRTD—TODA
fl ( Tinside_ciscoys EWSHH ) ZiBIRL EFJ ., [Encryption schemes defined] ® T,
[IKE] Z:#IRLTHAS [Edit) 20V Y ILET,



Workstation Properties |

Generall Interface&l SNMF'I MAT - WPN |

— Domair: — Encmyption gchemes defined: ——

™ Dizabled

M 2 Manual IPSEC

O Walid Addresses(of Interfaces) ~ & _

* [Other: r SKIP
I % inzide_cizco j
I | Exportatie fan Secut eminte Edi... |

= et ot Legang

I | it rafhe Eentel Legaig

aFk. I Cancel Help

10.VPN Ot ML —2 OXY > RMO SHADES_G2 £ —HI3&LSICIKEZONT1 %
[DES] BEE{L& [SHAN NY 2 1 ICEELE T, ¥ TG2, & Difie-Hellman F)L—7 1 %
ik 2Z2RLET. TANTIE., Checkpoint A" TG2, £l "G1y Z#ZFFAND &N
BASAICBEYELE, RDBREZZEEL FT, [Aggressive Mode] ZF 7IZLE T,
[Supports Subnets] &7 /I L &9, [Authentication Method] @ [Pre-Shared Secret] Z 7



Generall Interfacesl SNMF‘I MNAT I Certificates  WPM |.-5'-.uthE 1 | "I
|

General |
— K.ep Negotiation Encryption Method(z): - — Hazh Method: —
I~ MDE

r CAST
r IDES IF SHAT

— Authentication Method:
W Pre-Shared Secref Edit Secrets...
[T Public Key Signatures [Eatfigure..

[T Supports Aggresive Mode W Supports Subnets

ak. I Cancel Help

JICLETD,
11. [Edit Secrets] 27 Yy UL, B HEF—ZVPNIENL—2 OX RO
SharedKey = <key> &« —HB T2 LS ICRELET,

IKE Properties |
General |
Shared Secret

—Shared Secrets List:

FPeer Hame Shared Secret

BT PCEAPH

EEhT

Edit

Remowve

aF. Cancel

aF. Cancel Help

12. [Policy Editor] 7 1 > R*J T, Source & Destination @M (C Tinside_ciscoy & T
cpinsides (MA@ ) ZRELEZIL—ILZHFEALET, Service=Any, Action=Encrypt, &
& O Track=Long ZFREL £ 7,



?‘5"'FITP['P'UFH - Check Pomnt Policy Editos

File Edit “iew Manage Policy ‘Window Help
HERo | lfae E558 65 EFFg s & BERY &

55 Secuity Policy - Standard | £ Address Translation - Standard | ¥ Bancwidtn Poiicy - Standard |

m Source |D351ina’riun | Service | Action
% ineide_cisco % Cpingide —f::
I ' cpinside £, inside_cisco @ Any Encrypt Dj Long mv
4| | L‘_‘
For Help, press F1 RTPCPYPM 'ReadAwiite -

13. [Action] REL DT T, &®D [Encrypt] A4 > &)Y U L. [Edit properties] ZiZIR L T
EBLRUS —ERELET,
frity Palicy - Standard [ {9 Addiess Translation - Standard | €7 Bandwidth Policy - Standard | 5

m~ Y1 Host ~ Ldep-Servers | £8) Idap m accept |

P P Host "t L ogical-Servers " |oad_agent accept

[

% inZide_cisco %‘ Chinside @ Ay Iﬁﬁ\ = |‘|g

%, cpingide %‘ ingide_clsco

E dest-unreach Ec Encnmtian
S echo-reply

;“Eadm-reqlﬁst |ﬁ| accept Bm
S iemp-proto

KMp
3, info-reply @ drop

S info-reg
@ Any @ Ay %’E mask-reply E

I
Loy TR ——— FEIEI_'I i vl _Ill
4| | »
14.[IKE] ZBRLTH S [Edi) 2OV Y U LET,

Enciyption Properties | x| |

General |

— Encryption gchemes defined: —

= o

T2 manual IPSEC

™[] SHIP
™ [ PWir

ak. Cancel Help




15. [IKE Properties] 74> ROT, chso70NT4ZVPNI L NL—2 AN RO
Transform = esp(sha,des) &« — T2 L SICEEL FT, [Transform] @ [Encryption + Data
Integrity (ESP)] Z1#IRL £9 ., [Encryption Algorithm] {& [DES] (Z, [Data Integrity] (&
[SHA1] IZ. &L T [Allowed Peer Gateway] F4F VPN I KNL—&2 F—hV I A
( Tcisco_endpointy EWSEHE) I, ThEhAZYET, OK|ZI9UYILET,

IKE Properties |

General |

Tranztorm:
L\.\S ¥ Encryption + Data Integrity [ESF)
™ Data Integrity Only [4H]

E ncrophtion &lgarithm:

D ata [ntegrity

Allowed Peer ateway:

[T Uze Perfect Fonward Secrecy

aFk. Cancel Help
16. Checkpoint ®F&EH. [Checkpoint] X — 1 —T [Policy] > [Install] Z&RL, BENR%ZE
MCLET,

BE, COREICHEATEZEIFIEEHYEEA,

NSNS I=—F 42

VPN5000 >t BL—2DORS7INa—=F420F X R

Output Interpreter Tool ( OIT ) ( BEH&I—HYEH ) TRk, BHEOD show IX > RAHR—KEh
TWET, OITZ#FEAL T, show AN RHODEFERRTEET,

AE:debug NV RZFEATAHIIC, Tdebug A ROEEBEH. 2ZRBL T<LEEV,

-vpntracedumpall : IXTHO—HTS VPN #EHROBEHRERRLET, FE. VPN ES, E
TOEBOIPT7RLA, EORVVTRHFRETENATVSRLAOER, TLTIS—0HESERE
I5—NFRELEVIRNDIT I—ROIN—F 2 ERBRBESHFRTIENETT,

. show system log buffer : IEOT XY 77 ORBZRTLE T,

. show vpn statistics : 1—H®/N— K F—OXOEHBERTLET (217 EFILTR.
FARATLAICRBED 1= AOY hoEIZIaVHFEENET, TNV ITOH T
Hh, #SBLTLKEE ), Current Active : BIET VT 4 7 5EH TT . In Negot : RTE
XA TI—MHPOEHTT, HighWater : ZREOD 7 —KNABOT V7 1 7 BRARERO K
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S TT, Running Total : ZEBD U7 —NEBOKINL ZEREOESETEHTT . Tunnel
OK: IZ—0BWKNYZRILOETT, Tunnel Starts : N XILBEIBRDETT, Tunnel
Error : IZ—HFRELERNIILOKTT,

- show vpn statistics verbose : ISAKMP X 1> T —2 a3V KEHERE., ESIZBHOTIT 4
TERORTEREZRTLET,

XY ND—O %Y

St RX A > D Checkpoint TEBDBZETIAIRY NTJ—INRETNTVWREHEE, 2D
FNARIZK2>TEFINSORY ND—IONFBEORNT 74V JICEALTEHNICENEhD L
AHVYVET, VPN ERL—ZFNBETIEIDIICEKETNTOVEVEE, CORMNXIIC
BEEANARETHIAEEI HYET, =EXE. 10.0.0.0/24 £ 10.0.1.0/24 DAZFZRY ND—2
NMRUVRIVICEEFNDESICERETNTVSRHEE, TNSH 10.0.0.0/23 ICENE D AIEEMHD
HYET,

Checkpoint 4.1 Firewall ®F/SY &

< D7)\ Y JI& Microsoft Windows NT A1 VAR =ILENTVWBHBEOENTT, KRFTYF

2'1& [Policy Editor] 74 > RJT Long ICEREENTVWB - (FIE12 258K )., EEEEhz

S74Y OO E1—TFICEHETRRESNET, KWUFEHEETFNYITEREBITSICE. XX
~ REEFTLETD,

C:\ W NNT\ FWL\ 4. 1\ f wst op
C\A\WNNT\ FW\ 4. 1\ fw d -d

TSI, BIDOTA RIUTROON RERITLET,

C.\WNNT\ FWM\ 4. 1\ fwstart
ROV RERFTTDE, FIVIRA Y RTEFIUFA FYSI—232 (SA) &EYY
FTEEXRT,

1

fwtab -t IKE_SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound_SPlI -Xx

fwtab -t | SAKMP_AH table -x
TAreyousure 21 EVWS 7OV NI Tyes s & 7OV RTRITLET,

debug Hi 56l
ci sco_endpoi nt#vpn trac dunp all
4 seconds -- stepmmgr trace enabled --
new script: lan-lan primary initiator for <no id> (start)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)

38 seconds doing I2lp_init, (0 @0)
38 seconds doing |2l p_do_negotiation, (0 @O0)
new script: | SAKMP secondary Main for |an-lan-VPNO: 1:[172.18.124.157] (start)

38 seconds doing isa_i_main_init, (0 @O0)

nanage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)

nanage @ 38 seconds :: lan-lan-VPNO: 1:[172. 18. 124. 157] (start)
38 seconds doing isa_i_main_process_pkt_2, (0 @0)

nanage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)



nmanage @ 38
38
nmanage @ 38
manage @ 39
39
39

end script:
next script:

39
39

seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157]
seconds doing isa_i_main_process_pkt_4,
seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157]
seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157]
seconds doing isa_i_main_process_pkt_6,

seconds doing isa_i_main_|last_op, (0 @0)

| SAKMP secondary Main for

seconds doing |2l p_phase_1_done,
seconds doing |2l p_start_phase_2, (0 @0)

new script: phase 2 initiator

39
39
39
manage @ 39
manage @ 39
39
39
39
39
39
39

end script:
next script:

seconds doing iph2_init,

| an-1an-VPNO: 1: [172. 18. 124. 157]

(0 @0)

seconds doi ng iph2_build_pkt_1,
seconds doi ng i ph2_send_pkt _1, (

seconds ::

seconds doi ng
seconds doi ng
seconds doi ng
seconds doi ng
seconds doi ng
seconds doi ng

i ph2_pkt_2 wait, (
i hp2_process_pkt_2, (0 @0)
i ph2_bui | d_pkt _3,

(0 @0)

(0 @0)
0 @0)

| an-1an-VPNO: 1: [172. 18. 124. 157]
seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157]

0 @0)

(0 @0)

i ph2_config_SAs, (0 @0)
i ph2_send_pkt _3, (0 @0)
i ph2_l ast _op, (0 @0)

phase 2 initiator for
lan-lan primary initiator for |an-lan-VPNO: 1:[172. 18. 124. 157],

(start)

(0 @0)

(done)
(start)

(0 @0)

(done)
(start)

| an-1an-VPNO: 1: [172. 18. 124. 157],
lan-lan primary initiator for |an-lan-VPNO: 1:[172. 18. 124. 157],

| an-1an-VPNO: 1: [172. 18. 124. 157],

39 seconds doing | 2l p_open_tunnel,
39 seconds doing |2l p_start_i_maint, (0 @O0)
new script: initiator

mai nt enance for

(0 @0)

(done)

Tunnel

Tunnel

Tunnel
K

| an-1an-VPNO: 1: [172. 18. 124. 157]

Tunnel
Error

Tunnel
Error

Tunnel
Error

39 seconds doing imt_init, (0 @O0)
manage @ 39 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157]
ci sco_endpoi nt #show vpn st at
Current In H gh Runni ng Tunnel
Active Negot Wt er Tot al Starts
Users 0 0 0 0 0
Partners 1 0 1 1 1
Tot al 1 0 1 1 1
I10OP slot 1:
Current In H gh Runni ng Tunnel
Active Negot Wt er Tot al Starts
Users 0 0 0 0 0
Partners O 0 0 0 0
Tot al 0 0 0 0 0
ci sco_endpoi nt #show vpn stat verb
Current In H gh Runni ng Tunnel
Active Negot Wt er Tot al Starts
Users 0 0 0 0 0
Partners 1 0 1 1 1
Tot al 1 0 1 1 1
Stats VPNO: 1
W apped 13
Unw apped 9
BadEncap 0
BadAut h 0
BadEncr ypt 0

(0 @0)

(0 @0)
(start)
(0 @0)
(0 @0)
(start)



rx IP 9
rx | PX 0
rx O her 0
tx IP 13
tx I PX 0
tx O her 0
| KE rekey 0

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O

| SAKMP Negotiation stats
Adm n packets in

Fast switch packets in

No cooki e found

Can't insert cookie

I nserted cookie(L)
Inserted cooki e(R)

Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admi n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cookie
Cooki e Scavenge Add
Cooki e Scavenge Rem
Cooki e Scavenged
Cooki e has ngr err
New conn limted

OO O0OO0OPFr OO0 M

[eNeNeNel Sl elNelNeNeNeNe e Ne o NeNeo e Ne e NeoNeo e e Neo No oMo No

I10OP slot 1:
Current In H gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners O 0 0 0 0 0 0
Tot al 0 0 0 0 0 0 0
Stats
W apped

Unw apped



BadEncap

BadAut h
BadEncr ypt
rx IP

rx | PX

rx O her
tx IP

tx I PX

tx O her

| KE rekey

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O

| SAKMP Negotiation stats
Adm n packets in

Fast switch packets in

No cooki e found

Can't insert cookie

I nserted cookie(L)
Inserted cooki e(R)

Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admi n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped
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