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1. [Configuration] > [Policy Management] > [Traffic Management] > [Network Lists] Z &R L .
Add] 20V Y OLET,
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AVt RL—=—BZOTZAR—=—NAVE=TIAADI\N—FT4 2T ITRNJICETVWTY
Zh%fﬁﬁibi?‘o ROBITE, VAN BEWICERNENTVET,

VN 3000
Coneentrator Series Manag

figueatinn | Pulicy Managemeni | Traffic
—ERErslan
_E“”-Hl:m“'ﬂ Copfigurs and add a aew Nearovk List Clock on Generate Local List oo generase a pebwors bet based wa rowng
2 —"'ﬂm—m” eritzize oq the Privabe seerface.
[raific Marpseemern
List Mome | Hams= I'J‘FE‘!F Tetwar: Tast you are adding. The nams
st be umigue,
e Enter the Hesararics and "Wildcard masks usmg the
HAT folloveing fonmat s LI (2.2
I 10 T0L0L0L 0,255, 2550,
e hislchrg s Note: Enter awildeand mask, which is the
_E_WM reverse of a subnet mask. A wildcard mask has
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Metwork List e For ezazogde, V0100100000255 =all
100101 omn addrezees.
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VPN Client 2 VPN Ot ML —RIZEHL T, REZHRBLET,

1L.VARDYSEHRI N ZZEIRL T [Connect) 20UV U LET,
# WPN Client - Yersion 4.0.5 (Rel) - -0 x|

Connection Entries  Status Certificates Log Opkions Help

Cisco SvsTems

Za, 8 & W X

Ennmnt Mew I ot M iy Dalzte
Connection Entries | Centiicates | Log |

Connection Entry

IP5ec/IDP

-
| | b

Mot connected, | .

2. WAMBHREA DL TLEETL,
# YPN Client - Version 4.0.5 (Rel) =10} x|

Connection Entries - Stabus: Certificates Log Options: Help

= £23 Yo N Cisco Srsteus
9 ' T

x|

Cancel Connect Y # ¥PM Client | User Authentication for "tn_ﬁl!ﬂ"_

Connection Entries | Enter Usemame and Password,

| ConnectionE  C1sco STSTEMS oo
ko 3000 -

lipsc:uscr

0K é ! Cancel

1| | _"t:’

| authenticating user, .. LL]]] A

3. [Status] > [Statistics...] DIEIZEIRL T, [Tunnel Details] 71 > RJZRRLET, < T
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# ¥PN Client | Statistics x|

gTunneIDetailsé Foute Details | Firewall |

Addresz Information Connection Information
Client: 10.0.1.50 Entry: bo_ 3000
Server: 172221106 Tirme: 0 day(=), 00:00.23
Bytes Crypto
Recenved: 420 E ncryptian: 168-bit 3-DES
Sent: 24710 Authentication: HiAC-MD5
Packets Transport
Encrypted: 17 Tranzparent Tunneling: Active on UDP port 4500
Decypted: ¥ Local Lak: Dizabled
Dizcarded: 0 Comprezssion: Maone

Bypazzed: BB

Reset

Cloge

4. [Route Details] 27 ([CBEL T, VPN Client ’'BES{L RS 74V U BRZEETDIERY NT—D
BHERLET, CcOHITE., VPN Client l& 10.0.1.0/24 EZ£ICEBELEITHN., To/OT
XNTORTTAY IRBEFAAENTVWEVRETA O Z—XY NMIEBEIhET,

# ¥PN Client | Statistics x|

Local LAM Routes Secured Routes
M etwork, Subnet Mask M etwork, Subnet M azk,
10.0.1.0 2hh. 2502550

LCloze

VPN Client O O RE
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HhESHERBETEET, OJZXRRTSICIE. VPN Client O [Logl 2 7 ICBELE T, [Log
Settings] 27 )Y LT, BBRENDABREZHABLET, COBFITE. IKEB KV IPsec & 3-
High ICEREES N THY), BOIXTOOTEREFE 1-Low ICEREENTVWET,

# WPN Client - Yersion 4.0.5 (Rel) =10] x|

Connection Entries  Status Certificates Log Ophions Help

[izable Clear Log Setings  Log 'window
Connection Entries | Certificates LDQJ

Cisco Systims

Cisco Svstems YVPN Chent Version 4,05 Fiekd

Copynight [C] 1938-2003 Cizco Systems, Inc. Al Rightz Rezerved.
Cliert Type|z] Windows, Wind T

Running on: 5.1, 2600 S ervice Pack 2

|I".I|:ﬂ: conneckad.

Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.

Client Type(s): Windows, WinNT
Running on: 5.1.2600 Service Pack 2

1 14:21:43.106 07/21/06 Sev=Info/6IKE/0x6300003B
Attempting to establish a connection with 172.22.1.106.

I-—— Output 1is supressed. 28 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005D Client sending a
firewall request to concentrator 29 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall
Policy: Product=Cisco Systems Integrated Client, Capability= (Centralized Protection Policy). 30
14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall Policy: Product=Cisco Intrusion
Prevention Security Agent, Capability= (Are you There?). 31 14:21:55.171 07/21/06 Sev=Info/4
IKE/0x63000013 SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 172.22.1.106 32 14:21:56.114

07/21/06 Sev=Info/5 IKE/0x6300002F Received ISAKMP packet: peer

172.22.1.106 33 14:21:56.114

07/21/06 Sev=Info/4 IKE/0x63000014 RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from
172.22.1.106 34 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010 MODE_CFG_REPLY: Attribute =
INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50 35 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0 36 14:21:56.114

07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD:

, value =

0x00000000 !--- Split tunneling is configured. 37 14:21:56.114 07/21/06 Sev=Info/5
IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT INCLUDE (# of split_nets), value
= 0x00000001 38 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x6300000F SPLIT_NET #1 subnet = 10.0.1.0
mask = 255.255.255.0 protocol = 0 src port = 0 dest port=0 39 14:21:56.124 07/21/06 Sev=Info/5

IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: ,

value = 0x00000000 40

14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000E MODE_CFG_REPLY: Attribute = APPLICATION_VERSION,
value = Cisco Systems, Inc./VPN 3000 Concentrator Version 4.7.2.H built by vmurphy on Jun 29
2006 20:21:56 41 14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute =
Received and using NAT-T port number , value = 0x00001194 !--- Output is supressed.

Nl | 12 Rl
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