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CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. CiscoVPN 3030t NL—&2/N—23241.7.A
. Cisco VPN Client /N\—< 3> 4.x LIf&

X : CORRE. Cisco VPN Concentrator/N\—> 3472 HZFRA L THRIEBTANEhEL L
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CORFIXDNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR

FIAXRNTEATEZINTOTFNA ARG, A (F7FIIN ) REDREASBELTVET

o NRODRY RD—IUNEBBHITHIBEICEF. EOLSBOANYRIZDVTE, TOEEN
FEIODVTHRIIERL THLEFBYEXT,

XY ND—OR

CORFIAIXIRNTERF, ROZXYRND—DO Yy N7y 7TR2EALET,
10.1.1.1 172.18.124.1
—— Inside - 17218.124.133

private  Qutside - public
l Internet
Gateway
Router
VPN 3000 10.102.55.1

N_et_wnm Concentrator
101.1.%

Internet
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PC with VPN

Client
10.102.55.139
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REFIXDNREBOFBICOVWTR, RO TININTAYTADREFES 2ZRUTE
=L,

VPN 3000 >t ML —2DOFETE

VPN 3000 Ot RL—RZRETDICE. KOFIEZETLET,

X AR=ADHIRICKY), —BOEEF ¥ /Fr¥ TClE—BOEBAULARRENELE A,

1.VPNI>ERNL—20OO Y —=I)KR—=KNCEHL, TTA4R—N(AB) A1 E2—T 14
ARENTVY D (AFB) A R—TIAARIZIPFRLANEHTShTWB L E2ERL
FT9, 58I, F7FILRNT—RNIDIAHNE)HETSNhTWB & zZzHEEL, VPN EY
NL—ZHRBELTVEVREEONTY RETFT7AILKNT—KRIIA (BERFAVEZ—FY
RTF—KRIDIAN—R)ICERETEDLSICLET,

97 @1/21/72085 12-18:50_300 SEV=3 PSH/23 RPT=1
PSH - Console user Tadmin™ failed login
Login: admin

Pazsword:

Welcome to
Cisco Systems
YPH 3008 Concentrator Series
Command Line Interface

Copyright (C) 1998-2004 Cisco Svstems, Inc.

1) Configuration

2) Administration

3) Honitoring

L) Save changes to Config file
5) Help Information

G) Exit
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Cisco Svstems
YEN 3008 Concentrator Series
Command Line Interface

Copyright (C) 1998-2004 Cisco Systems, Inc.

) Configuration

] Administration

1 Monitoring

] Save changes to Config file
] Help Information

] Ewmit

1 Interface Configuration
] System Management

1 User Hanagement

] Policy Management

1 Tunneling and Security
1 Back

Config -» 1

RKDRIC, BEDIPT RLAZRLET,

2) Tunneling and Security

&) Back
Config -* 1
This table shows current TP addresses.

Intf Status IP Address/Subnet Hask HAC Address
Etherl-Pri} P | 10.1.1.1/255.25%.2%%.80 | 0090, 04 .08, 06,94
Ether?-Pub| P P 17218126 1337255 2552558 | 0090 R4 .80 .06.95
Ether3-ExtiHot Configured] B.0.0.0/0.0.0.0 |

ONS Server(s): 10.1.8.121, 18.1.8.122
ONS Domain Mame:
Nefault Gateway: 172.18.124 .1

1) Configure Ethernet #1 (Private)
2] Configure Ethernet #2 [Public)
3) Configure Ethernet #3 (External)
41 Configure Power Supplies

5) Back

Interfaces —»




DHS Domain Hame:
Default Gateway: 172.18.124.1

1) Configure Ethernet #1 (Private)
Configure Ethernet H2 {Public)
3] Configure Ethernet #3 (External)
1 Configure Power Supplies

5] Back
Interfaces -> 5

1) Interface Configuration
2) Sysztem Management

3) User Management

L) Policy Management

51 Tunneling and Security

6) Back
Config -» 2

1) Servers [Authentication, Authorization, Accounting, DNS, DHCP, etc.)
2] Addre==s Management

3) IP Routing (static routes, OSPF, etc.)

4) Management Protocols (Telnet, TFTP, FTP, etc.)

5) Event Configuration

6] General Config (system name, time, etc.)

1) Client Update

8) Load Balancing Configuration

9) Bacl

Sustem -» J_

8) Load Balancing Configuration

91 Back
Sustem > 3

1) Static Routes
2] Default Gateways

3) 0SPF

L) 05PF PAreas

5) DHCP Parameters

&) Redundancy

¥l Reverse Route Injection

8] DHCP Relav
9) Back

Routing -» 1

Static Routes

Destination Hasl: Hetric Destination
1 T HAAaa 1 12 18 124 1
16.0.0.0 200.0.0.0 18 18.1.16.111
192 168.0.0 AL 25500 16 16.1.16.111

1) Add Static Route

2) Modify Static Route
3) Delete Static Route
41 Back

Routing —»




8) Load Balancing Configuration
9) Back

Svustem —» 3

[y
-—

static Routes
Default Gatewavs

0SPF

0SPF Areas

DHCP Parameters
Redundancy

Reverze Route Injection
OHCP Relay

Back

WO R = CHEAE-a | Ba
o o T B i e Wl i

Routing -> 1

Static Routes

Destination Haszk Hetric Destination
0.0.9.0 0.0.0.0 1172.18.124.1
1) Add Static Route

2) Modify Static Route

3) Delete Static Route

&) Back

Routing -»

2NTVY DAV BR—=TIAADINT VYO T74NRAT> a2 #BRLTLSEEL,



Configuring Ethernet Interface 2 (Public).

General

You are modifinng the interface you are using to connect to this dewice. If vou make any
changes, you will break the connection and you wall have to restart from the login screen

General Parameters

Sel Attribute Value Description
" |Disabled melect to disable this interface.
" |DHCP Client melect to obtain the IP
Address, Subnet blasl and
Default Gateway wia DHCE.
{« |Static IP Addressing Select to configure the TP

IP Address{[152.168.1.2

Address and Subnet Iaslk.
Enter the IF Address and

Subnet Mask“EEE.EEE.EEE_D

subnet hask for thus mterface.

Public Interface| v

Checlk to malke this mterface a
"pubhc" interface.

MAC Address|00.03 A0 5% BF.D1

The 3AC address for this
interface.

Fﬂt.{l] 2 Public (Default Sy et the Hler for this

speed

[10/100 auto =]

=elect the speed for this
mterface.

3. 7ZIHTVPNIAY Y RL—RORAFHA > Z—T7 T4 A%KRA > ML, [Configuration] >
[System] > [Address Management] > [Address Pools] > [Add]DJEIZ&EIR L T, FEAAJRERE
EOIP7RLAZEETET, APRY N D—0LOMOF/NARAEFRELEWVWIPT RL
ANHEZBELET, F: XAOEEF Y IFrid,. SRBRETOHFATEIRSICT 1)
EANBMENTVD D, ABNT VYO EZ—T7IAABEBERLTVET,

- ! VPN 3000

Concentrator Series Manager

[—EHser Manadement Add |

Add an address pool

Range Start [10.1.1.100

Range End [101.1 200

Submet Mask [255 255255 0

Cancel |

Ernter the start of the IF pool address ranpe.
Enter the end of the [F pool address range

Enter the subnet mask of the IF pool address range
Enter 00,00 to uze default behawor




4. [Configuration] > [System] > [Address Management] > [Assignment]® JEIZi#IR L . [Use
Address Pools]| /RY JAILF IV ION—DZANT, [Applyl 22Uy 2L T, VPN £
JRL—RICT—LEFEATALSICERLET,

\ VPN 3000
Concentrator Series Manager Logged in: admin

Configuration | Administration | Moniisring

This secton presents Address Asmmmment opaons. Each of the folowing metheds are tned, i order, wikl an
addrese 1z found

- Check ta use the IF address suppled by the chest Thiz can be
Use Client Suddress 1 corerrvdden by waenigroug tmﬂ?ﬂatmi
Use Address from Check to use an TP address retrisved from an asthentcanon sareer for
Authertication Sexver  the chapt
Tse THOP [T Check bo use THOF to chian an TP address for the clh=nt
Cheack to uze witernal address pood confiqueation to ohtatn a0 P
address for the clent.

Use Address Ponls F

Enter the leagth of wnes monunatss (0-2300 that a released
|II wtzmal a<ddress pocl IP address will be held befors bemg
reassonsd.

IF Reuze
Delay

Lophy | Cancsl I

Ciscn Srsnems

5. [Configuration] > [User Management] > [Groups] > [Add Group] Zi®#RL T, 1—H%D
IPsecTN—7&BEL., FIN—TRENAT—RZERLET., COFITE.
roup="ipsecgroup" with password/verify="cisco123"Z AL TWE 7,
VPN 3000 Main | Help | Support | Logowt
Concentrator Series Manager

Configuration | Administration | Monitoring
-EHCa (i [ gl (i
——irerfaces:
—HEysbam
EHEervers ) )

[ drass WrsrEmant This secticn lets wou add a greap. Checle the Inherit? box to sot a feld that wou weant to <efault to the
=T baze group wahwe, Uncheck: the Inherit® box and enter & newr value to osemde base groap values.
——+Fiooly

—{EHE Rouking
A A pemert Prolocols:
v Identity Parameters
iEener Attribute Vahue Description
wCiand Udste - -
| o Bl Group [poscgrom . ) _
Sluer b : Namg P59C9r0Up Enter a wnicques nams for the group
e . l-'asnwrd_"""‘"'“" Enter the password or the graug.
i Verily Werfy the group's password
— G unnzing and Securky Frdarnal groups are configurad on an enternal authenbication server
FHdminist stivn Type | Int=mal | ie.g. LATTUS). Setarnal groups ars confimered on the VELT 2000
R R Concentrater's Internal Databasze,
Add | Coancel |
Cosco Svatems

6. "7')L—7°0)[General]5l 7T, [IPSec]BIRENTVDCEEZERELET,



g VPN 3000

Concentrator Series Manager

Main | Help | Support | Logouwt
Logged in; admi

Confl gurallun | ﬂdnllnlsiratlurl | l.lunllurlrlg

5 dary DS T -
Bean | secondary DS server. —]
Enter the IF address of the
Pri W .I— =
5 Y pramnary WIME server
Enter the TF address of the
Secands WT."IRI [
econfaty Y zecondary WIS server
BEP Lr|| FSFEF | FEER 2 v Seleck the SEF cards this
Assignment, ¥ SEP 2 W ZEP 4 oroup can be azsigned to
¥ PPTE
5 Select the funnel
Tunneling LZTP n:]l:l:t,t:.u: tunneling
Protocals W [FZec ¥ |protocels thas group can
T LZTE over IPSec coonect with
[ "WakW T
Check to remevs the 1ealn
Stap Reabu [ o |eualifies of the uzememe —
durmg suthenbication
Enter the TP sub-nebarark to
DHCP Ne 3 wiuch uzers wrthan das group
- — I b fell be assignsd when using =
Heape the concentrater as a DHOP
Proey
Cisco Svsiems
Apnlky | Cancel |
=_n

7. 9\ —7D[IPSec]Z 7 T,

FREEA [Internal]lcFEREES N TVWBD L ZHRELET, chifT

l&, [Configuration] > [User Management] > [Groups] > [Modify Group]® JRIZi®ER L .

Current Groups]Z 7' 3 > b Sipsecgroup] Z3&IR L £,

VPN 3000 Main | Halp | Support | Logoui
Concentrator Series Manager
Eonlinucsiion o paer is .,m..w cdtoide | [
— b iaces Confidence B peeriz g .
| Srouslem 0o W before the WEIT
Interwal s
B LG 6 Concenmator checkee to
R ge= if it 15 #1ll commected,
Select the trpe of hannel
—FHE Fouding foor thiz groups. Tlndate the
(—EHarsoemant Projocol: Tunuel Type | A=moe Accass = W Eemote Avcess
—EHEvents
— ararneters belowr as =
—EHereral I8 =
— et Lt nzeded
— s BRENENG Hemote Access Parameters |
A%tﬂm Group Lock| P Lock uzess mba thas
LA | gronp.
S Select the arthenicaton
| Tk ard Secieke methed for meambers of
|- Admintsiration . thus group. Thiz parameter
e —— Anthentication | Intsmal J T e
Individual LUser
Anthentication
IFmembers of thes grougp
naed suthorieation in
Cised SveTine addition to authentication,
Anthorization Iﬁ' celarl an anthamzabon
. Tsne Mone = ¥ saethed TFeen corfiore |

8. [Configuration] > [User Management] > [Users] > [Add] ZiZIRL ., UBIICERZL T IL—7
ICI1—HYZEMULET, CcOFITE., 1—&E Tipsecusers . /NAT—RIE Txyz12345
T, J)—7 Tipsecgroups ICH V) £,



el 5 ! VI 3000 tain | Help | Suppont | Logouw

Concentrator Series Manager

Conliguration | Adminisiration | Moniloring
Configuration | sar Managemeant | Usars | Audd
Thez section lets wou add aveer. Tackeck the Inbherie? box and enter a newr veles to ovecnde group
ralues
licntiy " General | IPSec ' PPTPILZTP
Tdentity Parameters
Adtribinte Salue Diescription
Username |ipsemser Exter a unieque nzernarne
Password I— Enter the ug-:fg.passwufd. The password must zansfy the group
passweord requirsmsnts
Verify|| Vertfy the wser's passwoard.
Group|fipsecgroup (x| |[Enter the graug to swhach this uzer belongs
IF Address|| Enter the IF address aesgned to this user.
S;?::l: I— Enter the aubaet mask aaagred to thiz waer
Add | Cancel |
Gisee SreTius

A—HADARTAY VIPF RLADO&Y) HT

)E—RNVPNI—HAVPN 3000 ) —A Q2 NL—RICEHETDIEFICAZT A Y JIPT R
L A&Z&|V) HTSIZF. Configuration > User Management > Users > Modify ipsecuser2 >
identity D JEIZZIRL E£9, 1—H(ipsecuser2) D CDERETIE, I—HHNERITDETICAZT
1Y JIPF7 RLA10.2.21/240°&|v) TS5 NhFET,

Check the Inherit? box to set a field that you want to default to the group value. Uncheck the Inherit? box and e
values

Identity Parameters

Artribute Value Description
Usemmellipsecuserz Erniter a unique usetname,

Enter the user's password. The password must satisfy the group password re
Venty the uszer's password

Enter the group to which this user belongs.
Exter the IP address assigned to this user,

Subnet Maskl'ZES.EEE.EEE.I] - ﬁnl:cr the subnet mask assigned to this user.

Apphs | Cancel |

X :VPNIEYML—ZHFENETSIhEIPPRLAZBEIC7OED I Z>T95ICE,
[Configuration] > [System] > [Address Management] > [Assignment]IC# &L T Z& W\, [Use
Address from Authentication Server]2 A/ IC g5 &, RRAY—NASEEBLEIPZRLAZILI—



HEILEI) HTHENTEET, [User Management] > [Users] > [Add or Modify] 7 1 > K™
®D[ldentity Parameters] R 7 TAD L EIPP RLAEYT XY NIAR V. AR —NRICH
DERBENET,

Thaz secton presents Address Assignmnent ophiens, Bach of the followmg methods are thed, m o order, untd an address 1z found

Use Client Address T Ehtcl{ t:;i]e tie TP address suppled by the chent This can be cvemndden by uzesfgroun

-’Z-E“Is_iﬁﬂﬂ_rﬁs Tram ; I:hunl.i;atiun F Checle to use an IP address retrieved Bom an asthentication 5::1': Fn:n_'_'rh__:_c.li_-:l::g =

Use DHCP [T Checle to use DHCE to obtan an IP address Sor the cheas
Use Address Pools FF Checle to use mi=rnal address pool confioaration s obtam an TP address for the clent.

I Reuse I':'_ Enter the l=ngth of tmes in mmutes (0-430% that 2 released intemal addrezs pool IE
Delay address will be held before bewng reassigned.

Apphy | Cancel |

VPN 954 F > b DRE

ROFIEZETLT, VPNClient Z2588ELE 9,

1.HULVERT N ZERTDICE, [New]Z0 VY IOLET,
# ¥PN Client - Yersion 4.0.5 (Rel) e _ 10| x|

Connection Entries  Stakus  Certificates Log Opkions Help

Eﬂ = I-F@@ % ﬁ Cisco SvsTens

Carnect Hew | Pt M iy Delete
[Eonnection Entries! IEulifi:aI:es | Log |

| Connection Entry IHD:;! J Tranzpoart &

-
4| | b

Kot connected. z

2. EBICRuZMA G, VPNIOERL—ZR2ONT VY IALZ—TIALAADIPT RLA%Z A
AL, FN=TOLFoI¥)IZADLET, CcOBE. Ballkipsecgroup, /NAT— K&
cisco123Td, T L =5SaveZ VY OL %7,




il

# ¥PM Client | Create New ¥PN Connection Enkry |

Connection Entry: |to 3000

Diescription: fl.

Host 117218124133

+ Group Authentication " Mutual Group Authentication
Name: ipsecgroup
Pazzword: —

Confirm Pagzsword; | s

" Cerlificate Authentication

[ ame; I ll

[T Send L& Cetificate Chain

Eraze [zer Paszword | Save [\J Cancel
My

AR SERIV NUZERL, B2V ILET, I—HEB/NAT—ROAL%ZE

RkOshniks, I—HRBINAD—RZAHILET,
# ¥PN Client - Yersion 4.0.5 (Rel) - -|0] x|
Connection Entries  Status Certificates Log Options Help

o, £2 A= Cisto SrsTeus

Cornect Mew Irnpart Modify Deleta
Connection E nities Il:urliin:alus I Log I

Connection Entry  * Hiest

Transport -

-
4| | v

Mot connected,

2




B, CORECEATE SRABTEES ) Et A
hZ7)L>a1—h

COtEY2aVTR, BEORNZ TN A—FT 42T CRADBEREFHHALET,

TFTIRTYNAEZ=—7VR Y=L (BEI—YHYEH) (OIT) F, BE®D show IX > R&EH
R—KLET, OITZFEAL T, show AV ROB IO HERRTLET,

¥ :debug X RZERTISHEIIC, "FNYIANROEELEHK 2SBLTLEEL,

FREDEH

chslF, REITZAREMENHEIIT—TT, cNSOIT—DOBABAECOVTE. TVPNT
ZAT b &K TWVPNI VY RL =2, ORI 32V EZRLTLSEZ L,

. :L—"TL'_ rUnable to negotiate IPSec or host did not respondo VPN 30000)5'/\‘y 7(1: Li;ia)
EOICRTENET,

14 02/20/2001 08:59:29.100 SEV=4 IKE/22 RPT=5 10.102.55.139
No Group found matching badgroup for Pre-shared key peer 10.102.55.139

BYEORRA : I—HR@. RETATWEWI I —TETEREAKE T,
YA EETET, VPNIOODTFNY TIZRDRSICRRENET,

Filter missing on interface 2, IKE data from Peer x.x.x.x dropped
BYEORRA : NTVYOALAVR—T (AT 1IN ENFBEEA. BEG Tpublicy 7 1)L
BTH(IEL, T7TAR—RNTAINBRIITRDEETEET, "nones BEMTY),
[Configuration] > [Interfaces] > [Ethernet 2] > [Filter] ® JEIZ#IRL, 7 1)L X% Tpublics £
FBIOME ( Tnones TEHAEW)ICLET., 71ILENOBELZOHM-OVTIR, CORF
AXEO "EEL V230 #FRLTLKEEL,

. 1— "j'b‘ Ehfév\ rUnable to negotiate IPSec or host did not respondo VPN 30000)5'/\
YILRRDEDICRRENK T,
Terminating connection attempt: IPSEC not permitted for group >group<
BEORE : JI)L—7"TIPsechEIRE hTWEH A, [Configuration] > [User Management]
> [Groups] > <group> > [Modify] > [General] ®JEIZiEIR L . [Tunneling Protocols] T[IPSec] A
BIRENTVB L ZMFAELET,

CIA—HFRAEESHETLULRICERTET, TI—HYREEICKKVPN 30000 7/NY JIZIERD
KD ICRRENET,

Authentication rejected: Reason = User was not found handle = 14, server = Internal,

user = <user>

BEORRA: 1—4 A1 —F—EXR—ACFELEEA, I—FRAV 1 RUH K
RENzs, ELWI—HEZANLTLSEZ L,

CA—HYHAERTET, VPNIV0ODF/NY TJIZRODELSICRRENET,
Filter missing on interface 0, IKE data from Peer x.x.x.x dropped
BEORRA: F74)LKNIL—KHFRO2AVEEA RELTF7FILNIL—MFHBDEZHE
#2L £ 9, [Configuration] > [System] > [IP routing] > [Default Gateway] ZiERL, 7 # )L
RTF—KRDIAZEELET.

. J—ﬂ—b‘?ﬁﬁfé f‘ rYour IPSec connection has been terminated by the remote peer.VPN

30000 FNY FICRRDESICRRENETT,

User [ <user> |
IKE rcv'd FAILED IP Addr status!

BEORHA : VPN ClientilIP7 RLAZEETD A7 >3a2VREFVICE>TVEREA,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
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[Configuration] > [System] > [Address Management] > [Address Assignment] Zi&RL ., #F7°
>aveEBERLET,

COd—Y—pEHRTET, I—Y—REENKKVPN 30000 F/NY FIZEROIDICRRENE
ER

The calculated HASH doesn't match the received value
BEBEORRA : VPN ClientO ' )L—7/NAD—RA, VPNV EY RL—XTREE TV
NAT—REERBVWET, VPNCliente A2 ML —ZOEAEDO/NAT—RZHEFELET

VPN tERL—ROEBEEICH DY —ADVPNT—I)LZERELTVWD, UY—RIZT D
TATEEXRITHN, pingk TEFREA. BEOERE : VPN NL—ZDOEFRICE.
ICMP/NT Y RZ270OY V3 BPIXAHYET, TOPIXICOTA> L., ICMPNTY NEEM
CTB2EODOTFTIELAVANEZBALET,

VPN ERNL—=ROFNY TREBEL, IXTOI—HELF—FHOI—FHNfERTESE
BA. T7FILROVPNIERL—Z2ONT IV OTAINRIZE, CORNZTA4Y 0%
FUITBRIL—INEENRTVET, OMI)L=UDP, R—Kr=5007"0K~J)L=UDP, R—
R=100007’O R JJ)=ESP7’OKRJ)=AHVPNO>ERL—Z2O 74 EZTZDORNTT
1Y INFAENTVWEEE, VPNISA T REVPNIE RL—ZBOTFINA AN
NSOR—N (BESLKT7ATI4—=)L)0—BETOYILTVWDUEEN BV ET,
BRITAICE, VPN EML—Z203<HBOZRY NDO—OHASVPNI 2 RNL—4&
ICEHELTHRET, ChHFEET SB 4. VPN Client PCEVPN Concentrator® B D7 /N1 A
FRS74v027OYI9LTVET,

YA EETET, ROOITNFRREIAET,

07/10/2006 11:48:59.280 SEV=4 IKE/0 RPT=141 10.86.190.92

Group [NYMVPN]
received an unencrypted packet when crypto active!! Dropping packet

BEOERRA :: R>TEZENETIL—TBFIE/NAT—R, VPN Client®VPN 30000t
RL=BTHLOWIN—TRENRAD—RZBERLET,

L A—HRVPNIOERL—Z2DOBEILHBHRANMIHL TpingF el TelnetZ RITTE E
A, 11— ERemote Desktop ORDPZREDT SV r—> a2 ERATEE LA, BEDER
INTVY DALV B—=TIALAATNT VY DT AINEZNFEMCB>TVEREA, CORF
AXR®O TVPN300OAV L RL—ROBE VI VOATY T2ZSRLTILKEE
Wo

CA—HRERETEERIN, NSZTAYIREVPNR O RILZBBLEEA. BEORE : NAT-
Transparency " BRICE 2> TV EWE L DOIFE. VPN ClientlEPATF/NA ADERICHV E
T, PATIE, PRLAZEEZH N TS OHIC, TCPHERPUDPR—RMNESICHKELET, &
LU, VPNNZ 7 1Y O NDTEIALTBESPIE, TCPELIEFUDPERAIOZONIILTT
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1 02/07/2002 08:00:13.320 SEV=8 IKEDBG/0 RPT=69 172.18.124.241

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) ... total length : 562

4 02/07/2002 08:00:13.320 SEV=9 IKEDBG/0 RPT=70 172.18.124.241
processing SA payload



5 02/07/2002 08:00:13.320 SEV=9 IKEDBG/0 RPT=71 172.18.124.241

processing ke payload

6 02/07/2002 08:00:13.320 SEV=9 IKEDBG/0 RPT=72 172.18.124.241

processing ISA_KE

7 02/07/2002 08:00:13.320 SEV=9 IKEDBG/1 RPT=7 172.18.124.241

processing nonce payload

8 02/07/2002 08:00:13.320 SEV=9 IKEDBG/1l RPT=8 172.18.124.241

Processing ID

9 02/07/2002 08:00:13.320 SEV=9 IKEDBG/47 RPT=4 172.18.124.241

processing VID payload

10 02/07/2002 08:00:13.320 SEV=9 IKEDBG/49 RPT=4 172.18.

Received xauth V6 VID

11 02/07/2002 08:00:13.320 SEV=9 IKEDBG/47 RPT=5 172.18.

processing VID payload

12 02/07/2002 08:00:13.320 SEV=9 IKEDBG/49 RPT=5 172.18.

Received DPD VID

13 02/07/2002 08:00:13.320 SEV=9 IKEDBG/47 RPT=6 172.18.

processing VID payload

14 02/07/2002 08:00:13.320 SEV=9 IKEDBG/49 RPT=6 172.18.

Received Cisco Unity client VID

15 02/07/2002 08:00:13.320 SEV=9 IKEDBG/23 RPT=2 172.18.

Starting group lookup for peer 172.18.124.241

16 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/1 RPT=2
AUTH_Open () returns 136

17 02/07/2002 08:00:13.320 SEV=7 AUTH/12 RPT=2
Authentication session opened: handle = 136

18 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/3 RPT=2
AUTH_PutAttrTable (136, 728a84)

19 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/6 RPT=2
AUTH_GroupAuthenticate (136, 9bl43bc, 482fb0)

20 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/59 RPT=2
AUTH_BindServer (9a08630, 0, 0)

21 02/07/2002 08:00:13.320 SEV=9 AUTHDBG/69 RPT=2
Auth Server 16b3fal0 has been bound to ACB 9a08630,

22 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/65 RPT=2
AUTH_CreateTimer (9208630, 0, 0)

23 02/07/2002 08:00:13.320 SEV=9 AUTHDBG/72 RPT=2
Reply timer created: handle = 3B2001B

24 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/61 RPT=2
AUTH_BuildMsg(9a08630, 0, 0)

25 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/64 RPT=2
AUTH_StartTimer (9a08630, 0, 0)

26 02/07/2002 08:00:13.320 SEV=9 AUTHDBG/73 RPT=2

124.

124.

124.

124.

124.

124.

sessions

241

241

241

241

241

241

=1



Reply timer started: handle = 3B2001B, timestamp = 10085308, timeout = 30000

27 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/62 RPT=2
AUTH_SndRequest (9a08630, 0, 0)

28 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/50 RPT=3
IntDB_Decode (62b6d00, 115)

29 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/47 RPT=3
IntDB_Xmt (9a08630)

30 02/07/2002 08:00:13.320 SEV=9 AUTHDBG/71 RPT=2
xmit_cnt = 1

31 02/07/2002 08:00:13.320 SEV=8 AUTHDBG/47 RPT=4
IntDB_Xmt (9a08630)

32 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/49 RPT=2
IntDB_Match (9a08630, 2ebe7lc)

33 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/63 RPT=2
AUTH_RcvReply (9a08630, 0, 0)

34 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/50 RPT=4
IntDB_Decode (2ebe71lc, 44)

35 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/48 RPT=2
IntDB_Rcv (9a08630)

36 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/66 RPT=2
AUTH_DeleteTimer (9208630, 0, 0)

37 02/07/2002 08:00:13.420 SEV=9 AUTHDBG/74 RPT=2
Reply timer stopped: handle = 3B2001B, timestamp = 10085318

38 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/58 RPT=2
AUTH_Callback(9a08630, 0, 0)

39 02/07/2002 08:00:13.420 SEV=6 AUTH/41 RPT=2 172.18.124.241
Authentication successful: handle = 136, server = Internal, group = ipsecgroup

40 02/07/2002 08:00:13.420 SEV=7 IKEDBG/0 RPT=73 172.18.124.241
Group [ipsecgroup]
Found Phase 1 Group (ipsecgroup)

41 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/4 RPT=2
AUTH_GetAttrTable (136, 728c4c)

42 02/07/2002 08:00:13.420 SEV=7 IKEDBG/14 RPT=2 172.18.124.241
Group [ipsecgroup]
Authentication configured for Internal

43 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/2 RPT=2
AUTH_Close(136)

44 02/07/2002 08:00:13.420 SEV=9 IKEDBG/0 RPT=74 172.18.124.241
Group [ipsecgroup]
processing IKE SA

45 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=75 172.18.124.241
Group [ipsecgroup]
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:



Mismatched attr types for class Hash Alg:
Rcv'd: SHA
Cfg'd: MD5

50 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=76 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Hash Alg:
Rcv'd: SHA
Cfg'd: MD5

53 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=77 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 1

57 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=78 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global IKE proposal # 4:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 1

61 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=79 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global IKE proposal # 5:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 7

65 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=80 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global IKE proposal # 6:
Mismatched attr types for class Hash Alg:
Rcv'd: SHA
Cfg'd: MD5

68 02/07/2002 08:00:13.420 SEV=7 IKEDBG/28 RPT=2 172.18.124.241
Group [ipsecgroup]

IKE SA Proposal # 1, Transform # 2 acceptable

Matches global IKE entry # 1

70 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/60 RPT=2
AUTH_UnbindServer (9a08630, 0, 0)

71 02/07/2002 08:00:13.420 SEV=9 AUTHDBG/70 RPT=2
Auth Server 16b3fal has been unbound from ACB 9a08630, sessions = 0

72 02/07/2002 08:00:13.420 SEV=8 AUTHDBG/10 RPT=2
AUTH_Int_FreeAuthCB(9a08630)

73 02/07/2002 08:00:13.420 SEV=7 AUTH/13 RPT=2
Authentication session closed: handle = 136

74 02/07/2002 08:00:13.450 SEV=9 IKEDBG/0 RPT=81 172.18.124.241

Group [ipsecgroup]
constructing ISA_SA for isakmp

75 02/07/2002 08:00:13.450 SEV=9 IKEDBG/0 RPT=82 172.18.124.241
Group [ipsecgroup]
constructing ke payload



76 02/07/2002 08:00:13.450 SEV=9 IKEDBG/1 RPT=9 172.18.124.241
Group [ipsecgroup]
constructing nonce payload

77 02/07/2002 08:00:13.450 SEV=9 IKEDBG/0 RPT=83 172.18.124.241
Group [ipsecgroup]
Generating keys for Responder...

78 02/07/2002 08:00:13.450 SEV=9 IKEDBG/1 RPT=10 172.18.124.241
Group [ipsecgroup]
constructing ID

79 02/07/2002 08:00:13.450 SEV=9 IKEDBG/0 RPT=84
Group [ipsecgroup]
construct hash payload

80 02/07/2002 08:00:13.450 SEV=9 IKEDBG/0 RPT=85 172.18.124.241
Group [ipsecgroup]
computing hash

81 02/07/2002 08:00:13.450 SEV=9 IKEDBG/46 RPT=5 172.18.124.241
Group [ipsecgroup]
constructing Cisco Unity VID payload

82 02/07/2002 08:00:13.450 SEV=9 IKEDBG/46 RPT=6 172.18.124.241
Group [ipsecgroup]
constructing xauth V6 VID payload

83 02/07/2002 08:00:13.450 SEV=9 IKEDBG/46 RPT=7 172.18.124.241
Group [ipsecgroup]
constructing dpd vid payload

84 02/07/2002 08:00:13.450 SEV=9 IKEDBG/46 RPT=8 172.18.124.241
Group [ipsecgroup]
constructing VID payload

85 02/07/2002 08:00:13.450 SEV=9 IKEDBG/48 RPT=2 172.18.124.241
Group [ipsecgroup]
Send Altiga GW VID

86 02/07/2002 08:00:13.450 SEV=8 IKEDBG/0 RPT=86 172.18.124.241

SENDING Message (msgid=0) with payloads

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR (13) + VENDOR (1
3) 4+ VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 344

89 02/07/2002 08:00:13.480 SEV=8 IKEDBG/0 RPT=87 172.18.124.241
RECEIVED Message (msgid=0) with payloads
HDR + HASH (8) + NOTIFY (11) + NONE (0) ... total length : 76

91 02/07/2002 08:00:13.480 SEV=9 IKEDBG/0 RPT=88 172.18.124.241
Group [ipsecgroup]
processing hash

92 02/07/2002 08:00:13.480 SEV=9 IKEDBG/0 RPT=89 172.18.124.241
Group [ipsecgroup]
computing hash

93 02/07/2002 08:00:13.480 SEV=9 IKEDBG/0 RPT=90 172.18.124.241
Group [ipsecgroup]
Processing Notify payload

94 02/07/2002 08:00:13.480 SEV=9 IKEDBG/0 RPT=91 172.18.124.241
Group [ipsecgroup]



constructing blank hash

95 02/07/2002 08:00:13.480 SEV=9 IKEDBG/0 RPT=92 172.18.124.241

Group [ipsecgroup]
constructing gm hash

96 02/07/2002 08:00:13.480 SEV=8 IKEDBG/0 RPT=93 172.18.124.241
SENDING Message (msgid=ec88ba8l) with payloads

HDR + HASH (8) + ATTR (14)

+ NONE (0) ... total length

100

98 02/07/2002 08:00:21.810 SEV=8 IKEDBG/0 RPT=94 172.18.124.241
RECEIVED Message (msgid=ec88ba8l) with payloads

HDR + HASH (8) + ATTR (14)

100 02/07/2002 08:00:21.810
process_attr(): Enter!

101 02/07/2002 08:00:21.810

SEV=9 IKEDBG/1l RPT=11

SEV=9 IKEDBG/1l RPT=12

Processing MODE_CFG Reply attributes.

102 02/07/2002 08:00:21.810
AUTH_Open () returns 137

103 02/07/2002 08:00:21.810

SEV=8 AUTHDBG/1l RPT=3

SEV=7 AUTH/12 RPT=3

Authentication session opened: handle = 137

104 02/07/2002 08:00:21.810

SEV=8 AUTHDBG/3 RPT=3

AUTH_PutAttrTable (137, 728a84)

105 02/07/2002 08:00:21.810

SEV=8 AUTHDBG/5 RPT=1

AUTH_Authenticate (137, 50093bc, 4b5708)

106 02/07/2002 08:00:21.810
AUTH_BindServer (9bl1544c, O,

107 02/07/2002 08:00:21.810

SEV=8 AUTHDBG/59 RPT=3
0)

SEV=9 AUTHDBG/69 RPT=3

Auth Server 16b3fal0 has been bound to ACB 9bl544c,

108 02/07/2002 08:00:21.810

AUTH_CreateTimer (9bl1544c, O,

109 02/07/2002 08:00:21.810
Reply timer created: handle

110 02/07/2002 08:00:21.810

AUTH_BuildMsg (9b1l544c, 0, 0)

111 02/07/2002 08:00:21.810
AUTH_StartTimer (9bl1544c, O,

112 02/07/2002 08:00:21.810
Reply timer started: handle

113 02/07/2002 08:00:21.810
AUTH_SndRequest (9b1544c, O,

114 02/07/2002 08:00:21.810
IntDB_Decode (62b6d00, 102)

115 02/07/2002 08:00:21.810
IntDB_Xmt (9b1l544c)

116 02/07/2002 08:00:21.810
xmit_cnt = 1

SEV=8 AUTHDBG/65 RPT=3
0)

SEV=9 AUTHDBG/72 RPT=3
= 3B4001A

SEV=8 AUTHDBG/61 RPT=3

SEV=8 AUTHDBG/64 RPT=3

0)

SEV=9 AUTHDBG/73 RPT=3
= 3B4001A, timestamp =

SEV=8 AUTHDBG/62 RPT=3

0)

SEV=8 AUTHDBG/50 RPT=5

SEV=8 AUTHDBG/47 RPT=5

SEV=9 AUTHDBG/71 RPT=3

+ NONE (0) ... total length : 85

sessions

10086157,

1

timeout

30000



117 02/07/2002 08:00:21.810 SEV=8 AUTHDBG/47 RPT=6
IntDB_Xmt (9b1544c)

118 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/49 RPT=3
IntDB_Match (9bl544c, 2ebe7lc)

119 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/63 RPT=3
AUTH_RcvReply (9b1544c, 0, 0)

120 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/50 RPT=6
IntDB_Decode (2ebe7lc, 62)

121 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/48 RPT=3
IntDB_Rcv (9bl544c)

122 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/66 RPT=3
AUTH_DeleteTimer (9b1544¢c, 0, 0)

123 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/74 RPT=3
Reply timer stopped: handle = 3B4001A, timestamp = 10086167

124 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/58 RPT=3
AUTH_Callback (9bl544c, 0, 0)

125 02/07/2002 08:00:21.910 SEV=6 AUTH/4 RPT=1 172.18.124.241
Authentication successful: handle = 137, server = Internal, user = ipsecuser

126 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/3 RPT=4
AUTH_PutAttrTable (137, 1861c60)

127 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/60 RPT=3
AUTH_UnbindServer (9b1544c, 0, 0)

128 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/70 RPT=3
Auth Server 16b3fal has been unbound from ACB 9bl544c, sessions = 0

129 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/59 RPT=4
AUTH_BindServer (9b1544c, 0, 0)

130 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/69 RPT=4
Auth Server 16b3fal has been bound to ACB 9bl544c, sessions = 1

131 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/65 RPT=4
AUTH_CreateTimer (9b1544c¢, 0, 0)

132 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/72 RPT=4
Reply timer created: handle = 3B5001A

133 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/61 RPT=4
AUTH_BuildMsg (9b1l544c, 0, 0)

134 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/64 RPT=4
AUTH_StartTimer (9b1544c, 0, 0)

135 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/73 RPT=4
Reply timer started: handle = 3B5001A, timestamp = 10086167, timeout = 30000

136 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/62 RPT=4
AUTH_SndRequest (9b1544c, 0, 0)

137 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/50 RPT=7
IntDB_Decode (2ec5350, 44)



138 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/47 RPT=7
IntDB_Xmt (9b1544c)

139 02/07/2002 08:00:21.910 SEV=9 AUTHDBG/71 RPT=4
xmit_cnt = 1

140 02/07/2002 08:00:21.910 SEV=8 AUTHDBG/47 RPT=8
IntDB_Xmt (9b1544c)

141 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/49 RPT=4
IntDB_Match(9bl544c, 2ec3f64)

142 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/63 RPT=4
AUTH_RcvReply (9b1544c, 0, 0)

143 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/50 RPT=8
IntDB_Decode (2ec3f64, 44)

144 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/48 RPT=4
IntDB_Rcv (9bl544c)

145 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/66 RPT=4
AUTH_DeleteTimer (9b1544c¢, 0, 0)

146 02/07/2002 08:00:22.010 SEV=9 AUTHDBG/74 RPT=4
Reply timer stopped: handle = 3B5001A, timestamp = 10086177

147 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/58 RPT=4
AUTH_Callback (9bl544c, 0, 0)

148 02/07/2002 08:00:22.010 SEV=6 AUTH/41 RPT=3 172.18.124.241
Authentication successful: handle = 137, server = Internal, group = ipsecgroup

149 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/3 RPT=5
AUTH_PutAttrTable (137, 1861c60)

150 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/60 RPT=4
AUTH_UnbindServer (9b1544c, 0, 0)

151 02/07/2002 08:00:22.010 SEV=9 AUTHDBG/70 RPT=4
Auth Server 16b3fal has been unbound from ACB 9bl544c, sessions = 0

152 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/59 RPT=5
AUTH_BindServer (9b1544c, 0, 0)

153 02/07/2002 08:00:22.010 SEV=9 AUTHDBG/69 RPT=5
Auth Server 16b3fal has been bound to ACB 9bl544c, sessions = 1

154 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/65 RPT=5
AUTH_CreateTimer (9b1544c¢, 0, 0)

155 02/07/2002 08:00:22.010 SEV=9 AUTHDBG/72 RPT=5
Reply timer created: handle = 3B6001A

156 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/61 RPT=5
AUTH_BuildMsg (9b1l544c, 0, 0)

157 02/07/2002 08:00:22.010 SEV=8 AUTHDBG/64 RPT=5
AUTH_StartTimer (9b1544c, 0, 0)

158 02/07/2002 08:00:22.010 SEV=9 AUTHDBG/73 RPT=5
Reply timer started: handle = 3B6001A, timestamp = 10086177, timeout = 30000



159 02/07/2002 08:00:22.010
AUTH_SndRequest (9b1544c, O,

SEV=8
0)

AUTHDBG/62

160 02/07/2002 08:00:22.010
IntDB_Decode (2ec39ec, 44)

SEV=8 AUTHDBG/50

161 02/07/2002 08:00:22.010
IntDB_Xmt (9b1544c)

SEV=8 AUTHDBG/47

162 02/07/2002 08:00:
1

22.010 SEV=9 AUTHDBG/71

xmit_cnt

163 02/07/2002 08:00:
IntDB_Xmt (9b1544c)

22.010 SEV=8 AUTHDBG/47

164 02/07/2002 08:00:
IntDB_Match (9bl544c,

22.110 SEV=8
2ec5350)

AUTHDBG/49

165 02/07/2002 08:00:
AUTH_RcvReply (9bl544c,

22.110 SEV=8
0, 0)

AUTHDBG/63

166 02/07/2002 08:00:22.110 SEV=8
IntDB_Decode (2ec5350, 44)

AUTHDBG/50

167 02/07/2002 08:00:22.110 SEV=8
IntDB_Rcv (9bl544c)

AUTHDBG/48

168 02/07/2002 08:00:22.110 SEV=8
AUTH_DeleteTimer (9b1544c, 0, 0)

AUTHDBG/ 66

RPT=5

RPT=9

RPT=9

RPT=5

RPT=5

RPT=5

RPT=5

RPT=5

169 02/07/2002 08:00:22.110 SEV=9 AUTHDBG/74 RPT=5

Reply timer stopped: handle 3B6001A, timestamp

170 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/58 RPT=5

AUTH_Callback (9bl544c, 0, 0)

RPT=10

RPT=10

10086187

171 02/07/2002 08:00:22.110 SEV=6 AUTH/41 RPT=4 172.18.124.241

Authentication successful: handle = 137, server

172 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/4 RPT=
AUTH_GetAttrTable (137, 729c04)

173 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/4 RPT=
AUTH_GetAttrTable (137, 728c4c)

3

4

Internal,

group

174 02/07/2002 08:00:22.110 SEV=7 IKEDBG/14 RPT=3 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
Authentication configured for Internal

175 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/2 RPT=
AUTH_Close(137)

3

176 02/07/2002 08:00:22.110 SEV=4 IKE/52 RPT=61 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
User (ipsecuser) authenticated.
177 02/07/2002 08:00:22
Group [ipsecgroup] User
constructing blank hash

[ipsecuser]

178 02/07/2002 08:00:22
Group [ipsecgroup] User
constructing gm hash

[ipsecuser]

.110 SEV=9 IKEDBG/0 RPT=95 172.18.124.241

.110 SEV=9 IKEDBG/0 RPT=96 172.18.124.241

ipsecgroup



179 02/07/2002 08:00:22.110 SEV=8 IKEDBG/0 RPT=97 172.18.124.241
SENDING Message (msgid=4cc78fde) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 60

181 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/60 RPT=5
AUTH_UnbindServer (9b1544c, 0, 0)

182 02/07/2002 08:00:22.110 SEV=9 AUTHDBG/70 RPT=5
Auth Server 16b3fal has been unbound from ACB 9bl544c, sessions = 0

183 02/07/2002 08:00:22.110 SEV=8 AUTHDBG/10 RPT=3
AUTH_Int_FreeAuthCB(9bl544c)

184 02/07/2002 08:00:22.110 SEV=7 AUTH/13 RPT=3
Authentication session closed: handle = 137

185 02/07/2002 08:00:22.110 SEV=8 IKEDBG/0 RPT=98 172.18.124.241
RECEIVED Message (msgid=4cc78f4e) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 56

187 02/07/2002 08:00:22.110 SEV=9 IKEDBG/1l RPT=13
process_attr(): Enter!

188 02/07/2002 08:00:22.110 SEV=9 IKEDBG/1l RPT=14
Processing cfg ACK attributes

189 02/07/2002 08:00:22.180 SEV=8 IKEDBG/0 RPT=99 172.18.124.241
RECEIVED Message (msgid=38a7c¢320) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 154

191 02/07/2002 08:00:22.180 SEV=9 IKEDBG/1l RPT=15
process_attr(): Enter!

192 02/07/2002 08:00:22.180 SEV=9 IKEDBG/1l RPT=16
Processing cfg Request attributes

193 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=1
MODE_CFG: Received request for IPV4 address!

194 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=2
MODE_CFG: Received request for IPV4 net mask!

195 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=3
MODE_CFG: Received request for DNS server address!

196 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=4
MODE_CFG: Received request for WINS server address!

197 02/07/2002 08:00:22.180 SEV=6 IKE/130 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Received unsupported transaction mode attribute: 5

199 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=5
MODE_CFG: Received request for Application Version!

200 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=6
MODE_CFG: Received request for Banner!

201 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=7
MODE_CFG: Received request for Save PW setting!

202 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=8
MODE_CFG: Received request for Default Domain Name!



203 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=9
MODE_CFG: Received request for Split Tunnel List!

204 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=10
MODE_CFG: Received request for PFS setting!

205 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=11
MODE_CFG: Received request for FWTYPE!

206 02/07/2002 08:00:22.180 SEV=9 IKEDBG/53 RPT=12
MODE_CFG: Received request for UDP Port!

207 02/07/2002 08:00:22.180 SEV=9 IKEDBG/31 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Obtained IP addr (10.1.1.100) prior to initiating Mode Cfg (XAuth enabled)

209 02/07/2002 08:00:22.180 SEV=9 IKEDBG/0 RPT=100 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

constructing blank hash

210 02/07/2002 08:00:22.180 SEV=9 IKEDBG/0 RPT=101 172.18.124.241

0000: 00010004 OA010164 F0010000 FOO70000  ....... d........
0010: 00070062 43697363 6F205379 7374656D ...bCisco System
0020: 732C2049 6E632E2F 56504E20 33303030 s, Inc./VPN 3000
0030: 20436F6E 63656E74 7261746F 72205665 Concentrator Ve
0040: 7273696F 6E20332E 352E5265 6C206275 rsion 3.5.Rel bu
0050: 696C7420 62792076 6D757270 6879206F ilt by vmurphy o

216 02/07/2002 08:00:22.180 SEV=9 IKEDBG/0 RPT=102 172.18.124.241
0000: 6E204E6F 76203237 20323030 31203131 n Nov 27 2001 11
0010: 3A32323A 3331 :22:31

218 02/07/2002 08:00:22.180 SEV=9 IKEDBG/0 RPT=103 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash

219 02/07/2002 08:00:22.180 SEV=8 IKEDBG/0 RPT=104 172.18.124.241
SENDING Message (msgid=38a7c¢320) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 174

221 02/07/2002 08:00:22.190 SEV=9 IKEDBG/21 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

223 02/07/2002 08:00:22.190 SEV=4 AUTH/22 RPT=86
User ipsecuser connected

224 02/07/2002 08:00:22.190 SEV=7 IKEDBG/22 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

226 02/07/2002 08:00:22.200 SEV=4 IKE/119 RPT=68 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
PHASE 1 COMPLETED

227 02/07/2002 08:00:22.200 SEV=6 IKE/121 RPT=1 172.18.124.241
Keep-alive type for this connection: DPD

228 02/07/2002 08:00:22.200 SEV=7 IKEDBG/0 RPT=105 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Starting phase 1 rekey timer: 82080000 (ms)

229 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=106 172.18.124.241
Group [ipsecgroup] User [ipsecuser]



sending notify message

230 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=107 172.18.124.241

Group [ipsecgroup] User
constructing blank hash

[ipsecuser]

231 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=108 172.18.124.241

Group [ipsecgroup] User
constructing gm hash

[ipsecuser]

232 02/07/2002 08:00:22.200 SEV=8 IKEDBG/0 RPT=109 172.18.124.241

SENDING Message

HDR + HASH (8) + NOTIFY

(msgid=be237358)

(11) + NONE (0)

with payloads

total length : 88

234 02/07/2002 08:00:22.200 SEV=8 IKEDBG/0 RPT=110 172.18.124.241

RECEIVED Message
HDR + HASH (8) + SA
th : 792

(1)

237 02/07/2002 08:00:22
Group [ipsecgroup] User
processing hash

238 02/07/2002 08:00:22
Group [ipsecgroup] User
processing SA payload

239 02/07/2002 08:00:22
Group [ipsecgroup] User

(msgid=472c326Db)

+ NONCE (10) + ID

.200 SEV=9 IKEDBG/O0
[ipsecuser]

.200 SEV=9 IKEDBG/O0
[ipsecuser]

.200 SEV=9 IKEDBG/1
[ipsecuser]

processing nonce payload

240 02/07/2002 08:00:22
Group [ipsecgroup] User
Processing ID

241 02/07/2002 08:00:22
Group [ipsecgroup] User

.200 SEV=9 IKEDBG/1
[ipsecuser]

with payloads

(5) + ID (5) + NONE

RPT=111 172.18.124.241

RPT=112 172.18.124.241

RPT=17 172.18.124.241

RPT=18 172.18.124.241

.200 SEV=5 IKE/25 RPT=62 172.18.124.241

[ipsecuser]

Received remote Proxy Host data in ID Payload:

Address 10.1.1.100,

244 02/07/2002 08:00:22
Group [ipsecgroup] User
Processing ID

245 02/07/2002 08:00:22
Group [ipsecgroup] User

Protocol 0,

Port 0

.200 SEV=9 IKEDBG/1
[ipsecuser]

RPT=19 172.18.124.241

.200 SEV=5 IKE/24 RPT=61 172.18.124.241

[ipsecuser]

Received local Proxy Host data in ID Payload:

Address 172.18.124.133,

248 02/07/2002 08:00:22
QM IsRekeyed old sa not

249 02/07/2002 08:00:22
Group [ipsecgroup] User

Protocol 0, Port O

.200 SEV=8 IKEDBG/O0
found by addr

RPT=113

.200 SEV=5 IKE/66 RPT=121 172.18.124.241

[ipsecuser]

IKE Remote Peer configured for SA: ESP-3DES-MD5

251 02/07/2002 08:00:22
Group [ipsecgroup] User
processing IPSEC SA

252 02/07/2002 08:00:22

Proposal # 2, Transform

.200 SEV=9 IKEDBG/O0
[ipsecuser]

.200 SEV=8 IKEDBG/O0
# 1, Type ESP,

Parsing received transform:

Phase 2 failure:

RPT=114 172.18.124.241

RPT=115

Id Triple-DES

total leng



Mismatched attr types for class HMAC Algorithm:
Rcv'd: SHA
Cfg'd: MD5

256 02/07/2002 08:00:22.200 SEV=7 IKEDBG/27 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
IPSec SA Proposal # 3, Transform # 1 acceptable

258 02/07/2002 08:00:22.200 SEV=7 IKEDBG/0 RPT=116 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
IKE: requesting SPI!

259 02/07/2002 08:00:22.200 SEV=9 IPSECDBG/6 RPT=1

IPSEC key message parse - msgtype 6, len 200, vers 1, pid 00000000, seqg 129, err
0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKe

yvLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 300

263 02/07/2002 08:00:22.200 SEV=9 IPSECDBG/1 RPT=1
Processing KEY_GETSPI msg!

264 02/07/2002 08:00:22.200 SEV=7 IPSECDBG/13 RPT=1
Reserved SPI 1037485220

265 02/07/2002 08:00:22.200 SEV=8 IKEDBG/6 RPT=1
IKE got SPI from key engine: SPI = 0x3ddé6cdad

266 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=117 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
oakley constucting quick mode

267 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=118 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing blank hash

268 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=119 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing ISA_SA for ipsec

269 02/07/2002 08:00:22.200 SEV=5 IKE/75 RPT=121 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Overriding Initiator's IPSec rekeying duration from 2147483 to 28800 seconds

271 02/07/2002 08:00:22.200 SEV=9 IKEDBG/1l RPT=20 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing ipsec nonce payload

272 02/07/2002 08:00:22.200 SEV=9 IKEDBG/1l RPT=21 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing proxy ID

273 02/07/2002 08:00:22.200 SEV=7 IKEDBG/0 RPT=120 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Transmitting Proxy Id:

Remote host: 10.1.1.100 Protocol 0 Port 0

Local host: 172.18.124.133 Protocol 0 Port 0

277 02/07/2002 08:00:22.200 SEV=7 IKEDBG/0 RPT=121 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Sending RESPONDER LIFETIME notification to Initiator

279 02/07/2002 08:00:22.200 SEV=9 IKEDBG/0 RPT=122 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash



280 02/07/2002 08:00:22.200 SEV=8 IKEDBG/0 RPT=123

SENDING Message (msgid=472c¢326b) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID
total length : 172

283 02/07/2002 08:00:22.210 SEV=8 IKEDBG/0 RPT=124
RECEIVED Message (msgid=64c59a32) with payloads
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID
th : 796

286 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=125
Group [ipsecgroup] User [ipsecuser]
processing hash

287 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=126
Group [ipsecgroup] User [ipsecuser]
processing SA payload

172.

(5)

(5)

172.

172.

18.124.241

+ NOTIFY (11)

.18.124.241

+ NONE (0)

18.124.241

18.124.241

288 02/07/2002 08:00:22.210 SEV=9 IKEDBG/1l RPT=22 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
processing nonce payload

289 02/07/2002 08:00:22.210 SEV=9 IKEDBG/1l RPT=23 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
Processing ID

290 02/07/2002 08:00:22.210 SEV=5 IKE/25 RPT=63 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
Received remote Proxy Host data in ID Payload:
Address 10.1.1.100, Protocol 0, Port O

293 02/07/2002 08:00:22.210 SEV=9 IKEDBG/1l RPT=24 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
Processing ID

294 02/07/2002 08:00:22.210 SEV=5 IKE/34 RPT=61 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
Received local IP Proxy Subnet data in ID Payload:
Address 0.0.0.0, Mask 0.0.0.0, Protocol 0, Port O

297 02/07/2002 08:00:22.210 SEV=8 IKEDBG/0 RPT=127
QM IsRekeyed old sa not found by addr

298 02/07/2002 08:00:22.210 SEV=5 IKE/66 RPT=122 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
IKE Remote Peer configured for SA: ESP-3DES-MD5

300 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=128 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
processing IPSEC SA

301 02/07/2002 08:00:22.210 SEV=8 IKEDBG/0 RPT=129

Proposal # 2, Transform # 1, Type ESP, Id Triple-DES

Parsing received transform:
Phase 2 failure:
Mismatched attr types for class HMAC Algorithm:
Rcv'd: SHA
Cfg'd: MD5

305 02/07/2002 08:00:22.210 SEV=7 IKEDBG/27 RPT=2 172.18.124.241

Group [ipsecgroup] User [ipsecuser]
IPSec SA Proposal # 3, Transform # 1 acceptable

+ NONE (0)

total leng



307 02/07/2002 08:00:22.210 SEV=7 IKEDBG/0 RPT=130 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
IKE: requesting SPI!

308 02/07/2002 08:00:22.210 SEV=9 IPSECDBG/6 RPT=2

IPSEC key message parse - msgtype 6, len 200, vers 1, pid 00000000, seqg 130, err
0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKe

yvLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 300

312 02/07/2002 08:00:22.210 SEV=9 IPSECDBG/1l RPT=2
Processing KEY_GETSPI msg!

313 02/07/2002 08:00:22.210 SEV=7 IPSECDBG/13 RPT=2
Reserved SPI 1517437317

314 02/07/2002 08:00:22.210 SEV=8 IKEDBG/6 RPT=2
IKE got SPI from key engine: SPI = 0x5a724185

315 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=131 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
oakley constucting quick mode

316 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=132 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing blank hash

317 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=133 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing ISA_SA for ipsec

318 02/07/2002 08:00:22.210 SEV=5 IKE/75 RPT=122 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Overriding Initiator's IPSec rekeying duration from 2147483 to 28800 seconds

320 02/07/2002 08:00:22.210 SEV=9 IKEDBG/1l RPT=25 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing ipsec nonce payload

321 02/07/2002 08:00:22.210 SEV=9 IKEDBG/1l RPT=26 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing proxy ID

322 02/07/2002 08:00:22.210 SEV=7 IKEDBG/0 RPT=134 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Transmitting Proxy Id:

Remote host: 10.1.1.100 Protocol 0 Port 0

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port 0

326 02/07/2002 08:00:22.210 SEV=7 IKEDBG/0 RPT=135 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Sending RESPONDER LIFETIME notification to Initiator

328 02/07/2002 08:00:22.210 SEV=9 IKEDBG/0 RPT=136 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash

329 02/07/2002 08:00:22.220 SEV=8 IKEDBG/0 RPT=137 172.18.124.241

SENDING Message (msgid=64c59a32) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 176

332 02/07/2002 08:00:22.220 SEV=8 IKEDBG/0 RPT=138 172.18.124.241
RECEIVED Message (msgid=472c326b) with payloads



HDR + HASH (8) + NONE (0) ... total length : 48

334 02/07/2002 08:00:22.220 SEV=9 IKEDBG/0 RPT=139 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processing hash

335 02/07/2002 08:00:22.220 SEV=9 IKEDBG/0 RPT=140 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
loading all IPSEC SAs

336 02/07/2002 08:00:22.220 SEV=9 IKEDBG/1 RPT=27 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mode Key!

337 02/07/2002 08:00:22.220 SEV=9 IKEDBG/1l RPT=28 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mode Key!

338 02/07/2002 08:00:22.220 SEV=7 IKEDBG/0 RPT=141 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Loading host:

Dst: 172.18.124.133

Src: 10.1.1.100

340 02/07/2002 08:00:22.220 SEV=4 IKE/49 RPT=129 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Security negotiation complete for User (ipsecuser)

Responder, Inbound SPI = 0x3ddé6c4ad, Outbound SPI = 0x8104887e

343 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/6 RPT=3

IPSEC key message parse - msgtype 1, len 624, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 64, label 0, pad 0, spi 8104887e, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 0

347 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=3
Processing KEY_ADD msg!

348 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=4
key_msghdr2secassoc () : Enter

349 02/07/2002 08:00:22.220 SEV=7 IPSECDBG/1l RPT=5
No USER filter configured

350 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1l RPT=6
KeyProcessAdd: Enter

351 02/07/2002 08:00:22.220 SEV=8 IPSECDBG/1l RPT=7
KeyProcessAdd: Adding outbound SA

352 02/07/2002 08:00:22.220 SEV=8 IPSECDBG/1 RPT=8
KeyProcessAdd: src 172.18.124.133 mask 0.0.0.0, dst 10.1.1.100 mask 0.0.0.0

353 02/07/2002 08:00:22.220 SEV=8 IPSECDBG/1 RPT=9
KeyProcessAdd: FilterIpsecAddIkeSa success

354 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/6 RPT=4

IPSEC key message parse - msgtype 3, len 336, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 3dd6cdad, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 0

358 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=10
Processing KEY_UPDATE msg!



359 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=11
Update inbound SA addresses

360 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=12
key_msghdr2secassoc () : Enter

361 02/07/2002 08:00:22.220 SEV=7 IPSECDBG/1l RPT=13
No USER filter configured

362 02/07/2002 08:00:22.220 SEV=9 IPSECDBG/1 RPT=14
KeyProcessUpdate: Enter

363 02/07/2002 08:00:22.220 SEV=8 IPSECDBG/1l RPT=15
KeyProcessUpdate: success

364 02/07/2002 08:00:22.220 SEV=8 IKEDBG/7 RPT=1
IKE got a KEY_ADD msg for SA: SPT 0x8104887e

365 02/07/2002 08:00:22.220 SEV=8 IKEDBG/0 RPT=142
pitcher: rcv KEY_UPDATE, spi 0x3ddéc4ad

366 02/07/2002 08:00:22.220 SEV=4 IKE/120 RPT=129 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
PHASE 2 COMPLETED (msgid=472c326b)

367 02/07/2002 08:00:22.280 SEV=8 IKEDBG/0 RPT=143 172.18.124.241
RECEIVED Message (msgid=64c59a32) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

369 02/07/2002 08:00:22.280 SEV=9 IKEDBG/0 RPT=144 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processing hash

370 02/07/2002 08:00:22.280 SEV=9 IKEDBG/0 RPT=145 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
loading all IPSEC SAs

371 02/07/2002 08:00:22.280 SEV=9 IKEDBG/1l RPT=29 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mode Key!

372 02/07/2002 08:00:22.280 SEV=9 IKEDBG/1l RPT=30 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mode Key!

373 02/07/2002 08:00:22.280 SEV=7 IKEDBG/0 RPT=146 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Loading subnet:

Dst: 0.0.0.0 mask: 0.0.0.0

Src: 10.1.1.100

375 02/07/2002 08:00:22.280 SEV=4 IKE/49 RPT=130 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Security negotiation complete for User (ipsecuser)

Responder, Inbound SPI = 0x5a724185, Outbound SPI = 0x285e6ed0

378 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/6 RPT=5
IPSEC key message parse - msgtype 1, len 624, vers 1, pid 0000000

, type 2, mode 1, state 64, label 0, pad 0, spi 285e6ed0, encrKeyLen 24,

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 708648,
Id 0

382 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=16

0, seq 0, err O

lifetime2 O,

hashKey

ds



Processing KEY_ADD msg!

383 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=17
key_msghdr2secassoc () : Enter

384 02/07/2002 08:00:22.280 SEV=7 IPSECDBG/1l RPT=18
No USER filter configured

385 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=19
KeyProcessAdd: Enter

386 02/07/2002 08:00:22.280 SEV=8 IPSECDBG/1l RPT=20
KeyProcessAdd: Adding outbound SA

387 02/07/2002 08:00:22.280 SEV=8 IPSECDBG/1l RPT=21
KeyProcessAdd: src 0.0.0.0 mask 255.255.255.255, dst 10.1.1.100 mask 0.0.0.0

388 02/07/2002 08:00:22.280 SEV=8 IPSECDBG/1 RPT=22
KeyProcessAdd: FilterIpsecAddIkeSa success

389 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/6 RPT=6

IPSEC key message parse - msgtype 3, len 336, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 5a724185, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 0

393 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=23
Processing KEY_UPDATE msg!

394 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=24
Update inbound SA addresses

395 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=25
key_msghdr2secassoc () : Enter

396 02/07/2002 08:00:22.280 SEV=7 IPSECDBG/1l RPT=26
No USER filter configured

397 02/07/2002 08:00:22.280 SEV=9 IPSECDBG/1 RPT=27
KeyProcessUpdate: Enter

398 02/07/2002 08:00:22.280 SEV=8 IPSECDBG/1l RPT=28
KeyProcessUpdate: success

399 02/07/2002 08:00:22.280 SEV=8 IKEDBG/7 RPT=2
IKE got a KEY_ADD msg for SA: SPI = 0x285e6edl

400 02/07/2002 08:00:22.280 SEV=8 IKEDBG/0 RPT=147
pitcher: rcv KEY_UPDATE, spi 0x5a724185

401 02/07/2002 08:00:22.280 SEV=4 IKE/120 RPT=130 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
PHASE 2 COMPLETED (msgid=64c59a32)

BYE 15 $§
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