Umbrella& NetlQZ &4 L TSAMLTSSO%Z £

X2 F—AR & Cisco UmbrellaflfBHZ D 4 R — b
EMIIL—TDER
FLWEBBZ7ONA X —DERK

FL®IC

—®RFI1 X2 NTIE, Cisco Umbrella& NetlQ for Single Sign-on(SSO)ZSAMLE ST B 5 &
ICDOVWTEHBALET,

NetlQ[E FUmbrella SAMLIES DL E

NetlQIZ & BHSAMLOEER, V4 F—RTOIEERLEF2EOT )Y I TREL, NetlQDZEEN
EULKBETIVEN HD o, HOSAMLIEE LR EAYVET, CORFIXDNTE,
SAMLENetQZEEETUD O ICHEZRZTEOFM-COVTHBALET, TOLD, COBEHE
FTEROFEF, Btech, BEOBEFEREHRTHRENELE, COVYVI1—23a > THAT
BERHR—RKNERSNTH Y., CiscoUmbrella®HR—KNTld, CCTHETH2—MRNEHBER
BALYAR—NIREHETEEZEA,

SAMLIEE EUmbrella®E#EDFRIC DWW TR, 2550LE1— T2 TUB A2 F ZFE
9%, 2ZRLTLSEE,

ldentity Servers )

_IDF-CIu*ster

General @ Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788

BIRSRAT

SAMLOFIEAERE D FIEIC DWW TIE. Identity Integrations: PrerequisitesZ® S B L T & L,



https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/prerequisites-4

CiscoUmbrellaX ZF—2 DA O—REZESLChSOFIEEZZTLES, XONetiQEEDOF
JExERL CHREET T TEET,

XBZF—A&, Cisco Umbrella SAMLEY RT7 Y 7' 1 #'— R(ERE>FREE> SAML)ICH V) £T,

Security Type Status

SAML Disabled

1. Choose SAML provider 2. OpenDNS Metadata 3. Upload Metadata

OpenDNS Metadata
For more information on how to do this, please view our SAML setup guides.

Option A: Copy and Paste
Copy this into your SAML provider's configuration

CAQIwgf8wHQYDVRAOBEYEFDrNb] TxppCIgqDDpLx6lxPgX8Uj+MIHPBgNVHSMEgccwgcSAFDrNbITxppClgDDpLx61lxPgX8U7j+o0YGgpl
GdMIGaMQswCQYDVQQGEwIVUzETMBE GALUECBMKQZF saWZvemSpYTEWMBQGALUEBXMNUZ FUIEZyYWS jaXNjbzEQMA4GALUEChMHT3B1b
kROUzEUMBIGALUECXMLRWSnaWS1ZXJpbmexEzARBgNYBAMT CkOwZWSET1MgQ1gxITAfBgkghkiGIWOBLQEWEMVuZySjeEBvcGVUZG5z
LmNvbYLJALzrHoOEBt FKMAWGALUAEWQFMAMBAF 8WDQY JKoZIhvcNAQEFBQADgGEBAApCp6PqcEMopi tp65x1oA1HOHQI sxePWF+TOkH
8sNE11AFCcRFVDIPQVQLVQFymadUfGRHBS5 1K r0sM+529nQqzkWXSnQ1 RB1RF FABGgASbIXxVv26xr/X148yRP1YVNPEVXMaonU++Uot
hxlcriZgX7ZYoxhRZXEcPgVLXaskAAHN@preupeQz2w8gxv/s+2E@NeZ9ehH2 fVIeHbKAY1TuC/RWkVfoN4VvDnzby5C56gq]s4z1gTR
11ijpkgltSTSixeFJOP/IdLKNalY8SM3USfnXcwWawMz tKznE+/b3W+bvmISFYG32102sCY4aj8GMTLGLhdk4BB2QVpCHAz /xNk=
</ds:X5@9Certificates

</ds :X5@9Data>
</ds:KeyInfo>

= {md s KavNaerri ntars 4

Option B: Download XML File

& DOWNLOAD XML FILE

115001332488

AR F—A ECisco UmbrellaffBAZ D 1 > R— N

1. 7T¥ ANIF 4 XTCiscoUmbrellaX X 7F—4& ( BIRZFHTHA I O—R) 2HE,
X5095EBAE #MH L £ 9, AEBAE (Fds:X509Certificate T E V) /ds:X509Certificate T v)
F9, RN SKREFTIAE—TBEEFTT,

2. COFLWT 7 A )L %CiscoUmbrella.cer& WS BHITHREL E T,

3. x609FEEAE #PKCS7/PEMICEBR L FT, cNETSHZERFESTRETETIN, IV R
T o9—voREITLET, openssl x509 -in CiscoUmbr ella.cer -out CiscoUmbr ella.pem -outform PEM

4. NetlQT, Trusted Roots® N TNAMZ &L £9,

5. New > Browse D JEIZi#IR L, CiscoUmbrella.pemZ 14 > R—KLET,

4]

Certificate name: CiscoUmbrella

L]

@ Certificate data file (DER/PEM/PKCS7)

No file selected.

115000349367



BETIN—7 DERK

1. Identity Servers > NetlQ NAM®D JEIZIEIRL £ 9,
2. Attribute Setsz 7)Y O L& T,
3. NewziEIRL T, LDAPEMZNYEJILET,

CiscoUmbrellaAttributeSet

General Iliiﬁiiﬁi‘ Usage

New | Delete

[ Local Attribute maps to Remote Attribute Attribute Value Encoding

[] Ldap Attribute:userPrincipalName [LDAP Attribute Profile] <--= Email Address Special characters encoded

[] Ldap Attribute:mail [LDAP Attribute Profile] <> NamelD Special characters encoded
115000349567

MLUWEE7ONA X —DERK

1. IDP General 2 7 ICBE L. SAML2.0Z&RL £,
2. Create New Trust ProviderZi&R L £ 9,

ldentity Servers §

IDP-Cluster

General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788




CiscoUmbrella-S50

(o001 0 Metadata |
Trust | Attributes | Authentication Response | Intersite Transfer Service | Options

Name: CiscoUmbrella-SSO

Security
] Encrypt assertions ] Encrypt name identifiers

Certificate Revocation Check Periodicity: On Startup v -

— S0AP Back Channel Security Method
@ Message Signing
) Mutual SSL
) Basic Authentication

115000349827

. ERLEEDY) OFEMEZIZEIRL. Send with AuthenticationZiE3R L £ 9, Authentication
Response Tl&, Post Binding, Persistent, Transient, & &k U*UnspecifiedZi#RL £7,
4. LDAP Attribute: mail [LDAP Attribute Profile] Zi3#RL T, F7# I ML E T,

CiscoUmbrella-SSO

Configuration

Trust | Attributes | | Authentication Response| | Intersite Transfer Service | Options
Binding: Post -

Name |dentifier Format Default Value
[V Persistent () Automatically generated
W] Transient () Automatically generated
| E-mail () Ldap Attribute:userPrincipalName [LDAP Attribute Profile] ~
|| Kerberos ) <Not Specified> -
"] X509 ) <Not Specified> v
Unspecified @  Ldap Attribute:mail [LDAP Attribute Profile] -

Use proxied requests

] Include the Session Timeout attribute in the assertion
Assertion Validity 300 seconds

115000355688



5. Configuration > Intersite Transfer Service DEIZBEL £J ., Cisco Umbrella SAMLD &k 5 7%
Zri &+, Cisco Umbrella SSOOY 4 URLE Z—4'Y
(https://login.umbrella.com/sso)& U TIEMML £ 9

CiscoUmbrella-SSO

oL Metadata

Trust | Attributes | Authentication Response | |Intersite Transfer Service

ID: CiscoUmbrella
Target: https://login.umbrella.com/sso

] Allow any target

115000356827

6. Configuration > Options M JEIC#E L . Selected contracts:

Identity Servers p IDP-Cluster p

CiscoUmbrella-SSO

oLl L I Metadata
Trust | Attributes | Authentication Response | Intersite Transfer Service |

"] 0IOSAML Compliance

—Step Up Authentication contracts

Selected contracts: Available contracts:
Kerberos - Name/Password - Basic
@ Secure Name/Password - Basic
quickhelp
v Secure Name/Password - Form

[#][3]

115000356068

7. Cisco UmbrellaX X 7F—2 7 7 4 )L ZB & £ 9, EntityDescription”7 4 — )L RvaildUntil® H
4%, 2020-12-10T20:50:59Z% £ DFRDF—RICEFHLET (RIU—>T3av k&S
B,

8. NetlQ > MetadatalC RY) . BEHiE WX RTF—RT7AI)NEAVR—KNLET,


https://login.umbrella.com/sso

10.

11.

12.

CiscoUmbrella-SS0

Configuration 8122
Expiration date: December 10, 2020
Metadata |+| Reimport

= EntityDescriptor
validUntil = 2020-12-10T15:05:36Z
cacheDuration = PT6048005
entitylD = https://login.umbrella.com/sso
= SP550Descriptor
AuthnRequestsSigned = false
WantAssertionsSigned = false
protocolSupportEnumeration = urn:oasis:names:tc:SAML:2.0:protocol

— WA LY

115000357147

TH—=>3icoTAZEBMLET, CiscoUmbrella7H—>3a>iliEk, 95 A&

urn:oasisnames:tc:SAML:2.0:ac:clamPassNordProtectedTransportb‘“ﬂZ‘E-("?o
Local > Contracts® JIEIZi#R L. Secure Name/Password%iZiR L T. Allowable Class7 «
—J)LRIZEMLTAS, LRBOIVFTAZEMLET,

Requested By Do not specify -

Allowable Class itc:SAML: 2.0:ac:classes: PasswordProtectedTransport

If you add more than one X509 method, only the first one will be used and it will automatic
Methods: Available methods:

Secure Name/Password - Form - AD_Login

q chgpwd
%/ | kerberosMethod

i »

115000357247

Identity Services&E POV AT — RV IAZEHLTENA DRI THD & ZHERRL.,
NetliQX R F—RZA D O—RLET,

AIVO—RULEXEZF—2%ZMHHAL T, Cisco Umbrella® "0 ftt, OSAMLY 1 H'— R
ZEITLET, FIE3ITR., XXF—RXOT7Y7O—RZ2ROSNET,



SAML

1. Choose SAML provider 2. Gisco Umbrella Metadata 4. Validate

Upload Metadata
For mere information eon how to do this, please view our SAML setup guides.

Configure Cisco Umbrella to work with your SAML provider by doing one of the two options.

Option A: Upload XML file

Choose File Mo file chosen

115001186107



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



