Orginfo.json & AnyConnectZ ISEAZH T
Umbrellalc 7’ 0> 3a_—>J

2E

BUBIC

FER

ISE $27F

54T MMIDETE

FL®IC

O RF 21X NTIE, Umbrellaffia (ZIdentity Services Engine(ISE)Zf#£H L T, Orglinfo.json”’
A7 74 J)LEAnyConnectV A7 NE7AOED A -0 HEICOVTHALET,

AR SR

« Umbrella® Y > 1 R—RAOT IV A

« ISEX Y 1AR—RADTIEA

- @EET1-)L707 7 1 )L(Orglnfo.json)

« AnyConnectAY RIT > REA/NY I — ( WindowsE /= lEmacOS )

« ISERRFYIAVT AT VAT A7 Z) (Windows= 1z ldmacOS )

« BRIFDISENY FHA 2 AR—=I)LEhTWB(Cisco Bug ID CSCvz01485% Bl 3 % 7= &)

R

« ISERRES KTFEARI > —
c ISEVZATRNTAED I ZVIR=RINETZATNIEAL I3

EiEFIE
1.Umbrella® ¥ > 2 R— RIZFIE£AL., Umbrella®> 1 —)L7' 07 7 4 JL(Orginfo.json) %

Deployments > Roaming Computers > Download > Download Module ProfileA* 5 & ™ > 0 —
RLUET,


https://tools.cisco.com/bugsearch/bug/CSCvz01485
https://tools.cisco.com/bugsearch/bug/CSCvz01485
https://tools.cisco.com/bugsearch/bug/CSCvz01485

Download Roaming Client

13294624684052

2. ATADOYV 7 RO IFAIO—RR—=I A S5AnyConnectAY RTY REANY T —D%
Ao O0—RL, BAZELEN—3 2 ZBRUETD,
AnyConnect Headend Deployment Package (Windows) 26-Jan-2023

anyconnect-win-4.10.06090-webdeploy-k9.pkg
Advisories [

13295068420244

AnyConnect Headend Deployment Package (Mac OS) 26-Jan-2023
anyconnect-macos-4.10.06090-webdeploy-k9.pkg
Advisories [

13295069069716

3.AAVIRNIITRIVO—RR=IDASISERAFYAVTZAT VAT ATZ )RR
JoO0—RLU, BALCBLEN— 32 &BIRUET,
ISE Posture Compliance Library - Windows [/ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9_pkg
Aduvisories []

13295164717716



ISE Posture Compliance Library - Mac OS X [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later.Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-macos-4.3.2868 4354 -isecompliance-webdeploy-
k9.pkg

Advisories []

13295155874580

ISE %7€

1. ISEX Y2 1 R—RICT VAL, O—AIIT 14 AU H S5Work Centers > Posture > Client
Provisioning > Resources > Add > Agent resources D JEIZIEIRL £ 9,

= Cisco ISk Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—————
Client Provisioning Policy
| Resources
Client Provisioning Portal
[ ]
O Version Last Update Dascription
[:| [ncen: rasources from local disk I oTemporalAgent... 4.10.2051.0 2021/08/0% 13:12:31 With CM: 4.3.1858.4353
O we Supplicant Profile se Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Native S...
D oAgentlessOSX 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O OsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
a AP Eraper e oAgentiessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
D Cisco-ISE-NSP Native Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27  Supplicant Provisioning ...
G CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296001416212

2. Cisco Provided Package Zi#1R> FileZi#iR L . AnyConnect Headend Deployment
PackageZ®7 ¥ 70— R L T, SubmitandConfimZ 2 Y L% T,



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

———
Client Provisioning Palicy Agent Resources From Local Disk Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Chient Provisioning Portal

Category Cisco Provided Package b

[ Choose File | anyconnact-w._.eploy-k9.pkg

~ AnyConnect Uploaded Resources

Name Type Version Description

AnyConnectDesktopWindow... AnyConnectDesktop... 4.10.6090.0 AnyConnect Secure Mob...

13296134663316

BUSERARF ¥ AV T ZATVASAT7 SV 7Y 70— RIBFIREBRVIELET,
« Cisco Provided PackageZi&iRL . FileZi&IRL . ISE Posture Compliance Library%

7Y 70— RL T, SubmitandConfim&Z 2 UJY 2 L%,

1326424126484
4. OrgInfo.jsonZO7 74 ) &7 Y 70O0—RLET,

« Customer Created Package % i#iR> AnyConnect Profile % &3R> Add Name % i&iR >
File > Orglnfo.json > Submit%Z &R L £ ¥,



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk
Resources Agent Resources From Local Disk

Client Provisioning Portal

Category Customer Greated Packe v O
Type AnyConnect Profile w
* Name

Umbrella Profile I

Description

m Cancel

13296644513172

5. AnyConnect’ RAF ¥ 7O7 7 A )L ZEBMLET,
» Work Centers > Posture > Client Provisioning > Resources > Add > AnyConnect
Posture Profile D JEICBEIL £,

= Cisco ISE Work Centers - Posture
Overview Network Devices Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Palicy
Resources
Client Provisioning Portal
D Agent resounces from Cisco site Version Last Update Description
O Agent resources from local disk SonnectDesktop...  4.10.6090.0 2023/02/17 15:00:34  AnyConnect Secure Mob...
] Native Supplicant Profile oTemporalAgent...  4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3,1858.4353
O AnyConnect Configuration SennectProfile Not Applic... 2023/02/17 15:00:16
C] +e Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
(m] AP Ener Frene oAgentlessOSX  4.10.2051.0 2021/08/09 13:12:36  With CM: 4.3.1858.4353
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O CiscoAgent! indows 4.1... Ci: 2 Wind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
(] AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335... 2023/02/17 15:00.57 Cisco Secure Client Win...
D Cisco-ISE-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27 Supplicant Provisioning ..
O

CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296771328020



s FJOT77ANBEY—NBOIL—I(IT—2I0 MERTEDH—NZERTS. 7
A RA—=—RTH N TS =B B cisocom’ E)ZBML T, Submitz V1Y o
LET,.

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy E Agent Profile Seting Naw Profile

AnyConnect Posture Profile

Name *

Posture Profile

Description

Agent Behavior

Parameter Value
= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
Resources
Client Provisioning Portal Posture Protocol
Parameter Value
PRA retransmission time 120 5605

ansmission Delay 60

Discovery Backup Server List

Server name rules * *.docabrer.lab

Call Home List

Back-off Timer 3o

13298487677972

6. AnyConnecti%E DB N :
* Work Centers > Posture > Client Provisioning > Resources > Add > AnyConnect
ConfigurationD JEICBE L T,



= Cisco ISE Work Centers - Posture

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy

| Resources

Client Provisioning Partal

O Agent resources from Cisco site Version Last Update Description

O A from lo figk SonnectComplian... 4.3.3335... 2023/02/17 15:00:57  Cisco Secure Cliemt Win...
O Native Supplicant Profile connectDesktop...  4.10.6090.0 2023/02/17 15:00:34 AnyConnect Secure Mab...
D ~onnectProfile Not Applic... 2023/02/17 15:00:16

O AmyConnect Posture Profiie SonnectProfile Not Applic... 2023/02/17 15:03:12

O AN Enatitar Br oTemporalAgent... 4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3.1858.4353
D CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/0913:12:28 With CM: 4.3.2227.6145
O CiscoAgentless0OS5X 4.10.02... CiscoAgentlessOSx 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O CiscofAgentlessWindows 4.1... CiscoAgentlessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O Cisco-I1SE-Chrome-NSP Mative Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
ﬂ Cisco-ISE-NSP MNative Supplicant Pro. Not Applic 2016/10/06 14:01:12 Pre-configured Native S
D WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27 Supplicant Provisioning ...

13297194126612

« AnyConnect/\Y 7 —2 %8IRL, BB ZEML, AT SATANY T—2 %8
RL. AnyConnectE> 1 —JL ( Umbrellads K U'E0HT ) #38RL ., ISEVO7 7 A%

EBIRL., UmbrellaZ’07 7 4 )L &3&RL T, Submit2 V2 UY O LET, =

13297382333588

7. AnyConnectf EZ2 V247> N 7O I Z VIR —ICEIVY HTET,
« Work Centers > Posture > Client Provisioning > Client Provisioning Policy® JEI_ &L
9,



= Cisco ISE Wark Centers - Pesture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reporns Settings

Client Provisioning Policy

Rule Name Identity Groups Operating Systems DOther Conditions

Agent Configuratian

[ s Upgrace Mancatery
=@ Prm—_—— Chrome 05 & Conditionls] Native Supplicant Configuration
Choose a Conlig Wizard

Choose o Wizard Prafile

13297993535508

« RUS—%&HwEL. Results® FIZAnyConnectsk EZBIML T, SaveZz VY UL &
CB
8.IVZAT NI TZAT U N7OEZAZVIR=ZINICVEA LI NTBRARIS —%
ERLET, (COFIBERFZOHA ROEENTT ),

Rewits
Snws RuleMeme  esdmees o pram = e s ae
o
o A

13380169470868
274T7 > MIDRTE

1. 94T RNFOSATRN7AOEDIZVTR—ZIHASIUFALIRNERBETED LD

5 Device securty Check

© O R A hepssisestdacabreniab s porialiogins T S

ol i
CcI1SCo Client Provisioning Portal

Device Security Check
Your computer fequires securty samware to be insialed before y0u Can Connect 10 he network.

start

IC&27%5, State VY ILET,

13380233607956




2. AnyConnect® A > O— RARBENDIORFDOTTT, KADELSICEIRLET,

13380334336020

B.ADVO—RLETZ7Z7AINZRVTREITIRE, RAOVEARBENET,

Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

{c) 2014-2022 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc andfor its affilistes in the
.S, and certzin other countries,

13380212207508

4. ISEQBEAEL FhF,

Connectz V7Y OL&ET,

MTrusted and Secure Connectiony XY E—IHFRRENES,

MNetwork Setup Assistant

Trusted and Secure Connection

ﬁ You are connected to

ised-1.dacabrer.lab
whose identity has been certified. Your
connection to this website is encrypted.

Connect | | Cancel

(c) 2014-2022 Cisco Systems, Inc., Cisco, Cisco Systems and Cisco Systems
lego are registered trademarks of Cisco Systems, Inc andfor its affilistes in the
.5, and certsin other countries.




13380233399956

5. Tlnstallation is completedy XY —IFRRENES, QuitEP2 )Y ILET,

Metwork Setup Assistant

Network Setup Assistant

?} Installation is completed.

[t

{c) 2014-2022 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/for its affilistes in the
U.5. and certain other countries,

13380233308820

6. LD INXNTDIAY RIZHAUDZENTEET, Umbrellad’1 > AR—J)LEh, ISERA
FYEIZI-MANAVARN=ILENEL I



'{ﬁ:‘ Cisco AnyConnect Secure Mobility Client

a &

Mo policy server detected.

Default network access is in effect.

Roaming Security:
Umbrella is active.

-||.l|l'||-
CISCO

13380212092308
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