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0 Categories Selected ADD 1 Applications Selected ADD 0 Domains ADD
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Add New Bypass Domain or Server

When you add a domain, all of its subdomains will inherit the setting.
If 'example.com’ is on the internal domains list, 'www.example.com'
will also be treated as an internal domain.

Domain Type

O Internal Domains @ External Domains & IPs

Entity

whatsapp.neﬂ

Description

Applies To

Domain: Hosted PAC, AnyConnect, SWG Umbrella Chromebook Client
IP: AnyConnect, SWG Umbrella Chromebook Client
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tcp.port eq 443 & & (tls.handshake.extensions_server_name || tls.handshake.certificate || tcp.flags.rese
PAC/7’OF>FI—>

tcp.port eq 443 && (http.request.method eq CONNECT || tcp.flags.reset eq 1)
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| {tis.handshake. extensions_server_name || ts.handshake certificate || tep. flags.reset g 1 || top.flags. fin e

Time Source Destination Protocol  DestPort Info

281 43.038665 10.18.199. 181 162.125.6.12 65148 = 443 [FIN, ACK] Seq=297 Ack=3824 Win=261120 Len=@
283 43.973849 162.125.6.13 18,1 443 + 65148 [FIN, ACK] Seq=3804 Ack=208 Win=43008 Len=2
287 33 ; . 1 Hello

292 43,141658 162.125.6.13 C:-'t icate Server Key Exch e, Server Hells Done

206 43.175867 19.18.199. 181 162 125.6. 13 | 65149 = a3 [FIN, ACK] k=3884 Win=261888 Len=8

297 43.21141% 162.125.6.13 18.10.199.101 443 - 65149 |riN, ALK Seqe=3804 Ack=474 Win=43008 Len=0
13.187.21.28@ 18.18.199.181 443 » 65123 [FIN, ACK] Seqe32 Ack=l Win=83 Len=d
13.167.21. 200 1.0 18.199. 101 m 443 = 65125 [FIN, ACK] Seq=32 Ack=l Win=83 Lens=9
18.18.1 1al L 44f client.dropbox.com Hello

65151 Certi

162.125.6.13 1@.1@,199.181 cate, Server Key Exchange, Server Hello Done
19.18.199. 181 162.125.6.13 443 65151 = 443 [FIN, ACK] Seq=473 Ack=3884 Win=261888 Len=@
162.125.6.13 18.18.199. lﬂl TP 65151 443 + 65151 [FIN, ACK] Seqe38ed Ack=474 Win=23068 Len=8
18.18.199. 181 T 1 448l client dropbox. com Client Hello

162.125.6.13 T 65152 Certificate, Server Key Exchange, wer Hello Done
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345 48.514224 1 client.dropbox. com €lient Hello
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443 - 65157 [FIN. #:K] S:q-)W A:Ic-d'."-l Hin-lme Len=@
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N> % JL/AnyConnect

dns || (tls && tcp.seq eq 1 && tcp.ack eq 1)
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dns || http.request.method eq CONNECT
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dns || (tis & top.seq eq 1 &S top.ack eq 1)

Mo Tiene Source Destration Protocol  DestPort  SNI Info
374 62.554832 19.10.199. 181 19.18.199.2%4 DS 53 Standard query @x3078 A ap-gewd.spotify. com |
375 62.589486 10.18.199.254 18.10.199.181 DS standard query response @x307@ A ap-gews.spotify.com A 34.158.0.13)
379 62.631391 18.10.15%. 181 34.158.8.131 S50 | 443 Continuation Data
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