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fia] Reporting Web Security Manager Security Services Network System Administration

Upstream Proxy

Success — Your changes have been committed.

Add Group... I
Group Name Proxies Load Balancing Delete
SIGHTTP 146.112.255.50:80 None (Failover) ]
SIGHTTPs 146.112.255.50:443 None (Failover) [T}
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A Reporting Web Security Manager Security Services Network System Administration

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: [PruxyChainvaassList

List Order: | 1

Category Type: | Local Custom Category
Sites: |7

.cisco.com, .isrg.trustid.ocsp.identrust.com, Sort URLs
.login.microsoftonline.com, .ocsp.int-x3.letsencrypt.org, Click the Sort URLsS

.okta.com, .oktacdn.com, .opendns.com, .pingidentity.com, Button to sort all site
.secure.aadcdn.microsoftonline-p.com, .umbrella.com URLS in Alpha-numerical order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: |7

Enter one regular expression per line.
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A Reporting Wb Security Manager Security Services Network System Administration

Routing Policy: BypassProxyChain

Policy Sattings

5 Enable Policy

Policy Name: (7 | BypassProxyChain %
{e.g. my IT policy)
Description: | |
4
Insert Above Policy: | 1 (SIGALLHTTESs) B

Policy Member Definition

Membership is defined by the combination of the following options, All criteria must be met for the policy to take effect.

Identification Profiles and Users: | Al identification Profiles B

If “Al Identification Profiles” is selected, at feast one Advanced membership eption must also be selected,

= Advanced  Use the Advenced options to define or edit membership by protocs!, proxy port, subnet, Time Renge, destination (URL Category), or User Agents.,

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: Mone Selected
Subnets: None Selected
Time Range: Mo Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: ProwyChainByposslist

User Agents: None Seleched

360050703131

3. IXNTOHTTPERDOFHFL VWIL—FT 1 IRV —EERLET,

- Secure Web Appliance)l—7 1 > JRV— XU NE&TR., Z7ORILATZ I G
HTTP., FTP over HTTP, X4 T 1 JFTP, B8&V T 20T XT, T, TIXTOEB T
O774)1 MBRENTVWET, HTTPICRK AT > a o FEVWkEd, IXTOHTTPER
LT ZOLN—FATR)S—"EELEERT, HTTPERDIIL—FT 1 TR —%
REBICER L £,

] Reporting Web Security Manager Security Services Network System Administration

Routing Policies: Policy "SIGALLHTTP": Membership by Protocol

Advanced Membership Definition: Protocols

Policy membership can be defined to apply to one or more protocols. Leave all protocols unselected if membership by protocol is not desired.

Protocols: HTTP
FTP over HTTP
Native FTP
All others
Note: Policy membership by HTTPS is not avaifable when the HTTPS proxy is enabled.
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] Reporting Web Security Manager Security Services Network System Administration

Routing Policy: SIGALLHTTP

Policy Settings

Enable Policy

Policy Name: (7. I SIGALLHTTR El
{e.g. my IT policy)
Description:

Insert Above Policy: | 3 (Win2k8HTTPs) B

Pelicy Member Definition

Membership is defined by the combination of the following aptions, AN criteria must be met for the policy to take effect.

Identification Profiles and Users: | Al Identification Profiles B

If AN Identification Profiles” is selected, at least one Adyanced membership option must also be selected,
= Advanced | Use the Advanced options to define or edit membershipfby protecal, proxy port, subnet, Time Range, destination (URL Category), or User Agents.

The following advanced membership criteria have been fefined:

“Protocols” can only be selected while
Protocols: HTTP ‘*‘-‘— i @ == i . =
BicuyBors None ekl using “All Identification Profiles
Subnats: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: MNone Selected
User Agents: None Selected
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ﬁ Reporting Web Security Manager Security Services Network Systermn Administration

Identification Profiles

Client / User Identification Profiles

Add Identification Profile...

End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowledgement Delete

win2k8 mpt from Authentication r Identification
1 Subnets:  192.168.0.212 Exempt fro uthentication / User Identificatio (global profile) @l

Protocols: HTTR/HTTPS
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" Reporting Web Security Manager Security Services Network System Administration

Routing Policy: Win2k8HTTPs

Policy Settings

Enable Policy

Palicy Mame: (. [ winakerrTes [
(e.g. my IT palicy)

Description:

Insert Above Policy: | | 4 (Win2016ProwyChainHTTPs) [

T —

Membership is defined by the combination of the following options. All griteria must be mel for the policy to take effect.

Identification Profiles and Users: | Select One or More Identification Profiles B

Identification Profile Authorized Users and Groups Add Identification Profile

win2kg B Mo authentication required o

= Advanced | Use the Advanced options to defing or edit membership by protecal, proxy peort, subnet, Time Range, destination (URL Category), or User Agents.
The following advanced membership criteria have been defined:
Protocols: HTTR/HTTPS/FTP over HTTP in Identification Profile win2k8

“Protocols” can't be selected for Proxy Ports: | Nant Selected

the lﬂdIVIdUa| “Identlflcatlon Subnets: Nane Selected
. Time Range: No Time Range Definitions Available
Pro“le (see Web Security Manager > Defined Time Ranges)

URL Categories: None Selected

User Agents: None Selected
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ﬂ Reporting Web Security Manager Security Services Network System Administration

Routing Policies

Definitions

Add Policy...

Order | Members

BypassProxyChain *’_’,’-——

1 Identification Profile: All Direct Connection |
URL Categories: ProxyChainBypassList

1. Bypass SWG always be the top

Routing Destination Delete

SIGALLHTTPs
{disabled)
L J i

2. Then one for all HTTP requests
e

SIGALLHTTP x

3 1| Identification Profile: Al SIGHTTP , ]
Protocols: HTTP proxy.sig.umbrella.com: 80

Win2kBHTTPs

i i i SIGHTTPs
4 Identification Profile: win2k8 = - ||
All id:al;tified users proxy.sig.umbrella.com:443

Winzo016proxychaimntrrs  S/1NAIVIdUAl one for the HTTPs

5 | Identification Profile: WIn2016 SIGHTTPS . |
All identified users proxy.sig.umbrella.com:443
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Systemn Administration

A Repaorting Web Security Manager

Security Services MNetwork

Proxy Settings

Web Proxy Settings
Basic Settings

Persistent Connection Timeout:

Proxy: | Enabled
HTTP Ports to Proxy: | B0, 3128
Caching: | Disabled | Clear Cache
Proxy Mode: | Transparent
IP Spoofing: | Mot Enabled

Client Side: 300 Seconds
Server Side: 300 Seconds

In-Use Connection Timeout:

Client Side: 300 Seconds
Server Side: 300 Seconds

Simultaneous Persistent Connections:

Server Maximum Number: 2000

Generate Headers:

X-Forwarded-For: Send

Response Side VIA: Send

Use Received Headers:

Identification of Client IP Addresses using X-Forwarded-For: Disabled

Range Request Forwarding:

Disabled

Edit Settings...
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Web Security Appliance is getting a new look.

«lialie Cisco S000V

CISCO Web Security Virtual Appliance

] Reporting Web Security Manager Security Services Network System Administration

Manage Trusted Root Certificates

Custom Trusted Root Certificates
Import...

Trusted root certificates are used to determine whether HTTPS sites' signing certificates should be trusted based on their chain of certificate
autharities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiratian Date On Cisco List Delete
I+ Cisco Umbrella Root CA Jun 28 15:37:53 2036 GMT No g

[Cancel | Submit |

Cisco Trusted Root Certificate List (332 entries, 0 overridden)

This list displays the certificates representing trust root certificate authorities recognized by Cisco. Expand items in this list to view certificate details

or download.

Use the checkboxes to override entries. If an entry on the list is overridden, it will not be treated as a trusted root certificate authority.

Certificate Expiration Date Override Trust @

I {c) 1998 VeriSign, Inc. - For authorized use anly Aug 1 23:59:59 2028 GMT .

I A-Trust-nQual-03 Jul 23 0B:38:29 2025 GMT .

I A-Trust-Qual-02 Jul 1 09:23:33 2024 GMT .

I A-Trust-Root-05 Sep 20 11:24:11 2023 GMT N

I AAA Certificate Services Dec 31 23:59:5% 2028 GMT .
360050589612
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