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Q, Search for a customer or organization

Settings

<eys PSA Integration Details More ~

Support Contact

Log Management
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R Services ~  Resource Groups v %

History [ |

Console Home

S8 @ Compute

EC2

EC2 Container Service
Lightsail

S Elastic Beanstalk
Lambda

Batch

Storage

EFS
Glacier
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* Amazon S3

Q. Search for buckets

<4 Create bucket
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INTY MBI, AWSE zlEUmbrellaZ i1 T& <, X TOAmazon AWSIZX L TEIER IC
—BETHBIHBENHVET. "my-organization-name-log-bucket # & D 1E A K% & B % £
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https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/CreatingaBucket.html

Create bucket
CD Name and region @ Set properties @ Set permissions @ Review
Name and region

Bucket name

my-msp-organization-name-log-bucket

Region

US West (N. California)

Copy settings from an existing bucket

Select bucket (optional) 2 Buckets v

115013010503

5. BAFCKREBL ) -3 #BIRL, Create2 VU Y IOLET, BIONTY NHSERESE
dE—LBWT< eV

6. "TONTADHRELI ATYT TR, RANEIVYITBEFTT, CholRETHARTE
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7. "THERDOREL ATYT T, "N&2VUYIOLET, ETHEREZEHERLT, 7y7O—R
BAENTY NZERELET

8.LEx1—7OtAREZETL., N7 Y NOERK



Create bucket X

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name my-msp-organization-name-log-bucket- Region US West (N.
2 California)

Properties

Versioning Disabled
Logging Disabled
Tagging 0 Tags

Permissions

Users L
Public permissions Disabled
System permissions Disabled

Create bucket

115012842686

JRIZ, Umbrellat—EAANSOT7 Y 7J7O—REZZTANDESICNT Y NERETIHEN
HVYET, S3TR. ChENTY RRIVD—EFHENET, FILKERELENTYRNDR
HEIVYIOL, AVE—TIA4ADLIEIZHBPermissionsX 7/ #BIRLET

* Amazon S3 > my-msp-organization-name-log-bucket

Q, Type a prefix and press Enter to search. Press ESC to clear.
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10. Bucket PolicyZ BRI &, NT Y MY FRDESRODTOVTIARRENET

Access Control List Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::my-msp-organization-name-log-bucket
Type to add a new policy or edit an existing policy in the text area below.

1 B
2 "Version": "2008-10-17",
3 "Statement": [
4 {
5 ESTdEIEE
6 "Effect": "Allow",
7 "Principal”: {
8 "AWS": "arn:aws:iam::568526795995:user/logs"
9 1,
115012843006

M. NTY RIS —EEBCUTOISONXFHEZTFFANIF A RICIE—T 2 RR—ANT
Bh. TAVRIIIR—ARNLET, bucketnameZ A FICIET R ERELZ/NTY NBICE
EPATLKEEVY, chEThREVE, I7— XYV E—IHFRRENET

{
"IN—23>,: T2008-10-174 .
FPAT—RX Ry
{
"Sid" ",
"R FFE,
C7) N |
FAWS : Tarn:aws:iam::568526795995:user/logs .
2
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucketname/*"
2
{
"Sid™ ",
"R "EE",
C7O NI |
TAWS, : Tarn:aws:iam::568526795995:user/logs .
2
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucketname/*"

2

{

"Sid": |m,

u;)‘a-’%u: HELFEJ'H’
P72

{"AWS": "arn:aws:iam::568526795995:user/logs" }



>

"F < 3>" "s3:GetBucketLocation",

"Resource": "arn:aws:s3:::bucketname"

2

{
"Sid": ",
"ZHR" FEAE",
RV AV |
FAWS, : Tarn:aws:iam::568526795995:user/logs 1
2

"F < 3>" "s3:ListBucket",

"Resource": "arn:aws:s3:::bucketname"

}
]
}

12.SaveZ O )Y OLTCCDEERHEELET
Amazon S3/\ Y N O &S
ATV 1:

1. Umbrellad> Y —)LICEY), Settings > Log Management® JEIZEIRL £ T,

2. "TAmazonS3, ZU7 )Y OLTI14 2 ROVZRBBELET

3. Bucket Name”7 41 —J)L RT, S3THER L EERBENTY NRBEADTDHBEYFTFT,
Verifyz 2 )Y O LET
NTY MFERBCHRIAEETNIECEEZRTRIEXY E—DHFH YD IR—RIZRTENET,

Log Management

Amazon S3 Not Configured Never

AWS S3 Bucket
my-msp-organization-name-log-bucket
Verification Successful

For security, we need to confirm that we're sending logs to your bucket. Navigate to your AWS account, copy your
unique token from the README file from your bucket, paste it below, and click save.

Unique Token

115012847146
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Log Management

AST SYNC

Amazon 83 @ Configured August 2nd 2017, 11:43:21 am
AWS S3 Bucket: my-msp-organization-name-log-bucket
Last Sync: August 2nd 2017, 11:43:21 am

o By default all customers are logged to this Amazon S3 Bucket. Logging can be manually turned off for customers

individually from the Customer Management page.

STOP LOGGING CLOSE

115012848126
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TEBET, SSTAT7HATIOFMIOVWTIE, CcZSRBLTSEETL,

NTYRDZATHAOIINEBHTDFIELE. ROEHYTY,
1. ManagementZziZBRL T, 47 547

* Amazon S3 > my-msp-organization-name-log-bucket

Analytics Metrics Inventory

115012848246

2.Add aRulez2') v 2L TH S, Apply the Rule to the Whole bucket ( £x &, ¥ 77 =)L
AEREZFHROBER., TOHT7AILX ) EBIIVYILET,
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CiscoNZX—2 RS3NNT Y NDOERE

Umbrella® v 2> 21 7R— KT, Settings > Log Management® JEICEEL £ 3,


https://docs.aws.amazon.com/AmazonS3/latest/UG/LifecycleConfiguration.html

RD2DOATaUHNHY)ES,

« AHEENDAmMazon SINT Y NEFERTS
o AN EHETBDAmMazon SN Y NEFEATS

Settings

csce | og Management

Amazon S3

0o Use your company-managed Amazon S3 bucket

Amazon S3 bucket
Amazon S3 bucket name VERIFY

Learn more about Amazon S3 bucket verification »

Use a Cisco-managed Amazon S3 bucket

25231151138964

PO ZAANEEBTSAmazon S3NT Y NaFERT2, B&RTDE, "U—2a2 0@ R, & T
RIFHEORIR,, O200FHLVATTa U NFRRENET,



Settings
Himir

asco | og Management

Amazon S3

Use your company-managed Amazon S3 bucket

@ Use a Cisco-managed Amazon S3 bucket
Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

US West (N. California)

Select a Retention Duration

Data older than the selected time period will be automatically deleted and cannot be recovered.

30 days

25231151158036
g D IBIR
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Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current bucket and
start over. Retention duration can be changed at any time.

Storage Region Asia Pacific (Seoul)

Retention Duration 30 Days

25231181211796

BAITCRARTRE, TOTAR—2AVBANBEBEXRT.

We're activating AWS S3 export now...

_—

D

We're still working to create your AWS S3 bucket...

Once activation is complete, we'll provide you with keys to access your new bucket.
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Active (Managed) Sep 28, 2017 at 10:19 AM

Storage Region us-west-1
Retention Duratior 30 days
Bucket Name  s3://umbrella-managed

Last Sync Sep 28, 2017 at 10:19 AM

Forget your keys?

egenerate them below. Note that this will invalidate any existing keys
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S3 LOGS

Centralized Log Management
To enable centralized log management, a centralized bucket needs to be set up in the Log Management page.

Individual Log Management

Configure individual log management

DEPLOYMENT PARAMETERS

( q i Show install command r
1918 1300a53676a576151b1¢37 BY95S How to set up RMM scripts

DELETE THIS ORGANIZATION CANCEL m
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