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OJY—AZEBMTSICE. QRadarFES—> 3> /N—OAdminZ 722U v oL, FTICAoO
—JL U TQRadar Log Source ManagementZz 7 1) ¥ 2 L, +New Log Source:

s OJDYV—ARZB (IVHNVBRBRVANIRENATVEZ BRI EERIC—RITDIHENHYET
) :
- Cisco DNSO% : cisco_umbrella_dns_logs
- Cisco Umbrella IPO % : cisco_umbrella_ip_logs
- Cisco UmbrellaZ’" A%< A% : cisco_umbrella_proxy_logs
« AR MER : Cisco Umbrella CSV
- OJY—A%ZA7 : Cisco Umbrella
- Z’OKR3JJL#EAX : Amazon AWS S3 REST API
« 77AINNE—2 1 *Ncsv\gz
« OJY—ADHERF : CiscoUmbrella_ext **
e 2OOTJYV—RZXVN—IZTRTIN—TZBIRL T EETL .
cisco_umbrella_logsource_group

Add a Single Log Source™D 1 H'— RZE{ITLET,

= IBM QRadar Log Source Management - Add a Single Log Source
® select Log Source Type

O select rotocot Type Select a Log Source type

Parameters L umbre

O Configure Protocol I Cisco Umbrella I

: Select Protocol Type

4404306773524
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select Log Soures Type
® select Protocol Type
O Configure Log Source

Farameters

O Ccenfigure Protacel
Parameters

O Test Protacol
Parameaters

4404306773268

IBM QRadar Log Source Management - Add a Single Log Source

Select a protocol type

Q

| Amazon aws s3 rest art

Forwarded

[] show Undecumented Protocol Types

= IBM QRadar Log Source Management - Add a Single Log Source

@ select Log Source Type

@

Select Protocel Type
® configure Log Source
Parameters

O configure Protocal
Parameters

O Test Protocol
Parameters

4404313505300

Configure the Log Source parameters

Harme *
The name of the log source,

Deseription
An optional description of the log source.

Enabled
Indicates whether the log source should be enabled.

Groups *
The groups that this log source will belong to.

Extension

Log Sﬂuém Extensions perform post-processing of events after default parsing has
ooourred,

+ Show More

cisco_umbrella_dns_logs

CiscoUmbrella_ext




Configure the protocol parameters

~ | AWS Authentication Configuration ]

Log Source Identifier * cisco_umbrella_dns_logs

Authentication Method * Access Key 1D/ Secret Key v

- Access Key ID [ Secret Key: Standard Access Key
authentication

+ Show More

Access Key ID * XOOOOOODOOOOOK
The Access Key 1D that is required to access the AWS 53 bucket.

Secret Key * LT T T @
The Secret Key that is required to access the AWS 53 bucket.

~ | AWS 53 Collection Configuration |

53 Callartinn Mathnd * Hlam o Poa

4404306774164

= IBM QRadar Log Scurce Management - Add a Single Log Source
& Select Log Source Type
® selct ProwscotTipa Configure the protocol parameters

& Configure Log Source

Parameters ~ [ AWS 53 Collection Configuration |
® Configure Protocol $3 Collection Method * Use a Specific Prefix - Single Acoount/Region Only -
Parameters Choose how to collect the data,
O Test Protecol SR
Parametlers
Bucket Name * clsco-managed-eu-west-2

The name of the AWS 53 bucket where the 10g files ane stored.,

Directory Prefix * :3_5112a158aad51ec7a68449a10400ba02 Tacc00c3/dnslogs/

The root directory location on the AWS 53 bucket from which the
files are retrieved.

+ Show More

Region Name * eu-west-2

The Reglon the SQ5 Queue or 53 Bucket Is in. Example: us-
aast-1, su-west-1, ap-northaast-3

Event Farmat * Cisto Umbrella CSV -
Choose the format of the events that are contained in the files.

4404306897556



Test Protocol Parameters
Vv

Restart

Results (4):
w +~ Testing DNS resolution of [s3.amazonaws.com]
~ +~ Testing TCP connection to [s3.amazonaws.com:443]
w «< Testing 551 connection to [s3.amazonaws.com:443]

w +° Testing access to 53 Bucket [cisco-managed-eu-west-2)

Events (5):

Log Source Identifier Payload

cisco_umbrella_dns_logs “sourcefile” : || | N : 2= 10400b2027acc0c3-dns Logs-2021-06-26-2021-86-26-23-50-44ea. csv.
cisco_umbrella_dns_logs {"sourceFile": "_bxlmtjaludauba&:z Tacc®dc3i-dnslogs-2021-06-26-2021-06-26-23-50-ab6fd.csv.

cisco_umbrella_dns_logs {"sourceFile"

Step 4: Configure Protocol Parameters

4404306881812

68449a10400bal27accORc3-dns Llogs-2021-06-26-2021-06-26-23-50-cbef. csv.




o OJY—ADOHRFD TCiscoUmbrella_exty XY ETENTVWEWESIE, V)
ARASOTY—RBEBRLTLSEZL,

@ Log Source Extensions - Google Chrome = m} X
A Not secure | CEEEEEERNEND
Copy €) Dalate [l EnableDisable Log Sources (7]
Extension Name Description Enabled Default for Log Source Types
. ] true O

L ] true ]
| CiscoUmbrella eod . Jtoe _______________________ |CiscoUmbella |



Edit a Log Source Extension 9]

Name Ciscoldmbralla_sxt
Description

Log Source Types
Available Set to default for

3Com 8800 Series Switch - Cisco Umbrella

APC UPS

AhnLab Policy Center APC

Akamai KONA &>

Amazon AWS CloudTrail

Amazon AWS Security Hub C’

Amazon GuardDuty

Ambiron TrustWave ipAngel Intrusion Prevention Sy:

Apache HTTP Server

Application Security DbProtect i N

Upload Extension] Choose file | No file chosen Upload|

Extension Document
<ns2-device-exiension xmins:ns2="event_parsing/device_extension">
=pattern id="UserName-Pattern-1">"MostGranularldentity”."(.*?)" </pattem=
<pattern id="EventName-Pattern-1"=(_*)=/pattern=
=match-group device-type-id-override="431" order="1">
<matcher order="1" enable-substitutions="true" capture-group="\1" pattern-id="UserName-Pattem-1" field="UserName" />
<matcher order="1" capture-group="1" pattern-id="EventName-Pattern-1" field="EventName" />
<gvent-match-multiple force-gidmap-lookup-on-fixup="false" send-identity="UseDSMResults" pattern-id="EventName-Pattern-1" />
</match-group=
</ns2 device-extension=

Save| |Cancel

360071326791

Cisco Managed Bucket® #l 2 )X IZRLUE T,

Bucket name: cisco-managed-us-west-1

ACCESS_KEY_ID: XXXXXXXXXXXXXX

SECRET_ACCESS_KEY 1 XXXXXXXXXXXXXX

Region: us-west-1

Your Directory Prefix is the key part of this. This is the customers folder,
followed by the appropriate Tog folder.

For example: xxxxxxx_cfa37bd906xxxxxx3aff94e205db7bxxxxxxx/dnslogs

Cisco Cloud Security App Settingslc RV, T 7ICF—2Z2KRTT S =HIC. Panel refresh rate
inhoursZ&H/ME®D "™, ICERELE T,

RoAlL N — T 2 DERK

EEE(F. Cisco Security Applc BINTHH—ERARN—VVEERTIUEN BV ET. RANT
Z9F57 14 A& L T, Authorized Service TokenZ90B Z & IZBER L £L £,

1. QRadar > Admin Tab > Authorized ServicesiCOJ 1> LE 9,



IBM QRadar Security Intelligence

Dashboard  Offenses  Log Activity Network A...  Assels Reporis  Risks  Vulnerabil...

Gigamon ...  Digital Gu...  ScoutVision  Cisco pxG... System Time: 6:36 PR
Adrmiin @ Dagioymact Etor  (0) Daploy Changes  Advanced ¥ (7]
- =m g Auto Update Backup and Recovery Global System Index Management Aggregated Data Metwork Higrarchy System and License
Motfications Management Management
o e &5 . & G '
System Health Syzstem Settings Aszat Profier Custom Offense Close Store and Forward Raferance Set Centralized Credentiats
it out Configuration Reasons Management
*Plug-ins
3 fw i 2 R
Forwarding Destinations Routing Rules Domain Management E A Resource Restrictions
User Management
7 i) =1 a
Users User Roles Sacurity Profiles Authentication Authorized Services Tenant Management
. . Y
2. Authorized ServicesZBML £9,
Manage Authorized Services - Goegle Chrome - O X
A Not secure | hitps:/ D
Add Authorized Service || ) Delete Authorize 2 [Br Edit Aut Selected Token:None 2]
Service Name Authorized By Authentication Token User Role Security Profile Created Expires
Local Health Console configservices G . Admin Admin Nov 30, 2017, 10:25:4...  Permanent

360071965551
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Cisco Cloud Security 7 77U o —> 3 > Q% E

1. QRadarFES—> 3> /N\—OAdminZ 7 T,

A20—)IA > L TCisco Cloud
Security App SettingsZB& £ 7,

IBM QRadar Security Intelligence

v

Dashbo... Offenses Log Acti.. Network.. Assets Reports Risks  Vuinera... ECVLTM Digital G... Gigameo.. CiscoCl..  Domain.. UserAn.. Ciscols..

Adrmin @ DesloyrartBaee () Depicy Cranges Advances ¥ 5]
Cisco Cloud Security

aliln
CIsco

Cisco Cloud Security App
Settings
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cisco

Qradar Settings

QRadar Server IP

QRadar Server port

QRadar service token

360072462992

3. Api SettingsZ XD LS IZIRELET,

Cisco Investigate ® X — _AURL:https://investigate.api.umbrella.com/
Cisco Investigate APIN—%2 > : Umbrella® ¥ > 17R— R A 5 £ X - >Investigate
-> API| Keys -> Create New Token, ¥fHIC DL\ Tk,
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-
keyZSBL TSV,
Cisco Enforce/X— AURL:https://s-platform.api.opendns.com/1.0/
Cisco Enforce CustomerKey:Umbrella® ¥ > 17R— R - >R —JR—F >
N ->RE ->BIMTER. FMICOVTI,
https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations %
SRLTLSEETLY,
Cisco Cloudlock”X — AURL:https://{YourCloudlockAPIServer}/api/v2(#l

. https://api-demo.cloudlock.com/api/v2/)Cloudlock/ X — AURL ( Bl%&
Cloudlock L Z—7"Z 14 AAPI URL ) Zsupport@cloudlock.comlCEFX—)L%
EELUTHERBLTLSEZY),
Cisco Cloudlock API~—% > : Cloudlocklc & 4K — >5%E — >FRAE& AP| ->4
o FFMHIC DWW TIE, https:/developer.cisco.com/docs/cloud-security/cloudlock-
api-getting-started/#authenticationZ 8 L T & L\,

Api Settings

Show Cisco Cloudlock incident * Yes No
details to end user

Show Cisco Cloudlock UEBA Panels * Yes No

Cisco Investigate Base URL

Cisco Investigate API token

Cisco Enforce Base URL

Cisco Enforce Customerkey

Cisco Cloudlock Base URL

Cisco Cloudlock API token

360072703611


https://investigate.api.umbrella.com/
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-key
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-key
https://s-platform.api.opendns.com/1.0/
https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations
https://api-demo.cloudlock.com/api/v2/
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication
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After how many cycles the settir
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to be rafreshed Successfully updated application settings

Api Settings
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QRadarTh A > 7Y T AER

1. AdminZ 7 ([ZBE L. Index ManagementZ 7Y VL £ T,

System Configuration

Q r ! 7.' ..’ ¥ o i

Auto Update Global System

Backup and Recovery Index Management Aggregated Data Network Hierarchy System and License

Management

@ 3 w ?a (H_ ) (]

System Health

o

Syslem Seltings Asset Profier Custom Offense Close Store and Forward Reference Set Ceniralized Credenfials  Forwarding Destinations Routing Rules
Configuration Reasons Management
i
S *»* >
Domain Management  Extensions Management  Resource Restrictions
2T 7T7VENY T—2ENTVWBCEPEA 2V TFY VALLET
- } 7 — >/ S [
€ Index Management - Google Chrome = (m] X
T —m— i C Ind a
@ Enavie Index ) Disable Index  [Search [7]
Display: Last 24 Hours ¥ View: Al A Database: All L Show: | All v
Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties. Properties that can be indexed
in the system are listed below.
'WARNING - Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the health of the
indexes
% of i -~ | %of Hiting % of s sing
— Property %o peS;:rches Using % of Searches Hiting | % of Searches Wissing |y, witian Ouizbass
® £1.40% o0.Te% o events -
[ ] events
] 0% events
] Domain URL (custom) 0% events
Event Date (custom) 0% events
® dentites (custom 0% events
® Granular User (o 0% events
® Usemame 70.50% events
® Location Origin |D (sustem) 0% evenis
[ Svent Category (custom 0% events
® 0% events
[ ] 00% 0% soME events
] Resource (custom 0% % ® events

360071988811
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