SWG WebH 4 RT7 UV EABEDODRNT T 21—
TAT

2E

BUBIC

BEH

FYFTAR)—=LF70OYIKFBER®D "Access Denied 403, T5—
JavaDEREIC &P MAccess Denied 403, T5—

502R B =R I I A L ERTT D,
502F- R —h I I A D—HNEBEER
HR—NENTVWEVSWEHES AL —h

ZOF s> TEMENLAY X —

FL®IC

D RF 1A BNTE, Umbrella Secure Web Gateway(SWG)7'OF > TRSNhBdWebH 14 K7
DLEANBBENS TN 1—FT A2 TFBHEICODVWTHBALET,

BB

www.xyz.com®WebH 1 NMZESWGT7 OFBATT IV EATET, I—FHF122—%Y R
BEFIEALXSETSE (Umbrella SWGHABEICEENTVWEWVEES ), EEICKETS

ERELET, SWCREHTWebH A NITIVEATERVBEICHEET NI E T ETHERY
TETFLEEHOITAVvE—TPZHRAELELLS, RE—MHBEDEF, 5020FERT —

NJI4., 5020 "could not relay message upstreamy L5 —, 7Y 7AKNU—AFEBHED KR
 POEAREFRL03OELE, FYTARN)—LBEOFR—3, WebB A/ M LIFS<OEEEL

ERIZRALTINLEZETT,

TY7T7AN)—=A70OY 9 EE® "TAccess Denied 4033 IS5
WebH —/NEHET Y 7ARU—ARAF. SWGTOFS OHNPHEETOY S EHEAOY K

DL TVWET, =EZE., Akamai WAFICIE, WS DA DOSWGH HIPEEA U ARNEhi=T
OYor®HYET, CORBZBRTZICIE. Web (4 NOEBEIELL., IPEEO7OY Y



ERERBRLTESSDONME—DHFETT, ThETIE. AnyConnect SWGH LUPACT7 7 AL DE
AMCABRAAEBYANEERAL TSWGENA/NALET, 2FVY, CORATOBEREY
OF2 B@#ARETRELS, 7O0F > EWeb Y —/NEOEBRMOBEN RER T, HAHIPOTO
Y IIZ&%B TAccess Denied 4031 T —EHADKBZRT V& RICRLET,

Fh, CCIERBBENTVWBR U 0%, Akamait' J ARENEIPTRLAZ7OY U $3EHD
WS DAL DWTHBBLTWE T,

JavaRAREIC &% TAccess Denied 403, IT5—

WebH A4 NCTOEATET, 77A4INA VAR IAVERENBMESWG MPS7’OF 2 &4
LTERNEEENBDE. TAccess Denied or 403 Forbidden - Umbrella cloud security gateway
errory FAO—ENET, LEL., 77MIREZEMNICTDE, WebT A NFEEICO—RE
NEI, FEE, WebT A haNANAEBSILTDE, WebH A MEFEEICO—RENET,

BREORERREDBE

MPSTDJavalE D EE A TT H,

7OF N —N\0ERZRTLLEE, BEOY A NELEWebH —/VIE., SNIEZEFSSLT
T—RNCBETBTLSESEZ7OFICRLET, BERMIC. Zhidclient helloAEFENLRICH
£ULFET, 8Z5HE, MPST7’'OF (JavaBk EICETI< ) &, SNIEMHIC, HBE71—JLRICT
Unrecognized Names AEFENDINTHTLSTS—RE2I 57— L TREL, NSUHUT 3
CEBRTUET, FHECCZSR

CHEFSWGHEAERMPS7OFOBETREVZEISEERLTLKEETV, ik, Y—NAIDEE
EZIANRERTSWGRZ0MO7OF > EEREN BVHEEN1DTY, BE., 77790
BEEZEBALEITHN, SWCEXLRZTOMOOAToYEFIUT 47 14 )L ZESSLESL =B
BIZ—ELTHRY, Y23 2R TLET, TORR, 1—HICHL T403ENELEE N

I5—R=IHFRRENET, £/, 502 Bad Gateway LT —HFBEETNBDEEEH Y ETH,

CORICRIESIC, FEAEDHITIFE403 forbidden TS —HRRENTVWET,

403 Forbidden
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https://community.akamai.com/customers/s/article/Why-is-Akamai-blocking-me?language=en_US
https://docs.cloudbees.com/docs/cloudbees-ci-kb/latest/client-and-managed-controllers/ssl-handshake-alert-unrecognized-name
https://stackoverflow.com/questions/56786496/how-to-fix-sslprotocolexception-handshake-alert-unrecognized-name-without-disa
https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest

Client aborts on SNI unrecognized_name warning

Java 7u25
RSA 2048 (SHA256) | TLS 1.0 | TLS_ECDHE_RSA_WITH_AES_128_GBG_SHA | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java Bu161

. RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 11.0.3
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 12.0.1
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256r1
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€) 502 Bad Gateway

An upstream server error has occurred. If you believe you are seeing this message in
error, please contact your network administrator,

This page 15 served by Umbrella Cloud Security Gateway,
Server: swg-ngink-proxy-https-abf0606f27 56 signgink.sin
7 Aer 20 00:45: 32 GMT
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CurldN> RDHl:

<#root>
curl -vvv "" --ciphers TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 >> /dev/null
curl -vvv "" --ciphers ECDHE-RSA-AES256-GCM-SHA384 >> /dev/null

Testing website Wth Proxy:

- curl -x proxy.sig.umbrella.com:80 -v xyz.com:80



curl -x swg-url-proxy-https.sigproxy.qq.opendns.com:443 -vvv -k "https://www.cnn.com" >> null
Testing website w thout Proxy
: - curl -v www.Xxyz.com:80
Mac/ Li nux:
- curl -vvv -o /dev/null -k -L www.cnn.com
W ndows:

- curl -vvv -0 null -k -L www.cnn.com
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The connection for this site is not secure &
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| tcp.stream eq 6 Ed -+
No. Time Source Destination Protocol Length Info
101 7.83e7e9 10.20.0.10@ 202.221355.97 TLSv1.2 571 Client Hello
116 7.879591 202.221.255.97 10.20.0.100 TCP 6@ [TCP Window Update] 443 - 51642 [ACK] Seq=1 Ack=1 Win=65280
117 7.es80011 202.221.255.97 19.20.0.100 TCP 60 443 -+ 51642 [ACK] Seq=1 Ack=518 Win=64768 Len=@
121 7.397637 202.221.255.97 10.20.0.100 TLSv1.2 1434 Server Hello
122 7.397637 202.221.255.97 10.20.0.100 Tcp 1278 443 » 51642 [PSH, ACK] Seq=1381 Ack=518 Win=64768 Len=1216 [
123 7.397819 10.20.0.100 202.221.255.97 Tcp 54 51642 + 443 [ACK] Seq=518 Ack=2597 Win=262144 Len=@ ]
124 7.440607 202.221.255.97 10.20.0.100 TLSv1.2 1434 Certificate, Server Key Exchange
125 7.440607 202.221.255.97 10.20.0.100 TLSv1.2 268 [Certificate Request. er Hello bone
126 7.440699 10.20.0.100 202.221.255.97 TCP 54 51642 + 443 [ACK] Seq=518 Ack=4183 Win=262144 Len=@ |
A4AT T AanCa AN AN A Aan AAA AN4 ACc AT Trn caA CAcAan . aad FocTm ArEY Cam €10 A-L_A903 1 a ACATAA |~
< >

Transmission Control Protocel, Src Port: 443, Dst Port: 51642, Seq: 3977, Ack: 518, Len: 206
[2 Reassembled TCP Segments (487 bytes): #124(299), #125(197)]
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)
Version: TLS 1.2 (@xe3e3)
Length: 482
“ Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 478
Certificate types count: 3
v Certificate types (3 types)
Certificate type: RSA Sign (1)
Certificate type: DSS Sign (2)
Certificate type: ECDSA Sign (64)
Signature Hash Algorithms Length: 24
Signature Hash Algorithms (12 algorithms)
Distinguished Names Length: 246
Distinguished Names (446 bytes)
¥ Transport Layer Security

PR W NN N Y- [ T T T T

15027192992276

J7OFDICE>TEMENAY H—

HTTPSA > ARI S AU FEMBEEES. WebH—/Ni&k, SWGT7'OFIZK > TEME hi-X-
Forward-For(XFF)A ¥ & —A" R E T502 bad gateway(NG) Lo —%2H|EL TVWE T, MPS7'OF
DEBERALET7AILAF Y OBEZBRATEEHIC, RAIChttpsA VAR AV RERT
PHEEEFEALBEVSEOBRBEORNS TN 1—FT 4200 2T52ET, 5020FRT—RD T
1OBEBORSD ZEREICKYIADZENTEET,

15123666760340

curl https://www.xyz.com -k --header 'X-Forwarded-For: 1.1.1.1' -o /dev/null -w "Status Code: %{http_co

Status Code: 502
curl https://www.xyz.com -k -o /dev/null -w "Status Code: %{http_code}" -s
Status Code: 200

HTTPSA VAR AN A DIBERIXFFAY A —ZFEALET, ChickY), PYTARNY
— LAY —NEIOSA T RNP(I—OYEBNEER) CESVWITREBANERHRI TV %E
BETEET,



HTTPSA 2 ARIZ AV FBMICBE 2 TVAEWMESE, COAYA—R7OF2ICL2TEME N
BWk®, 502 Bad Gateway) T —RHEELFEA, CHIFSWCTOF > ORBETEHY
A (CNESWGTOFZOBMBETHESYNELA ). CcOIT—W, TYTARNI)—LWebtH—
N BEDXFFAY A —ZHR—RNLBVKDICEREENTVWASCEICEEALET,

BRIRTT %

COBBEZFERTDICE, BROSESHKIANEZEAL T, BED RX A OHTTPSA 2 AR
2232 NANALERT,

« S1TT7 Y 7TARNU—LFEAED XY
« SEAERKLVTLS7ONIILIZ—
- WETANAICSWG DCZFBHTER



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



