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. Tdns_inspects EVWSHHDOHF L WACLZEKL £T,
<#root>

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.220 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.222 eq domain
access-1list dns_inspect extended permit udp any any eq domain
access-1list dns_inspect extended permit tcp any any eq domain

For VA 2.2.0, please also add our 3rd and 4th resolver I Ps which are al so enabl ed for encrypt

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.220 eq domain

2. ASADREDDNSA VAR >3RI —ZHIBRLE T, B .

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

3. FIE#I THEBL EACLE —B I D UV ZANY TZERL £,

class-map dns_inspect_cmap
match access-1list dns_inspect

4. global_policy TR —X VYT ZRELET., chlk, ATYTHITHERLEIT A
RYTE—HBUTVWBRRBENFHVYET, DNSAI VAR AV ZBMILET,
policy-map global_policy

class dns_inspect_cmap
inspect dns

5 BMICTRE, ROON REEFTLT, RZT7AYINFBRAMMC—BLTVWRLE
WETEXT,

sh access-Tist dns_inspect
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Configuration > Firewall > Service Policy RulesT{TW & 7,



Fie View Took Waards Window Heb [iipeteecro ceerd = bl

e ] ] e [ e @ it @t O] P
Device List | Bookmarks |
P P I = T ——

@ add [ pelste S Connect

I Traffic Classfical [ Rude Actians t
'5—' [ # [Ensbled [ match | Source [ SrcSecurty Group | Destination | DstSecutyGroup | Service | Tme |
® 14.38.118.254
Globd Policy: ghobal_pokicy
sfr-cmap 1 OBy Match 84 14.36.118.101 @ any
2 F OBy Match 2} 14.36.118.101 @ any
Firewall o 2 3 P OEyMatch 2} 14.36.116.205 @ any
9] fccess Rules + W OfMatch @ any @ oy

=0

90 Fiter Rules
[ Public Servers
JIL URL Fikering Servers
&3 Theeat Detection
5 Identity Options
& Tdentity by TrustSec
¥ 2 Botnet Traffic Fiter
Objects
Unified Communications
=T Advanced
Anki-Spoofing
#-[E3 certificate Management
W& Fragment
51y, 1P Audit
SUNRPC Sarver
TCP Options
Giobal Timeouts
@ Wirkual Access

bj PAT Port Block Alocation

5, Device setup

|G ree

gggma Access VPN
G stetoseeven
[7), pevice Management ! I

» Apply I Reset
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[ Edlt Service Policy Rule

Traffic Classification | Default Inspections Rule Actions |

Protocol Inspection ] A58 FirePOWER Inspectiun] Connection Settingsl QUSl MetFlow | User Statistics | Clusterl

[ Select all inspection rules

[~ CTIQBE

[~ Cloud Web Security Configure, .,
[~ DCERPC Configures. .
[~ Bhg Configure...
[v ESMTP Configure. ..
v FTP Configure. ..
¥ H.323H.225 Configure...
v H.323 RAS Configure. .,
[~ HTTP Configure., .,
v 1CMP

[ ICMP Error

[T 1S

[T M Configure, .,
v IP-Options Configure. ..
[~ IPSec-Pass-Thru Configure. ..
[~ IPvé Configure.,
[ LISP Configure. ..,
e e

[ o« |

Cancel |

Help |

ZFERALE T, Add > Add Service Policy Rule..DJEICZ VY P LET,

i Cisco ASDM
File View Tools ‘Wizards Window

S B3 e G O e O O

Device List | Bockmarks

@ add [J Delete & Connect
Sind:

B 14.38.118.254
ER]14.36.118.254:444

AR Rulks
S22 Fiter Rules
[l Public Servers
2 LA Filtering Servers
ﬁ Theast Debection

3.CNT, DNSA VARV IVEBRETEET, SHIE. BMORNSTT7 1Y IR

[_[=]=]
185 I mm
7
D reb cisco
| Eedt (odete + & | $ @3 B - QFind EJDisgram <7 Packet Trace
i #dd Service Policy Ruls.. | Traffic Classiication o ]
@ add Management Service Polcy Ruls. . Source | stcsecumyGroup | pestination [ DstsecutyGroup | service [ Tme |
4 Insert... . .
= ®, defalt-inspec, . ®, Inspect ESMTP
— -“-
sfr-cmap 1 F DRyMatch B 14.36.118.101 @ any 1@ hitps
z P CaMaich ® 14.36.118.101 @ any i hitp
3 F  Dmatch ® 14.36.118.205 @ sy 1w bep
4 F  Caymatch @ any @ any - hittps

FGlobal - Applies to all interfaces) Zi#RL ., Nextz2 Y O LET (HEICKHLUT
BEDAR—TIAAILBRATREETEET ),



& Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2 Configure the traffic classification criteria For the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule,

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level, IF a service policy already exists, then you can add a new rule into the existing
service policy, Otherwise, you can create a new service policy.

" Interface: Ii' side - {create new service policy) LI

Description: I

™ | Dropiand log unsupported|IPy6 Eo IPvE Eraffic

(+ Global - applies to all interfaces

Paolicy Mame: I.]Ir.h&l_;..‘ﬂi::',' *

Description: |

[~ Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

= Back | Next = I Cancel | Help I

5. 9TAIY TR ZFT ( "dns-cmapy %% & ). TSource and Destination IP
Address (uses ACL)y A7’ 2 avIcFIvIN—VZ[FHET, [Next] ZOUY UL
7,



f# Add Service Policy Rule Wizard - Traffic Classification Criteria

(¢ Create a new traffic class: ]dns—crnap

Description {optional): ]

Traffic Match Criteria
[ Default Inspection Traffic

I~ Tunnel Group

[~ TCP or UDP Destination Port
[~ RTP Range

[~ IP DiffServ CodePoints {DSCP)
[~ 1P Precederce

[~ Any traffic

(" Add rule to existing traffic class:

Rule can be added to an existing class map if that class map uses access control list (ACL) as its traffic match criterion,

" Use an existing traffic class: |test v

(™ Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation.

< Back. | Next = | Cancel | Help |

6. X#IC. "Donotmatchy 792 3a>aFEALT, REZZTBEVELSICTBERNT Y
1V IZBRELET,
Source Tk, #7332 Tany, AL T, Umbrella®DNSH—/NBTHITXTH
RSTAVIOERANTEET, £EEF, CCTRYRND—IATSIONERZER
LT, BEDORBLTTSATADIPT RLAZEBRAT D EETEET,



= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do not match

Source Criteria

Source: |anv

User: I

A|5(5

Security Group: |

Destination Criteria

Destination: |

Security Group: |

1

Service: fin]

Description:

More Options

< Back I exk > | Cancel I Help |

7. Destination7 1 —)LRT.. 20 UY O LET, RO 4> RJTAJD > Network

Object®JBIZ )Y UL, 7208.67.222.222, L WSIPF RLAZFE>HATT TV K
BERLET., COFIEZEVYIELT, IPPRLAN 7208.67.220.2201 OAT> T
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f= Browse Destination

o Add

A

@ Edt [ Delete ‘ @ Where Used € Not Used

|58 Metwork Object. .. | Filter|Clear

,LsE; Metwork Object Group... |

Metmask | Description | Object AT Add... |
- Metwork Objects -
.@ any

@ any4

@ any6

= Cisco,com dl.cisco.com

B DNs1 172.18.108.34

[ DNS1-Nat 14.38.118.252

[ DNS2  172.18,108.43

E!. DNS2-Nat 14.38.118.253

LB AMC 14.36.118.90 —

B Hitesh  14.38.118.111

. Inside-Net 14,36.118.0 255,255.255.0 office (F)

- @ inside-n... 14,36.0.0 255.255.0.0

Q jvoungt... 14.36.118,198

. @ jyoungt... 172.18,124.30

H kklous-i... 1.1.1.1

.o office-n... 172,18,254.0 255,255.255.0

[ Open_... 208.67.220.220

- Outside. ., 14,38.118,0 255,255.255.0 office (P)

@ outside... 14.38.118.0 255,255.255.0 =

Selected Destination

Destination -= | I

= Edit Network Object

Mame: |Dpen_D MS1
Tvpe: IH-:st LI
IP Yersion: + IPvd4 O IPv6

IP Address: IEUS.S?.ZZD.EEU

Description: |

Ok Cancel l Help |




8. A DUmbrellaxy N —%2 747 14 N%Destinaton”7 41 —JL RICEML., OK&ZE Y
JyOLZET,

& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do nok makch

Source Criteria

Source: Jany |
User: | _I
Security Group: | -
Destination Criteria

Destination:  [Open_DNS1 =
Security Group: | J
Service: Jin -]
Description:

More Cptions

< Back | Mext = I Cancel I Help |

9. XDI 14> RIT 'DNSy ORY JARAZFIZL, Finshg22UYILEY,



= Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection | 454 FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

[~ CTIQEE =
[~ Cloud Web Security Configure. .,

[~ DCERPC Configure, ..

[v Bhig Configure. ..

[~ ESMTP configure. ..

[~ FTP T

[~ H.323H.225 Configure. ..

[~ H.323RAS Configure...,

[ HTTP Configure. .

[~ 1cMP

|~ ICMP Error —
[T ns

[ M

|~ IP-Options

[~ IPSec-Pass-Thru

[~ Ipv6 Configure. .

[~ Lsp

B o =

< Back | Finish | Cancel | Help |

10. ASAIZ Tdns-cmaps OFLWIO—=NIRV—ARRENET, KRIC, ASAICK
DTREETNDERVDORNS T4V IERETDIHXENHYVET, ChETSICE, T
dns-cmapy ZHV VYO L., TinsertAfter..s A7 a> & BIRLTHLWIL—I)L%&
ERLET,

®add v FeEde [Joeete | $ & | % Ba M@ -

Q, Find 29 Diagram 7 Packet: Trace

Traffic Classification .
Rule Actions
hame | # [|Enabled | Match | Source | SrcSecwity Group | Destination |  Dst Security Group | Service Time
= Global; Policy: global_policy
inspection_de... G Makch @@ any &P any @ default-inspec... @, Inspect ESMTP
Q, Inspect FTP
(13 more inspact actions)
sfr-cmap 1 W CEymacch &) 14,36.118.101 @ any 1t hittps
2 W CBmMatch &) 14.36.118.101 @ any T hittp
3 W CfyMabch B, 14.36.118.205 @ any T bep
4 ¥ CEymatch @@ any e https
dns-cmap 1 v | FZ Min e o

Add Service Palicy Rule...

Add Management Service Policy Rule...

Insert...
Insert After...
Edit...

Delete

Cut Chrl4+3
Copy Ctrl+C

e EEchee:

Packet Trace...

[ ¢
X

Rule Table Settings...

M. &ADT 12 ROTNextZ 2 1) Y UL, JRIZAd rule to existing traffic class : 747"
AVREVEFIVIOLET, ROVITHIUNHS Tdns-cmaps ZBIRL., Nextz ¥
Dy OL&ET,



f® Add Service Policy Rule Wizard - Traffic Classification Criteria

(" Create a new traffic class: Iglcnbal-cl-‘:ss

Description (optional): |

TrafficiMatch Griteria
I™ Default Inspeckion Traffic
I© | Source and Destination IP &ddress (uses ACL)
I= Tunnel Group
[" TP or UDF Destination Part
I~ [RTP Range
]- 1P Diffsers CodePoints (DSCE)
I 1P Precedence
I &ny traffic

(* Add rule to existing traffic class: |sfr-cmap |

Rule can be added to an existing c[5ff-CMap tlass map uses access contral lisk (ACL) as its traffic match criterion,

(~ Use an existing traffic class; |test v

" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation,

< Back | Mext = | Cancel I Help |

12. 79232k "Matchy ODEXICLET, DNSA UV ARIZ I VORREBD NS T
1Y IDREET, BE. BLUOY—EREZBRLET, TR, £EZE. 20
DSAT RN SEEDTCPELIZUDP DNSH—NICEEE D NS T4 v O ERE

[ Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address [x]

Action: (& Match (" Donot match

Source Criteria

Source: [any

User: |

Lfoef

Security Group: |

Destination Criteria

Destination: ~ [any |
Security Group: | |
Service: cp-udpjdomain) -

Description:

More Options 5

LET. [Next] 20UV ILET, =

13. TDNS, A7’ 23aVICFIVIORN—V&FTEEE, Finsh22 v OLET,
14. 74 RIDTEBICHDApplyZE 7 VY I LET,



add - EEdt [Joeete 4 & % B3 0 - | QFind FdDiagram o7 Packet Trace

Traffic Classification
Rule Actions [
Name | # [Ensbled [ match | Source | SrcSecwity Group | Destination [ DstSecuityGroup | Service | Tme |
[=] Global; Policy: global_paolicy
inspection_de... B5yMatch @ any @ any Q, default-inspec... Q, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 ¥V  [Eymatch ) 14.36.118.101 @ any it https
2 v [y Makch 2| 14.36.118.101 @ any e htkp
3 ¥ CBmatch =) 14.36.118.205 @ any 1o tep
4 ¥ [Eymach @ any @ any 1o hitps
dns-cmap B\ Open_DiS1 BB domain
2 ¥ [EyMakch @ any
< | o]

Apply Resat
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