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1.AWS SESOT—> 3>
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EFHRARYDAICLHBAWS SESEHFBENETHY., O RRY IVAREOFHIRICEE
LT &V, hitps://docs.aws.amazon.com/ses/latest/dg/request-production-access.html

AWS>Y =)L T, AmazonSEsZIZIRL . configuration Z 1) Y U L. Verified Identities.

BIEBADRXA N VBETT, BRENEEFXA—ILNTRLARHSEHVYEEA. AWSO RF
1 X~ Mhttps://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-
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Amazon SES .4 Amazon SES Configuration; Verified identities

Verified identities

A verified Identity 15 3 demain, subdomain, or emall address you use to send
emaill through Amazon SES. Learn more [

Account dashboard

Reputation metrics

¥ Configuration

Verified identities Identities (2)

Configuration sets ot
Dedicated IPs

Email ternplates Q

suppression list 1 =)

Cross-account natifications

Email recelving Identity a Identity type + Status ¥
email®something.com Emall address (=) Verified
something.com Domain &) Verified
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Amazon SES = Simple Mail Transfer Protocol (SMTP) settings

Yo can use &n SMTP-enabled Progeamming |d|"|-§|l.l'if:|1’.", email servir, oF Bpplication 1o connect 1o
the Amazon SES SMTP interface. You'll need the following information and a set of SMTP

credentials to configure this email sending methed in US East (M. Vieginia),
Account dashboard g 9 g

Raputation metrics

SMTP endpaint STARTTLS Port
¥ Configuration email-smtp.us-gast-1.amazonaws.com 25, 587 or 2587
Verified identities
Configuration sets
Transport Layer Security (TLS) TLS Wrapper Port
Dedicated IPs
Required 465 or 2465
Ermnail templates
Suppression list Authentication
Cross-account notifications You must have an Amazen SES SMTF user name and password to access the SMTP
Email receiving interface. These credentlals are different from your AWS access keys and are
unigue ta each reglon. To manage existing SMTP credentials, visit the 1AM console

[A.

Create SMTF credentlals [2

Aws SES SMTPREREIEH D ER

AWS>Y —I)L T, AmazonsesZP'JY O L. AccountDashboard.

TicARZ2O-=J)LLT T Simple Mail Transfer Protocol (SMTP) settings ZO1UYOL, Ccreate SMTP
Credentials —c DEREZT T T2 ERATELS,

TWREADOIL T vIL (K458 ) TR, BB IL T YIILELTIZ—HFRELEL
KDTT,

COFLVWIOARDT, I—YBEEEDEICEFL. Ccreate.

Create User for This form kats you create an LA user for SMTP authentication with Amazon SES. Enter the names of a new
SMTP 1AM user or accept the default and click Create to set up your SMTP credentials,
wl W F

1AM User Name: ses-stealthwatch-smtp-user

] PR ¥ [T mppmpa e
Baimium B4 Charsacters

» Hida Mare Information

Amazon SES usas AWS Identity and Access Management (LAM) to manage SMTF credentials. The 1AM user
name Is casa sansitive and may contaln only alphanumeric characters and the symbals +=,.8-_

SMTP credentlals consist of a username and a password, When you click the Create button below, SMTP
credentials will be generated for you.

The new usar will ba granted the following 1AM policy:

“Statement"”: [{"Effect”:"Allow","Action":"ses:SendRawEmail”, "Resource”:"*"}]

R=DIZIVLFVIrINERRENLES, RELET, COTFIHRTERVETRLCLTS
EFXT,



Your 1 User(s) have been created successfully.

: This Is the only time these SMTP security credentials will be avallable for download.
for SMTP Credentlals for SMTP users are only available when creating the user. For your protection,
you should never share yvour SMTP credentials with anyaone.

v Hide User SMTP Security Credentials

Create User

2 ses-stealthwatch-smtp-user

SMTP Usemame: | AK
SMTP Passwond: | BCI

SNAY X—2 ¥ SMTPRRE D R E

Cisco Unified Communications ManagerlZd% 4 > L. SNA Manager, & & Ufopen SMTP Notifications
+932 3> ® "EULA not accepted) ZHFEL E£ T,

. BA< central Management > Appliance Manager.

RV —0#ED [LAR—K (Report) ] Actions PTSA TV ADA_1—,

IEIR Edit Appliance Configuration.

ROVT A ZIBIRUE T, General tab.

. FIZA20—)L L T smTP configuration

AWSH SIREL 1=BZ AL L ET surpserver: CNIESMTPIY RARA > NDFFFT, surp
Settings AWS SES Account Dashboard pageprort:25, 587, FzlF2587E AU ET From Email: <
D7 1—=)LRICE., IP7 RL A% EE AWS Verified DomainUser Name: — 1l Review AWS SES
Configuration 222, 3> @ "EULA not acceptedy ZHEFRL T Password:— Nk, Review
AWS SES Configuration 292 3> ® "TEULA not accepted; Z®EFRL £9 ', Encryption
Type:[STARTTLS]|ZBIRL £ ( [SMTPS|ZEIRL -HF S, R— NZE465F 12132465\ fR
ELET ),
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o bk WN -



Appliance Configuration - SMC

[ Last Updated: 05/27/2022 10:06 AM by admin

Appliance MNetwork Services General

SMTP Configuration @

SMTP SERVER PORT
[ email-smtp.us-east-1.amazonaws.com 587 z
FROM EMAIL »

emall®something.com

USER NAME

AK

PASSWORD

ENCRYPTION TYPE
() SMTPS (3 STARTTLS (O UN-ENCRYPTED

AWSHEE 1 0 YR 5
SSHEY>a> %I L., sNAManager)l—RI—H&LTOTJA4>LET,
RD3DONIEEZBAELET

- SMTPIY RARA 2 NDIFFTZZEE L & 9 (email-smtp.us-east-1.amazonaws.com’s &),
MEATBEZR—RNEZELET (LEXIE, STARTTLSOF 7 # )L N E587 ) 6
- XY RICESTDOUTA B ENT, ETRICTOVT MBREIET

STARTTLS ( 7 # )L R R— K587 ) DB E :

openssl s _client -starttls sntp -showcerts -connect enmil-sntp.us-east-1.amazonaws. com 587 <<<
"Q 2>/dev/null > mycertfile.crt awk 'split_after == 1 {n++;split_after=0} /----- END
CERTI FI CATE- - - - - | {split_after=1} {print > "cacert" n ".pem'}' < nmycertfile.crt for i in Is -t1l
*. pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert*
mycertfile.crt

SMTPS ( 7 #J)Lh/R— K465 ) DIFE .

openssl s_client -showcerts -connect emmil-sntp.us-east-1. amazonaws. com 465 <<< " @' 2>/dev/nul |



> nycertfile.crt awk "split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt for i in  Is -t1l *.pem; do cp $i
$(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert* nmycertfile.crt
pemiLsR FAFRWVELRAET7 7AILE. COTFALINITRAELS, REOEETALIKNVIC
ERENET (pwdIX 2 RO EH/E&ET)

sna_nmanager: ~# openssl s_client -starttls snmp -showerts -connect enuil-sntp. us-east-

1. amazonaws. com 587 <<< "Q' 2>/dev/null > nycertfile.crt

sna_manager: ~# awk 'split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt

sna_nmanager:~# for i in “Is -t1 *.pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}'
$i).pem; done ; rm-f cacert* mycertfile.crt

sna_manager: ~# ||

total 16

-rwr--r-- 1 root root 1648 May 27 14:54 Amazon. pem

-rwr--r-- 1 root root 1829 May 27 14:54 AmazonRoot CAl. pem

-rwr--r-- 1 root root 2387 May 27 14:54 enuail -sntp. us-east-1. anazonaws. com pem
-rwr--r-- 1 root root 1837 May 27 14:54 Starfiel dServi cesRoot CertificateAuthority-Q&. pem
sna_nanager : ~# pwd
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Cisco IOSY 7 R T TV —R12ATTHERE N i= SNAManager iIBIRUL =7 7 A I)EXT7OT 5 A
( Filezilla, winscp% & ) ZERAL TO—AIUI I VICTOEAL, S DIEEAEZ SNA Manager

trust store 4 =/ Central Management.

. BI< central Management > Appliance Manager.

R —0#ED [LAR— K (Report ) ] Actions P77 TA T ADX _1—,
. i&?}{ Edit Appliance Configuration.

ROWVWTFNADZBIRLUE T, General tab.

. FICAZ208—)LL T Trust store

IR Add New

CENTNOIREZTYTO—RULET, 77 A4I)LBR% Friendly Name

REEEORTIX—LT O3> 0ER
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Cisco Unified Communications Managerlc[%' 4 > L, SNA Manager® 27 ') Y 2 L, Response
Management 27> 3> ® TEULA not accepted) ZHEL£T,

ROWT A ZBIRUET ., configure BIELEZDX A VR ODRT

. IE?R Response Management

. Response Management /\°—§\ i,i_g?R Actions tab

. 1Z3R Add New Action

BREMAICDEFX—LNTI2AVOBMEEELERIZFEEDX—ILT RLAZ[To]7 4
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| B s - m
emallZsomething com

AWE SES SMTP Tesq

6. 7)Y save
R

Cisco Unified Communications ManagerlZOJ 4> L, SNAManagerZ 2T 1J Y 2 L, Response
Management 290> 3 2 :

. ;K(D \/\fﬂ’l?ﬁ‘ Eigﬁ LEY, Configure EEJ:%BG))( . 71{70) X 7

. 1§TR Response Management

. Response Management R—=7 . 1Z3IR Actions tab

. %\W%EE%E Actions CRRELEEFX—ITF U3 )@ﬁ'@ﬁ” Configure Response Management
Email Action ZIZR L, Edit.

5. iR Test Action REF B THNIEE, HIMXY E—IDHKRTEh, EFXA—IIFEEEIE

9o

EFX—I)IAYHX—OF T, amazonsesld" Receiveds 7 1 —J)L R &amazonsesIZIlX .
ARC-Authentication-Results (AAR) Chain

A ODN -

Success!

You've successiully sent your test email.




ARC-Ruthentication-Results: i=1; mx.google.com;
dkim=pass header.i=§somethingcom| header.s=
dkim=pass header.i=fgmaZOmnses.com header
spf=pass (google.com: domain of 01000181

sender) smtp.mailfrom=0100018106685484-fa246764

Return-Path: <01000181066B5484-faZ2d4676d-b23d-4a;

Received: from aB8-30.smtp-out.amazonses.com (aB-

6. TANICKBL 256, BELBICNFT—HFRRENET, NFTLZ1—-F12T€Y

AVICEARET

NZ7)L21—hb

r/Iancope/var/logs/contalners/swreponsemgmtlog J77A4NIEE, TANT O30T —XY 22—
DHFEENTVET, BRE—BHBEIT—EBEEZRICRLET,
RICRENTVRIZ—XvE—2RF, IZ—O7T0—HICBEBTVWEITEELTLLEZV

I7—

SMTPSendFailedException:554 Message rejected: X
— LT RLAFERENTVWELEA, IDAU—T3Y

US-EAST-1OF I Y JICKBMUEL I,
{email_address}

& 1E

SNA ManagerSMTPEXE® "From Emaily &AW
SESKREEEH RXA VICETBDEFX—IICEH
-

AuthenticationFailedException:53552sE & E A &R 0> 3> "TAWS SES SMTPFRRHIEEHR D ERK 4

T

SunCertPathBuilderException:ERE h =2 —4'v ~
NDBEMBEANANFEI2AVERA

SSLIL—F > : tls_process_ske_dhe:dhF—A"/ & F

EEXY
TOHOIS—

NFEDHF—HNNETEXT,

SNA Manager SMTPEXEDNFXE 1 Z#EVIRL &-

AWSH SIRTRE NI T X TOIEAENSNA
ManagerfE AR T7ICHBD & 2HFELET., 3
FO2aAVOERTECNTY NFvYTF v Z2ES
H—NAASERENHAHAEZEEARNTORK
Ltk L E T,

Bl 7z 2R
TACT —AZRVTHRETS

CHIFAWSEINEETY, DHECEDHOBE S 2HEAT25E8 (OJFEEDWUESEN HD ).
1024EY NF—ZFERAL., SNANZ—2 ¥ ASSLEY > a v ofkT2EELET, ONRED
\Zl&. DHE/EDHEES A ERE N TWA B E DopenssliERA S DY —/NNDO—BEFF—HFRRENE

ERD

sna_nanager : ~# openssl s_client -starttls sntp -connect email-sntp. us-east-2. anazonaws. com 587 -

ci pher "EDH' <<< "Q' 2>/dev/null | grep "Server Tenp"
Server Tenp Key: DH, 1024 bits

sna_nanager : ~# openssl s_client -starttls sntp -connect email-sntp. us-east-2. anazonaws. com 587 -

ci pher "DHE" <<< "Q' 2>/dev/null | grep "Server Tenp"
Server Tenp Key: DH, 1024 bits

sna_nanager : ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587

<<< "Q' 2>/dev/null | grep "Server Tenp"
Server Tenp Key: ECDH, P-256, 256 bits



M—OEEEIE, SMCTroot1—H'&LTIAVYY REFEAL TTXTOHODHES &K U'EDHEE S % Bl
BRITBDETT, AWSIKECDHERE B A4 — N Z&#IRL, EHEARIILET,

cp /1 ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers /| ancope/services/swos-
conpliancel/ security/tls-ciphers.bak ; > /lancope/services/swos-conpliance/security/tls-ciphers ;

echo

"TLS_AES 128 GCM SHA256: TLS CHACHA20_POLY1305_SHA256: TLS_AES 256_GCM SHA384: TLS_AES 128_CCM SHA2
56: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256: AES128- GCM SHA256: ECDHE- ECDSA-
AES256- GCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA- CHACHA20- POLY1305: ECDHE- RSA- CHACHA20-
POLY1305: AES256- GCM SHA384" > /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers ; docker
restart swresponse-ngnt

BEE T ]

- https://docs.aws.amazon.com/ses/latest/dg/setting-up.html

- https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure
. https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html

- https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html
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