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Message Tracking Data Availability
W Prntable POF

Tracking Data Range

Segurtty Apphance Crata Range
Status 1P Address Drescriplion From = To
0K 192 168.235.65 YAOHRP-ESA-BBOGE 1S Jul 2020 18236 (GHMT +02:00) 14 Feb 2023 08:52 (GMHT +01:00)
0K 192.168.23%5.64 YHOIRP-ES&-AADDL §S Jul 2020 18236 (GMT +02:0:0) I4 Feb 2023 08:52 (GMT +01:00)
nearall: 15 Jull 2020 18:36 (GMT +02:00) 14 Feb 1023 08:52 (GMT +01:00)

Minsing Data Intorvals

Items Displayed | 10~ || Al Emad Applances + |

Security Applance Missirg Data Range

[P Address
152.168.235.64
192.168.235-64
192.1668.235.65
192,168, 255.64
1%2.168.235.65
1%2,168.235.65
152, 168.235.65
192,168, 23564
152,168, 23564

152.168.335.6%

Descrphisn
VEQIRP-ESA-AA00
VEIRP-EGA-AA001
WEMRP-EFA-BEDD]
WEOIRP-ESA-ARMI
WXOIRP-ESA-BBOO]
VXOIRP-ESA-BBOOI
VEOIRP-ESA-BBOO]
VEOIRP-ESA-AA001
VEDIRP-ESA-AA001
VECIRP-ESA-BEOD]

Firnpimn
E4 Feb 2023 03:=01 (GHT +01:00)
14 Falb 2023 0740 (GHT +01:00)
i< Fab 2023 05:49 (GMT +01:00)
i< Felb 2023 05:16 (GMT +01:00)
14 Fab 20273 0<4:28 (GHT +02:04)
14 Feb 20273 03:46 (GMT +00:00)
14 Feb 2023 02:07 (GHT +01:00)
E3 Feb 2023 23:16 (GMT +00:00)
13 Feb 2023 230:16 (GMT +01:00)
I3 Feb 20232 17:37 (GMT +01:00)

T

14 Fab 1023 0504 (GHT +0]1:00)

14 Feb 2033 0743 (GHT +01:00)
14 Fab 3023 06:53 (GHT +01:00)
14 Fab 2023 05:19 (GHT +01:00)
14 Feb 2023 0:31 (GHT +01:00)
14 Feb 2023 03:49 (GHT +01:00)

14 Feb 2023 02:10 (GHT +01:00)

13 Feb 2023 23:19 (GHT +00:00)
13 Feb 2023 20:19 (GHT +001:00)
13 Feb 2022 17:40 (GHT +01:00)
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1. trackerdlE, glogdic k> TRBENIERNZYFITRBEBNAFVOTT77AIADST—2%
AT L & F (tracking.@*.s)

2. trackerdld/data/db/reporting/haystack® T IZRFL F 9,

. ESARREFBRNTYF2 Y

1. qlogdid M Z Y F > JIEH/NAFVOT 7 7 4 )L(tracking. @*.s.gz) &
/data/pub/export/tracking7 1 L O RUJICEEHLET

2. SMA smad7'Ot Ak, ESA®/data/publexport/trackingT1 L2 KU A SEBHRMITTF—Z
(tracking.@*.s.gz2)ZF T v, 7). HIBRLET,

B.ESANSTIENIERNTZYF T T 7 A4I)LIE. SMAD/data/log/tracking/<ESA_IP>/7*4 L &
NIVCREETSNIZET,

4. trackerd|& /data/tracking/incoming_queue/0/<ESA_IP>7 1 L O KNDVICT7 7A4IIZ2BEL., 77
1IN EREBLET,

5. MTF— AR —AILRFENTVEINEBELTTFAINERNRSYF T T7AIEGHIBRENET

o



AEFIE

AT Y 7 1 : ESA trackerd_logs® 7 #f

/data/pub/trackerd_logs/ 7 # )L Mtrackerd_logsZ EE L =%, ESAMDqlogd ' BE 3% 0 BERE

—_—

(4.

BTF—R2T77ANEEERALEEZBELRLLE,

COBITIE, filename® 7 # )L A& /data/publ/export/tracking/ T* S0 D T—X 77 AILH, 774)

DERKZZRLTVRYT, TIEDERE3DTT,

grep "172.16.200.12" trackerd.current | tail

Wed Mar 8 22:07:36 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:12:03 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:14:28 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:16:53 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:19:19 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:23:48 2023 Info: Tracking parser moved /data/log/tracking/172.

AT Y 7 2: SMA trackerd_logs 4 #f

ATY T1THEBL EEH®ICE D VT, SMA®/data/pub/trackerd_logsZ fEFEL .

IVTREBELIET—B77AINERODHTHIELET,

16.
16.
16.
16.
16.
16.

200.
200.
200.
200.
200.
200.

CDT7L—ALTR, RRZECHETZIOITH T ODVWTIHALET., KA

ESA(192.168.235.64)12 3¢ L T M & SMATtrackerd_logs% 7 1 JL R 52

/data/pub/trackerd_log on SMA - filtered only for ESA 192.168.235.64
Mon Feb 13 20:11:06 2023 Info:
Mon Feb 13 20:15:18 2023 Info:
Mon Feb 13 20:17:26 2023 Info:

tracking.@20230213T191631Z_20230213T191931Z.s.9z - the file 1is missing

Mon Feb 13 20:23:40 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 20:25:51 2023 Info: Tracking parser moved /data/log/tracking/192.

Mon Feb 13 23:15:20 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:17:27 2023 Info: Tracking parser moved /data/log/tracking/192.

tracking.@20230213T7221632Z_20230213T221932Z.s.9z - the file 1is missing

Mon Feb 13 23:23:42 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:25:52 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:30:04 2023 Info: Tracking parser moved /data/log/tracking/192.

In Summary, Missing file examples on SMA from ESA 192.168.235.64:
tracking.@20230213T191631Z7_20230213T191931Z.s.9z
tracking.@20230213T221632Z_20230213T221932Z.s.9z
tracking.@20230214T041633Z_20230214T041933Z.5.9z

Tracking parser moved /data/log/tracking/192.
Tracking parser moved /data/log/tracking/192.
Tracking parser moved /data/log/tracking/192.

168.235.

168.235

168.235.

-- this
168.235

168.235.

168.235.

168.235
-- this

168.235.
168.235.

168.235

.@2023030
.@2023030
.@2023030
.@2023030
.@2023030
.@2023030

12/tracking
12/tracking
12/tracking
12/tracking
12/tracking
12/tracking

"EE, O

64/tracking.@202302
.64/tracking.@202302
64/tracking.@202302
1ine 1is manually ad
.64/tracking.@202302
64/tracking.@202302

64/tracking.@202302
.64/tracking.@202302
1ine 1is manually ad
64/tracking.@202302
64/tracking.@202302
.64/tracking.@202302

Log examples for two missed files can be considered satisfactory. Omitted logs for other files t



tracking.@20230214T0640347_20230214T0643347Z.s.9z
tracking.@20230214T070134Z_20230214T070434Z.s.9z

AT Y7 3:smaduser7 723> OO
RDATY 7’1k, ESAD/data/pub/cli_logs/ TDSMA smadDEMEE R T D LT,

BIIRD K SIZ, smadld/data/publ/export/tracking (Is -AF)ADESAD 7 7 A ) ZE2FT v UL, 77
4 JL(scp -f /../ltracking.*.s.gz) 2 AE— L TA S, smaduserliC &k 2 TSSH7 VA Z N L THIRRL
7,

COFIETEE, X4 SMA(IP:172.24.81.94) A5 D BI D SMA(IP:192.168.251.92) "ESAD X I >
O—RIZEHL., XA SMADHEIIC 7 74 I EBIBRTACENEREIATVET,

XA 2VSMANF14 LI KN(s -AF)W®774)LE7'I v OFTBHEEIC. 192.168.251.92
smaduserlc &2 TT TICHIBRENTWD S, 774 IIHFRRENEEA,
BET2 207062 ICRLUET,

for file tracking.@20230213T191631Z_20230213T191931Z.s.9z

grep -i "tracking.@20230213T1916317_202302137T191931Z.s.9z" cli.current (missing file on SMA)

Mon Feb 13 20:19:29 2023 Info: PID 51423: User smaduser login from 172.24.81.94 on 192.168.235.64

Mon Feb 13 20:19:29 2023 Info: PID 51423: User smaduser executed batch command: '1s -AF /export/trackin
Mon Feb 13 20:19:29 2023 Info: PID 51423: User smaduser Togged out of Command Line Interface using SSH
Mon Feb 13 20:19:32 2023 Info: PID 51485: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 20:19:32 2023 Info: PID 51485: User smaduser executed batch command: '1s -AF /export/trackin
Mon Feb 13 20:19:32 2023 Info: PID 51485: User smaduser Togged out of Command Line Interface using SSH
Mon Feb 13 20:19:35 2023 Info: PID 51541: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 20:19:35 2023 Info: PID 51541: User smaduser executed batch command: 'scp -f /export/trackin
Mon Feb 13 20:19:38 2023 Info: PID 51599: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 20:19:38 2023 Info: PID 51599: User smaduser executed batch command: 'rm /export/tracking/tr
Mon Feb 13 20:19:39 2023 Info: PID 51599: User smaduser Togged out of Command Line Interface using SSH

for file tracking.@20230213T221632Z_20230213T221932Z.s.9z

grep -i "tracking.@20230213T2216327_20230213T221932Z.s.9z" cli.current

Mon Feb 13 23:19:33 2023 Info: PID 19143: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 23:19:33 2023 Info: PID 19143: User smaduser executed batch command: '1s -AF /export/trackin
Mon Feb 13 23:19:33 2023 Info: PID 19143: User smaduser Togged out of Command Line Interface using SSH
Mon Feb 13 23:19:37 2023 Info: PID 19231: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 23:19:37 2023 Info: PID 19231: User smaduser executed batch command: 'scp -f /export/trackin
Mon Feb 13 23:19:40 2023 Info: PID 19339: User smaduser Togin from 192.168.251.92 on 192.168.235.64

Mon Feb 13 23:19:40 2023 Info: PID 19339: User smaduser executed batch command: 'rm /export/tracking/tr
Mon Feb 13 23:19:40 2023 Info: PID 19339: User smaduser Togged out of Command Line Interface using SSH

...... Log examples for two missed files can be considered satisfactory. Omitted logs for other files t
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