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AZ—KT7Yv7HEHABR, REELCL>TERAETHh, RECNEDATLATEHAMZHIGE NS T
BEMFHNET, 2TV, DATLZEREHIZ LTI, BEEOHDY /NI ITHFEBNICE
TEREFBREBEZNKETET. ROFITE, RABS AT ATQakbot.exeA'ERITENhTVWERT,

SELECT name, path, args, source, type, status, username
FROM startup_items;
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SELECT

p.pid, p.name, p.path, p.cmdline, p.state, h.sha256
FROM processes p

INNER JOIN hash h

ON p.path=h.path;

[> Run Query

&% SHAZSE Hash Of Running Processes

STILL_ACTIVE 4865366ea2c4ab60d4f6d3cBbecd345fal5c5ae5270163043 f0a54

STILL_ACTIVE 43ec773ele 6bf6dB8a7fd04eb4dc36afa6B01444a3 efdda2 9fa0d83f

STILL_ACTIVE 652607db7763f423419fd98807a243

STILL_ACTIVE f13de58416730d210dab465b:

STILL_ACTIVE f71d6bcdBe1440f39c0f5ed88e5eddB6683!

STILL_ACTIVE f71d6bce

STILL_ACTIVE f13de58416730d210dab465b:
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SELECT

DISTINCT pos.pid, p.name, p.cmdline, pos.local_address, pos.local_port, pos.remote_address, pos.remote
FROM processes p

JOIN process_open_sockets pos USING (pid)

WHERE

pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1", “0");
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TORARANFARENLETOAVSLE LR Y —ER (BBETHINEERZATLTAD
PRNOTORAFABE ) ZRITLTHEY, ABOFNAARAFLEEY—ERERY ND—UKH
TEBELTWVWS, DFEV), 127.0.0.1 (localhost)E #= & : :1 (IPv6 localhost) A DEZDIPT RL
Ao

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1")

NT Y REBBIFPD)ANZERLES, TNRICHUTHAZRLAVIVIZEMTEET,

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1") and p.uid=1436
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SELECT key AS reg_key, path, name, data, DATETIME(mtime, "unixepoch") as last_modified
FROM registry
WHERE key LIKE "HKEY_LOCAL_MACHINE\system\currentcontrolset\control\backuprestore\filesnottosnapshot";

SELECT data, path FROM registry
WHERE key LIKE 'HKEY_USERS\%\Control Panel\Accessibility\StickyKeys’;

amp:2450c73e-3c60-400d-9ba8-01fdETEATI0T X ACTIVE R
e NGOE 1B

REPOHTED

SELECT username, data, split(path, '\', 1) AS sid

FROM

(SELECT data, path FROM registry

WHERE key LIKE 'HKEY_USERS\%\Control Panel\AccessibiTlity\StickyKeys’)
JOIN users ON users.uuid = sid;

REPORTED
Query

arch Catalog

6. 77 1 ILRE

A—¥—k, Z74)0E, A>TV, Z7ONT A, XXTF—2BEQETETETETEZHZ2FEAL
T, AVE1—Z2—LEDOT7 74P T FINE—ERETERT,

SELECT

.directory, f.filename, f.uid, f.gid,
.mode, f.device, f.size,

.atime,

.mtime,

.Ctime,

.btime,

.hard_Tinks, f.symlink, f.file_id, h.sha256
FROM file f
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LEFT JOIN hash h on f.path=h.path

WHERE

f.path LIKE (SELECT v from __vars WHERE n="file_path") AND
f.path NOT LIKE (SELECT v from __vars WHERE n=“not_file_path");

PARAMETERS > File Path@JEIZ#E L. %.dll. %.exe. £izlE%.pngZ2P )Y I LET,
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PowerShellt Y > 3> TEITENEIONY RZEBH TS HZE, PowerShel EEDERIE, £+ 1
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SELECT time, datetime, script_block_id, script_block_count, script_text, script_name, script_path
FROM orbital_powershell_events

ORDER BY datetime DESC

LIMIT 500;
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T7Ur—>3a>o0—RegRILIBNTA—XABEE, 7U7TYFTR, YVIKIIT
ZOATLAICO—RULTRITIDHEZDHML, TOBHREBED 7 7AIICRELET,

select datetime(last_run_time, "unixepoch", "UTC") as last_access_time,*
from prefetch
ORDER BY Tlast_access_time DESC;



Search Catalog

7U7 Ty FE, sQL ServerARAN: =7 T34 VIIHLTEHOIOERZIITL TEE
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A 1—RFEERZFYRNDT—O9FNAALODARPF Y Y 1OHNBREHERT D, ARPF VYTV
1, IPZPRLAEZFNICHIETAIMACT RLABOIYYE T2 BMTDT—7ILTT,

SELECT address, mac, count(*) as count
FROM arp_cache GROUP BY mac,address;

Search Catalog 224.0.0.251 01:00:5E:00:00:FB

224.00.252 OFO0SEQD00FG
239,95 5 "
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FF:FFFFFFFFFF

ROBITE, ARPEY Y IASTEBEMACT RLALZDHERELET,

SELECT address, mac, count(*) as count

FROM arp_cache GROUP BY mac,address

HAVING COUNT(mac) >= (SELECT count FROM arp_cache WHERE count>=1)

AND mac LIKE (SELECT mac FROM arp_cache WHERE mac="“52:54:00:12:35:02");

HOSTNAME Windows10 () arp_cache
ACTIVE IP 10.0.215/24
NODE ID dnGYBOx0jz6RWFsO...

REPORTED 2024-03-2214:21:02 Windows10 ‘:)

address

10.0.2.2 52:54:00:12:35:02
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