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Custom and External URL Categories: Edit Category

Edit Custom and External URL Category
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Decryption Policy: DecryptingTraffic

Policy Settings
Enable Policy

Policy Name: (2 I DecryptingTraffic
(e.g. my IT policy)
Description:

(Maximum allowed characters 256)
Insert Above Palicy: | [ 1 (Giobal Policy)

Policy Expires:
[ set Expiration for Policy

On Date: M

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. ANl criteria must be met for the policy to take effect.

Identification Profiles and Users: All Identification Profiles ‘,l

All Authenticated Users

O ®

Selected Groups and Users (7.
Groups: No groups entered

\sers: No users entered

| O All Users (authenticated and unauthenticated users)

If the "All Users" option is selected, at least one Advanced membership aption must also be selected.
Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

~ Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)

URL Categorles: Category

User Agents: None Selected

[“concor | [Suom: |

AX=2 BRI — DR

AT Y 7°2.8:InDecryption Policies R—Z T, #ILWARU S —0
fromURL Filtering U200 JY OLET,

Decryption Policies

| Add

.
Order Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All
All identified users

URL Categories: Category

Global Policy Monitor: 107
Identification Profile: All Decrypt: 1

(global policy) (global policy) | @

Enabled Decrypt

Edit Policy Order.

AAX— T URLZ AR TDER

ATYT29: AAZRAURLATIVDOTFT O3> el T
ChooseDecryptz EFA L £9,

AT Y 72.10:ClickSubmitz 7Y L&Y,

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use ide Global Settings
Global " -
Settings Pass Through Murgltor Decrypt | |Drop ?'  Quota-Based Time-Based
© o X e ©
Category Category Type | Select all Select all Select all} Select all | Belect all | (Unavailable) = (Unavailable)
O Category Custom (Local) - vy - -

—
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AT Y 73.1:GUIN S, Web Security Managerlc BB L . Access
PoliciesZ#IRL £ 7,

AT Y 73.2.Add PolicyZ2 2 )Y O LET,

ATY 733 :HLWRUZ—ONameZEAHLET,
ATYT34.(A7232 ) ORIV —%2BERATIHENHS
IDZ’O77A4IL&BIRLET,

P Evh (#7230 ) IRTOI—HHFRIEE hTLAEL
BETERII—ZBERATRHER. Al Users
(authenticated and unauthenticated users)Zi#R L £ 7,

ATV T35 RIS —AN—FEHEOFER, 023> T,
URLAFAUD) ORIV OLT, HDAXRALAURLATOU %
EBMLUET,
ATYT36:ATY T1THERL ZURLATFTIU #EIRLE T,
AT Y 7°3.7:ClickSubmit2 7 UY 9 LET,

Access Policy: Block Exec

Policy Settings

Enable Policy

Policy Name: (7 ’—Blwck Erec @

(e.g. my IT policy)

Description:

(Maximum allowed characters 256

Insert Above Policy: | [ 1 (Global Policy) v

Policy Expires:
Set Expiration for Policy

On Date:

At Time:

Policy Membaer Definition

Membership is defined by the combination of the foliowing options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: [ o 1qentification Profiles ~|

oO®

) All Authenticated Users

) Selected Groups and Users (7
Groups: No groups entered
Users: No users entereq

(Al Users (authenticated and unauthenticated users) ]4—

If the "All Users" option is selected, at ieast one Advanced membership option must also be selected.

,_

= Advanced | Use the Advanced opticns to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected

Proxy Ports: None Selected

Subnets: None Selected

Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Category @
User Agents: None Selected
Cancel E

ARXR=D -TOEARI>—
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AT Y 7°3.8:InAccess Policies®—< T, URL Filtering7 V< =
>~ MonitorlCEREENTWVWA L EZBRBLET,

AT Y7 3.9: Access Policies®R—> T, iLWARUZ—D
Objectshr s> 0= DIV ILET,

Access Policies

Add Policy...
Protocols and
Order | Group User Agents URL Filtering = Applications = Objects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete
Black Exec POTTITIIII
Identification Profile: All . b * voni . . . -
1| Al identified users (glabal policy) § Monitor: 1 £ Monitor: 325 (global policy)| | (global palicy) (global policy) | )

URL Categories: Category

Web Reputation: Enabled
No blocked items | Monitor: 108 Monitar: 325 No blocked items | Secure Endpaint: Enabled None

Global Policy
Identification Profile: All Anti-Malware Scanning: Enabled

AX—=2 D URLZ 1 IILE )T DER

ATY7°310: ROYFAIX_Z1—7H» 5, Define Custom
Objects Blocking Settings® JEIZIZIR L £

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

l Define Custom Objects Blocking Settings
]

-
Disable Object Blocking for this Policy

FTP Max Download Size: No Maximum

Block Object Type
Not Defined

Custom MIME Types
Block Custom MIME Types: = Not Defined

AX=D - HARLAT IV NEESR

AT Y 7°3.11:ClickExecutable CodeZ AL T, 7OY U337
TOSIORNDRATZBIRLET,

ATYT3A24 A MN—=2%0)vyoLT, 7AQv90F3F7
SIONDERATEBIRLET,

ATY T 313 :Fh, THARARLAMIMEZA T, vo<a 7
AOYO3277AINOMMERA T2 ANTDEETEEXT,




Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

[ Define Custom Objects Blocking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max Download Size:
2 X bow = OlU M @ No Maximum

FTP Max Download Size:
O M8 ® No Maximum

Block Object Type

Object and MIME Type Reference CF
b Archives

b Inspectable Archives (?

b Document Types

= Executable Code <+ @
Java Applet
UNIX Executable

Windows Executable
= Installers o=

UNIX/LINUX Packages
b Media

b P2P Metafiles
b Web Page Content

b Miscellaneous \

Custom MIME Types

~ Object and MIME Type Reference £
[ Block Custom MIME Types: icati

application/x-msdos-program J

application/x-msi

®

4
(Enter muitiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)
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@ Notification: Policy: File Type X -+

< G

-

() https:/famojarra.ciscolocal/1mb.exe AN o 3 L InPrivate .'

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site or download
{ hitps:/famojarra.cisco.local/1mb.exe ) has been blocked because the file type "application/x-
rmsdos-program” is not allowed.

End-User Notification PagesEnd-User Notification Pages

If you have gquestions, please contact your organization's network administrator and provide the
codes shown below.

A X=2 7Oy VBRAR—D

p BN IV RI-FBEHEUNR—JZEET D ICIE. GUIH S Security Services|IC BB

L/\
EE

End-User Notificationz 7 1) ¥ 7 L TEnd-User Notification Pagest 97> 3> 2 ZEL F

TORAOIAS, RZT74vVICEETR2OOO07T2BEBTEXRT,

EOOOT71TRE., RS 71V 0 %ZEBSITBHESRI S —(FH : DecryptingTraffic) IZBEL T E
¥, 72 32IEDECRYPT_CUSTOMCAT

2BBOT7 0 AOT71TE. FIESTERL =T VAR —(BH : Block_Exec)lZ BSiEL TL
x99, 70> 32 IEBLOCK_ADMIN_FILE_TYPE

RI>

o I :
A swzny
1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39 CONNECT
= tunnel://amojarra.cisco.local:443/ - DIRECT/amojarra.cisco.local -
F DECRYPT_CUSTOMCAT_7-DecryptingTraffic-DefaultGroup-NONE-NONE-NONE-

LAB_ACCGSS—NONE <IIC_Catell,_’_,"_,ll_’_,_"’ll_’ll n - - Il_ll - ll_ll ll_ ll_ ll_ ll_ ||_l| Il_ll Il_" ll_" ll_ll "_ll ll_

19Ty 'y y Ty Ty Ty T ’ ’ ’ ’ ’ )

nn 1 71 O L L I O O L L LI L LI T L LI O (I (O LI T LI N (O LI T LI T LR U LI TR TR T T}

L VT T T T T T s Ty Ty Ty T T Ty Ty Ty Ty T Ty Ty Ty Ty s Ty Ty oy s

nnn

T3 3 333333333399999993939993939993939399999393959393939393939393339393333339333939393939393939393939393933939993939339339339339333339333333333)




1772186576.735 2242 10.48.48.192 TCP_DENIED_SSL/403 0 GET

https://amojarra.cisco.local:443/1mb.exe - DIRECT/amojarra.cisco.local application/x-
msdos-program BLOCK_ADMIN_FILE_TYPE_12-Block_Exec-DefaultGroup-NONE-
NONE'NONE'LAB_ACCGSS'NONE <"C_Cate",0 u_u’0’0’0’_n_u,_’_,u_u,_’u_’"_’ll_,u’"_u’_’_’uncn’_

AsyncOS 15.2 for Cisco Secure Web Appliance 1—HY 74 R
Cisco Secure Email & Web{R¥E T 7SA TV AA A BR—=ILHA R
Secure Web Appliance TOH AR LURLATIAVUDEEE : A

« X ITBWebTPTSATVADNRANTZ VT 1 ADER

« X ITWebTPTSATVARDTIFAT I A=) DERE

« Secure Web Appliance THDES{LIIBHEDETE

« SWATOSNMPOERES LR NS IIIN>a—F 129

» MicrosoftH—/\%Z{#H L #=Secure Web Appliance TOSCPZ' v > 1 OJ O E

« SWATHEDYouTubeF ¥ Y RI/IEFAEZEMIZL., BV OYouTubeZ 7OV I

2

« Secure Web Appliance DHTTPSZ V£ AOJERICDOWT

« EXIATBWebTPT7SATVAQOOTNOTFT IR

« Secure Web Appliance TOFREEN /N1 /N A

« Secure Web ApplianceTO RS 74y o070v %5

» Secure Web Appliance T ®Microsoft Updatess NZ 7 1 Y 2D /)N1 /N A
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