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NANAFIVIORY DAEEMITBEILE2T, BEAENDREDESER/BLLET, 1
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Cisco WebEx : AF ¥ D/NAINABEEE, WebEXT 7T —3a> 0 RS T74 9987 14)L%D)
T ENTILEFITWeb T T SA T ARBIBTEDRSICTDIRIDATY I T,
WebEXT RO NY T U= 3> EEENAIT VS —23 01— FWeb S 7 1
Y 4 % Secure Web AppliancefBHT7 OF 2 ENBDINTORESLVCEA TV AFATEMICT
BPRENDHYVET,

Webex7 7’ —2 3> AFXF Y O NANAZEMICTEFIE :

1. WSA GUIT, Web Security Manager > Bypass Settings > Edit Application Bypass
SettingsDEICKRTLE T,
2. TCiscoWebExy DF IV IRY DARAEFICLET,

h Reporting Web Security Manager Security Services Network System Administration

Edit Application Scanning Bypass Settings

Application Scanning Bypass Settings

Cisco WebEx: Bypass Scannin
T
los

[Submit]

1_wsa_bypass_scanning_settings

J.EEZXFLTHELRT,

NEREEBMICTS &L, FQDNA Secure Web Appliance® /N1 NA U ANICEME hi=&ICF
*E‘é.“#’l%tib") BBRNZ 714V ONANAEhEFREA, TLA, Webex7 7 Ur—>3a> b
Z74VIORBIERELFITWeLT7 TZAT 2 ARZNLTTOFIENETHN, REXT T
PASSTHRU_AVC, ZFAL TESILICEENE T, 7IOVEAOQJOEXRRHIZRIZRLET,

1761695285.658 55398 192.168.100.100 TCP_MISS/200 4046848 TCP_CONNECT 3.161.225.70:443 - DIRECT/binarie
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1. WSA GUIT, Web Security Manager > Custom and External URL Categories > Add
CategoryDJEIZBEIL £ T,
2FHLVWATIOVICEFEN T, RORXA U ZSitestzV >3V ICBELET,

.webex.com, .ciscospark.com, .wbx2.com, .webexcontent.com

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Name: | |webex Domains
Comments: |2
4
List Order: |15
Category Type: Local Custom Category
Sites: (2.
I.webex.com, .ciscospark.com, .wbx2.com, .wehe:conlenl_coml Sort URLs
Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.
VA
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
= Advanced Regular Expressions: .7
Y
Enter one regular expression per line. Maximum alfowed characters 2048.
Cancel Submit

2_wsa_custom_url_category

3. [Submit] 20 )Y U LET, XIC. Web Security Manager > Identification Profiles > Add
Identification ProfileD JEICBE L £

4. FLWZ7O7 7 A4I)ICEBI %+, URL CategoriesDAdvancedtzo> 3> T, A7FY S
WTERLEFHLWATIUZBIRLET



Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

MNarme: L7, I|.\'Auth Exempt Sites

| P e )

Descriplion;

(Maximum allowed characters 256)

Insert Above: | 7 (Office365.10) w

User Identification Method

Identification and Authentication: |7 Exempt from authentication / identification
This option may not be valid if any preceding Tdentificalion Profile requires authentication on all
subnets.

Membership Definition

Membership is defined by any combination of the following options. AN criteria must be met for the policy to take effect.

Dafine Members by Subnet:

‘
1]

£
(examples; 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1.:5, 2000:db&: : 1-2000:db8;:10)
Define Members by Protocol: HTTR/HTTPS

= fdvanced  Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agenks,

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
ILIIlL Categories: Webex Domains I

User Agents: Mone Selected

The Advanced options may be protocol-specific. For instance, user agent slrings ane apic rf.le onfy
for HTTP and decrypled HTTP: ‘:- Sirmilariy, URL Categories g Custom UR ;
applicable for SOCKS b & or fransparent HHF‘"—-.' : decrypled), Wher
that 41'.:: not apply o a p re selected, no transactions in that protocol will mal
redgardiess of the profoco! sel "n: e irarn abowve

[ Cancel| Submi

Tvancod JJ'.II'?JI
h this Identity,

3_wsa_id_profile

5. LW O77 A OIDEFRRNFBA/BEBA SBRAENBD LS ICREETATVWR L &2

mlLET,
6. 55L. EEZWELEY,

>F U F2:WebexA2 T2V RXA VR ESILNANADORREFZY TR A

webexcontent.comlZBIEL T, Webex7 7V —2 3> AF v O NANADN B EHEIC, ES
BICEBNICNAARIL—ENBVWG T RAXA VLK DIABYET, ChsORXAMUHSIEG
End 2T Yk, Secure Web Appliance D ESLEEBREN T /N1 ADEHETE D)L — NEEA
EARNTICTTICEMENTVSBRY, EilEWebex7 7V ERITLTVBTFNARICE>2TT
TILEEENTVIABRIARBICK 2 TERERENTVBRY, ESLEDBIZWebex7 7 UIC
LO2TEEENET, EEL, FNAANEBEIATEST, EFXF1T7Web7 IS4 T ADE
SAAENEEENTVEVEE, ChSsORXAMVRFESLEBICNARIL—TDLDICHKE

TRILENHYET,
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ATWebT7ZATAICIURALIRNTBLSICHRETE, BRICWeb =N 5DUER—2
RZ74YORBEBERTRLACESIVWTEFITWebT7 7T ZA T RAENLTURALINL
TRBESICHRETEER T, EFITWebT7 T ZA T AN, DNSILY T Y 72 BEAL THER
TRIPEFEAL TWebH —/NICERTDRSICREENTVRIER., UR—2V KT 71V IHR
DTHDOEFITWebTTZATVAILIAALIREh, TORROYTENDAESEN HY)
FT. CORBERK., WebY—/NTRIRIP7 RLAZFEATS LS. WebEXE T TR, eOET
FANV=Z2TTFTIT—23 VI e BEERAET,

FXTOWebex RXAZDESHTNARAIL—Z2RETDFIRFRXOEHYTY,

1. EROFIRCH> T, Webex 7 7UT =2 a2 RF v Y XA NAFBEBICE>TLBZE

ZHALET,
2. WSA GUIT. Web Security Manager > Custom and External URL Categories > Add

CategoryDJEIZBEBL £,
BFHLWVWATOVICRE ZFF, RORXA > %&SitestVaVICBRELET,

.webexcontent.com

Custom and External URL Categories: Add Category

Edit Custom and External URL Category
Category Name: | |webex Passtrhough

Comments: |?

4

List Order: | 3

Category Type: | Local Custom Category v

Sites: (2
Click the Sort URLs button to sort

all site URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced Regular Expressions: |2

Enter one regular expression per line. Maximum allowed characters 2048.

4 wsa_url_ AT

4.[Submit] 201 Y O LET, < T, Web Security Manager > Decryption Policies > Add
PolicyDEICBEL £

5.3 LWARDSZ—ICHEFI &I T, Identification Profiles and UsersZ All UsersICZ%E L. URL
CategoriesAdvancedt2 V> 3 TATY T#H3THER L EFHLOVWAT IV ZRBIRLET



Decryption Policy: Add Group

Paolicy Settings

Enable Policy

?

Policy Name: | Webex Passtrhough

-
24

T a4

Drescription:

(Maximum allowed characters 256)

Insert Above Policy: w |

| 1 (getter server decryption palicy)

Policy Expiras:

__| Set Expiration for Policy

On Date:

AL Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect

Identification Profiles and Users: | Al Identification Profiles

~ |

All Authenticated Users
Selected Groups and Users 7
Groups: Mo groups enteraed
Users: No users entered

Guests (users failing authentication)

All Users (authenticated and unauthenticated users) I

If the "All Users" option is selected, at least one Advanced membership option must also be salected.
Authentication information may not be available at HTTPS connection time. For transparant
proxy traffic, user agent infermation is unavailable for decryption policies.

= Advanced | Use the Advanced options to define or adit membership by proxy port, subnst, Time Range, destination (URL

Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports:
Subnets:

Time Range:

User Agents:

None Selected
None Selected

MNe Time Range Definitions Available
[see Web Security Manager > Defined Time Ranges)

onscotesoren [T |

None Selected

5_wsa_decryption_policy ( &51LRI < —)

6. [Submit) 20U Y ILET, RIC, URL
B U AARLSHFT ) %ZPass Through

Filteringzo>a>& o)y oL, ATY TH#ITHE

ICERELET,




Decryption Policies: URL Filtering: Webex Passthrough

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
Use Override Global Settings
Sglt?:;agls Pass Through Monitor Decrypt Drop'?' Quota-Based Time-Based
[3) (] 2]
Category Category Type  Select all Select all Select all | Select all = Select all | (Unavailable)
IO Webex Passthrough I Custom (Local) - I V I -

Predefined URL Category Filtering

Neo Predefined URL Categories are selected for this policy group.

Overall Web Activities Quota

No quota has been defined. Define quota in Web Security Manager > Define Time Ranges and Quotas.

Uncategorized URLs

This category is unavailable.

6_wsa_url_74IILEUY

7. ZE % [Submit] L T [Commit] LE T,

BBHBVAAL VT3 ICEBOSecure Web Appliance(HTTPS) A BAEThTHY), 954 7F
YROIPART =74 2ITNFBRMIBE>TVRHEER., COBBICHL T2OOBRENHVET,

1. BEWCCPH—EREVZ—2WCCPH—ER%Z, Yy—NTRLATRLHELIZATUbH
TRLAICESVWTO—RNTVRATEERSICRRELET,

2. WSA CLIT, advancedproxyconfig > DNS > Find web server by D JEZE&EEL ., WebH —/\
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