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1750344193.093 272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel:f/cisco.com:443f "cisco\user@cisco.com”

DIRECT/www.cisco.com-DECRYPT_WEBCAT _7-DefaultGroup-Authentication_ F’rofile—DefauItGroup—NONE—NONE—DefauItGroup—
NONE<" C_Cis" ,6.3,1,"-" ,-,-==" =" »=1==s" =" e

1" e === == " IW_Com” L=, =" " Computer” " =" " Unknown™ " Unknown™ , "
" 0.06,0,-," """ =" e

i ' ey ,—=> - = [ Request Details: ID = 169121930, User Agent = "Mozilla/5.0 (Wmdows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36"

" Cisco\Users"

, AD Group Memberships = ( NTLMSSP )
1 [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to Server = 0, |1st byte to client = 3
Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request byte = 0, Request Header = 0,Client Body = 0,1st response
byte = 0,Response header = 0,Server response = 13, Disk Cache = 0; Auth response = 0, Auth total

= 3; DNS response = 0, DNS total = 0
WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total

= 0, DCA response = 0, DCA total = 0, McAfee response = 0, McAfee

total = 0,/Sophos response = 0. Sophos total = 0. Webroot response = 0. Webroot total = 0.Anti-Sovware resoonse=0 ., Anti-Sovware total

= 0; AMP response = 0, AMP total = 0; Latency = 143; '19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP = 10.20.30.40,
Server Port = 443]
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1750344193.093 5272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com” DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
=== IW_Com” L=, =", " Computer” " =", " Unknown™ " Unknown” " =" ," -" ,0.06,0,-," -"," -
tet et e e -5 =" -,-> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait

Times (in ms): 1st request byte = 0, Request Header = 0. Client Bodv = 0. 1st response bvte = 0, Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 5210, Auth total = 33; DNS response =
0, DNS total = 0, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 5243; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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1750344193.093 4472 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/

"cisco\us > T/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-

Authentica Defa Group-NONE-NONE- DefauItGroup NONE <"C_Cis",6.3,1,"-",-,-,-,-,"-",-,-

-"=-" - == IW_Com",-," -"," Computer"," -"," Unknown" ," Unknown","-"," -" ,0.06,0,-," -"," -
"-" -,-> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows

NT 10.0; Win64: x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD

Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request

Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0, Client Body = 0, 1st response bvte = 0. Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 4320,
DNS total = 65, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 4353; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]

BVWAXFY IO UKH

WebL E 15— 32 AF(WBRS), Application and Visibility Control(AVC), 8 KT’V T
TFAFY IV OREEENFNrRVWES, TACHYAF Y IV ORKERENFfrRVEEZ M
STV A—FT4TFTBILE. ROBHRFBETT,

- BEDSWARRE.,

s REFEBORVIVICKUT, OJL AR ZdebugicZELE T,

XDFIE, Sophos TV ICEETZIEFVEEREZRLTVET,

1750344193.093 4500 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com” CT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-Authentication_Profile-
DefaultGroup-NONE-NONE-DefaultGroup-NONE <"C_Cis",6.3,1,"-" ,-,-,—=" =" == e S e
"W_Com",-,"-"," Computer"," -"," Unknown"," Unknown"," -"," -" ,0.06,0,-," =" ," =" ,=," =" ,-,=," ="," =" ,-,-

"-" -,-> - - [ Request Details: ID = 169121930 User Agent = "Mozilla/5.0 (Wmdows NT 10. 0 Wlnﬁd x64)
AppIeWebl(lt;"S?J 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = (
NTLMSSP ) "Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to

Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request

byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 0, Response header = 0, Server response =

13 Disk Cache = 0; Auth response = 0, Auth total = 0; DNS response = 0, DNS total = )ONS
ta ) 0, DCA response =0, D Atota =0,

AFF¥ IO VORENEVERRE, BRICEETZEHIC, ROFIEICHS> TCLIASAF ¥



JH—EAZBRTERY,

ATY 7 1: diagnosticE AL TEnter¥F—ZHLET (CNERLION RTHY), EHEAET
IVREADTIVENFHYVET ),

ATV 2: SERVICESZEIRLE T,

ATY 7 3: WBRSH—ERZHREETSICIE, WBRSEBIRLET, TNUNADEFEE., AT
Y76l EARET,

AT Y7 4:RESTARTZEIRL T,

ATY7 5 B|lEHREEnerF—ERL TV HF—REKTLET,

FIE6: RILTITAF YOIV 2BRETHHEE. ANTIVIRUSZERLET,
FIE7 : AF¥F v FZ2BRLET,

ATY7 8:RESTARTZEIRLET,

ATV 9: BlEMEEterF—ZHL T H—RZKRTLET,



=

Fh

HABY—ERAZBREBIDIE, Y—EANFMHENETT, COEXRZE. BEKBH
ZII5N. ARLTITS L #HRLRT,

INTYRFYTFVyYREHGTDIDEORANTZIO9T14 A
INTYREFEYTFYOERTHIZ, COBEHREUEL TCiscoTACEHBLTLEEY
DSAT>NDIPF RLA

TOtALELS EL ZURL,
e DTATFT > NPCESWAL S,

%@URLL:&#bTﬁ;}EéhTCIP) RL R,
A—HITOARUVIVA ( R=INBRRIAENED, 2 12V)

E’JL_ n/l.,a%ﬂf*lfi U ?6
ITXYVE—IHFRTENEE H‘Z7U—>93WFEMOT<E6U)
s TANDEALAZRYVT,

DSAT NI EOMOIRTOTSoHE Dy—>a zFUET. Webt o
NCT72tEAL, XEtRTOJE2F+7F+ LT, RWEAKEI1ERTLT, SAOAYR—
NeEHBLETD,



SWATNT Y R+ ¥ 7F v ERFIBHEORMCOVTR, TOAYTYYHFIUFAFTS
AFYATONTY hE X TF ¥ ORE DUV I ESBLTEE W,

REDEMSE

BERECENT A —XAQFO—RPZREEGF, REDEMETT, chik., SWANFBRISHK
D&M, 707740, BLPRVY—TRETNTVDIBEELRELET. COLSBEME
WMEGF, BEREZKRICEMNEE, T7OFTOLACKESE/FZEADAREN S ET
o CcORBER. RZ714Y IAE—IVRETICREE<ZIERICHYET,

REEHRBEILTREOOEY N ZXRIZRLET,

1.HTTPSESHKOFIR : EF1 VT ARV —CRARBRZ T4V I DHEESHKLET
o EFIVTAZMFLEBN S, ARERVBEOF—/N—AY RZHELEXT,

2RI —DBEBEUNFICIDDRIL  REBARICFEATEIRI—ZRUZ—UJARND—
BLECHMELEXY, Chilkl), BEEROBLWKNZ 741V UV ZBHICRETRET,
WMBOERNERFLET,

B3RV —FGTOEEN : RUS— 0P EBZRYKRPMRICHAZ LT, RUT—2fE%
LLET, ChiCkY, FEZREBNFRBY ., ZATLAEEONT F XA EELET,
4. TOFRNIDITHELOTUVFIANARE Y OREBIL : AFYVRETTFIILIIT
THROTUFIANATOLAZRERELET, ChSECPUICERINI AN B I-H. R

BEIO2EEF1VT 1 2BEIZEBLKUY-AHEEZKEBICHIBTEE T,

5 BEQERRBEDER  BEMZERRRPVYV-RAZKREICHEIDIERRRZRBITERT,
RY NOPEMNBEDXFZBCIAT—7LT, LEOEBEZERL. FNREHESR
EE

SWADRARNTZOT 14 AOFMIOVTE, "X 1TWeb7TFSA TV ADRANTSIT
A ADER, ZBRL T EE WV,

CLIONY> R
N—oav

version AN RZFEAL T, N—RUITEIYHET ({RESWADEE ) ERAIDAT—XRA (¥
BESWANEZE ) ZHELET, N\—RIUIT7TEREHERELET, CPUODT. XTEU, BXRT/\
—RFARTODEN FRESYICE)HTSIhTVWRCEEERELET., RETEFILTE,
RADAT—R A "FH, EXRTRENET, MEBT T S5AT 2 ATRAIDAT—R AN TH#EE]
By £k TEEL OFEEF. CiscoTACICEEZLTNY VIV RASOTFAIARAVAT—R A%
BERL TS EEL,

REMEZSIERCITHREMEN HDSWANDEVY HSTCPUDEMENY) HTHOHZRIZCRLET,

SWA Lab> version
Current Version

Product: Cisco S100V Secure Web Appliance
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Model: S100V

BIOS: 6.00

CPUs: 3 expected, 4 allocated

Memory: 8192 MB expected, 8192 MB allocated

Hard disk: 200 GB, or 250 GB expected; 200 GB allocated
RAID: NA

RAID Status: Optimal

TZ7—hDOXRT

BEARERRZRTAREEN HDISWARY RD—VEEDTZ—MXY -2 ZHETHICE.
displayalerts AN > RZFEAL T,

COBITIEE, IP7 RLA10.10.10.10ODNSH—/NFBEL TH ST, The File Reputation
service is notreachable; EWS XY E—IAZXY NDO—VEEOBEZRL TVWSOEENSH V)
9,

SWA LAB> displayalerts
Date and Time Stamp Description

26 Mar 2025 11:20:07 +0500 The File Reputation service is not reachable.

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 10:16:18 +0500 Warning: Communication with the File Reputation service has been established

J7O0EA_AT—&2A

SWAREH—EAO7OEAB RO XEUDOFEHEZRRT S, process_statusIN > R%
FERALET,

RS74v07O0F220NBITEIXATOCATHBProx7 O ADERAERN, Bo Bl
T100 %Z2Bx225HEe. 7O0LACEVARIGEVTWVWS ZEZRLET, L., ProxE L
O 7O ATCPUERAERN —BHIC—EBNICEETRAERFEETHY)., FHEAATLVET,

<#root>
SWA LAB> process_status
USER PID
%CPU
%UVEM
VSz RSS TT STAT STARTED TIME
COVIVAND

root 11 2805.4 0.0 0 512 - RNL 28Jun24 11863204:12.63 idle



root 71189

102.0

19.5

6670700 6478032

pr ox

root 91880 99.
root 91267 76.
12 25.
root 46955 25.
root 95056 23.
root 93190 12.
root 64579 11.

root

1

O O OO uwWwoOo

AT — R ADF

369564 214832 -
379804 292324 -

5369332 3710348 -
3118384 456088 -

0.6
0.9
0.0
0.2 91260 59336 -
1.2
1.4
0.2 101336 71204 -

R 23Feb25 18076:32.80

0 1600 -

nunmHWmM=E=X =X

28Jun24
28Jun24
28Jun24
23Jan25
28Jun24
01:15
6Aug24

58854:
59371:
30899:
7547:
31719:
29:
12074:

51.
01.
57.
02.
23.
57.
55.

78
26
88
96
99
05
55

counterd
counterd
intr
wbnpd
java
beakerd
coeuslogd

status detail AN > RTlE, SATAVY—ADOFERARR. XY RDT—OKRZTAYIDXRNIY
. BRUOERERTEROBHNNFVTILZAAALATRRIENE T, CcOBHICE. SWAOREEMHE
NT =X AN RBRENET, GUIDSystem StatusE 21— X5 —1) L, BEREER
ERNSTIND1—FT4VTFRBALET,

<{froot>

SWA LAB> Status detail

Status as of:

Up since:

System Resource Utilization:

CPU

RAM

Reporting/ Loggi ng Di sk

Transactions per Second:

Average
Maximum
Average
Maximum
Average
Bandwidth
Average

in last minute

in last hour

in last hour

since proxy restart
since proxy restart
(Mbps) :

in last minute

Wed Mar 26 11:51:27 2025 PKT

Fri Jun 28 13:45:43 2024 PKT (270d 22h 5m 43s)

16. 0%

10. 3%

19. 8%

1745
2210
1708
2451

615

149.699



Maximum in Tast hour 1356.387

Average in last hour 229.634
Maximum since proxy restart 22075.244
Average since proxy restart 60.689
Response Time (ms):
Average in last minute 99
Maximum in last hour 8194128
Average in last hour 87
Maximum since proxy restart 19608632
Average since proxy restart 28
Cache Hit Rate:
Average in last minute 3
Maximum in last hour 6
Average in last hour 2
Maximum since proxy restart 89
Average since proxy restart 2
Connections:
Idle client connections 3481
Idle server connections 754
Total client connections 21866
Total server connections 19049
SSLJobs:
In queue Avg in last minute 0
Average in last minute 12050
SSLInfo Average in Tlast min 0
Network Events:
Average in last minute 16.0
Maximum in last minute 171
Network events in last min 151918

pFTv o

ipcheck AN > RiF. N—ROVIT7HEK, F1RIVFERR, XKYRND—DA2E—TIAA, 412
AR=ILENRTWVWBYTRNDITF—, N—23a>0OFMEE, Secure Web Appliance ® 554f 7
SATLERERRL, TTSAT7 2 AOBREOREZIENICRLET,

<#froot>

SWA LAB > ipcheck

Ipcheck Rev 1

Date Fri Mar 21 16:34:56 2025
Model S100V

Platform vmware (VMware Virtual Platform)
Secure Web Appliance Version Version: 15.2.1-011
Build Date 2024-10-03

Install Date 2025-02-13 17:49:24

Burn-in Date Unknown

BIOS Version 6.00

RAID Version NA

RAID Status Unknown

RAID Type NA



RAID Chunk Unknown
BMC Version NA
Disk 0 200GB VMware Virtual disk 1.0 at mptO bus O scbus2 target 0 lun O
Disk Total 200GB
Root 4GB 64%
Next r oot 4GB 65%
Var 400MB 38%
Log 130GB 24%
DB 2@ 0%
Swap 8GB
Proxy Cache 50GB
RAM Total 8192M

Al

RE

rate N REBRTDE, BEL—NBETI0BTE01BH Y DERBARRENET
(TCPEYZ a2 DBE) .

<{froot>

SWA LAB> rate
Press Ctrl1-C to stop.

%roxy reqgs client server %w di sk disk

CPU /sec hits bl ocks mi sses kb/ sec kb/sec saved ws rds
100. 00 1800 17 16352 1626 178551 178551 0.0 2366 O
100. 00 1813 18 16453 1659 226301 224952 0.6 3008 O
99.00 1799 10 16338 1645 206234 206234 0.0 3430 1

SEZEOLOOOTIRE



TOEAOTHSOIBEZEBARVY., £ALESHDOIASOZ7ORAER/mAE VIR REL T
WRADILEK2TEABYET, 8N TIND21—F14200%2EHBICIE,. [Mud307 A
V17232 %DebuglcBEETHEEHBELET,

BE OJLRILEFNY TEEZFNL—ARICEE

A7 TAANTICO—T AV EERLEEET D ARSI BYET,

i

TR, UY—ADOFERENEML

ToRAOT74—)LR

SHDOYJ 7 4 —JL R

XEFROATHTRAIVT S 3
~

FORLIDE . FORLAEET

authlogs ( 523 )

DNSJ/5Z. DNS&&t

system_logs ( 7 # /LK)

WBRSHZ, WBRSA T

Wbrs_WucLd

Cisco TACADOEVWEDL B




AVCIi5Z&. AVCEFT — avc_logs
McAfeel5&. McAfee& &t McafeelLd mcafee_logs
Sophosf>%&. Sophos&it SophosLd sophos_logs
Webrooti5%&, Webroot&%  |WebrootlLd webrootd Y
AMPGE. AMP&E&T AMPLd amp_logs
BYE 15 ¥R

SHDOY #FERAL REBWeb P TSA TV ADNTA—IVAOKRS TN a1 —=F 12T

X 1T BWebT T7SATAQOOTNDTI+EA

ATV EFAVTFATITIFATVATONTY ¥ YT F ¥ DFERE

X ITBWebT TSATVADNRANT S IOT 1 ADQEH

TOEAOTONT # =X ANTX—ZDERE

SWARQEELRZ7OCAREDODRNS TN 1 —F12F

SWAT DES{LEDH A

Secure Web Appliance DNSHY—E RO RSN a—F1424

X ITBWebT77ZATVAQOTNOFT I+ A
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