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CORFIXNTIE, Secure Web Appliance(SWA) TMicrosoft 03657 F > NEIRZFRET S
Z7OtAICOVTEHBALED,

Al HE SR

24

ROEBICETA2HBYI HDENHERENET,
« SWADTS T4y 91— A2 B—TITLAGUN)IANDT It
« SWANDEET 7t A,

FRTAOAVR—F b

CORFIXVNOHRRER., BEDYIRIVITRN—RITITON-DIVICREENDED
TR EREA

CORFIXVNORHRE, REDFARRELCHAZITNARACETVWTERENELZ, DR
FAXKTEATZIIXNTOTFNAAR, JUTB(FT7FIN ) RETHERZRBKLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EEL,

REFIE

ATFY 7T 1:WebH A4 hDA |ATY 7 1.1: GUIT, Web Security ManagerlZ# B8 L. Custom
AR ALURLAT I Z4ERKL |and External URL CategoriesZi#IRL £ 9,




£9,

AT Y7 1.2:Add CategoryZ 7)Y O LT, HLWHAZRA
URLATIVZERLET,

ATY713: HmLVWATIVDOEFZADLET,

ATY7 14 SitestV> 3V TROURLZEERL T,

Togin.microsoft.com, login.microsoftonline.com, login.windows.net

ATFYT15: BEEEELET,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category
Category Name: | [Ms Tenant Restrictions @

Comments: (2 ’

Uist Order: | [T

Category Type: | Local Custom Category

Sites: (2.
login.microsoft.com, legin.microsoftonline.com, login.windows.net | | Sort URLS
Click the Sort URLS button to sort
all site URLs in Alpha-numerical
rder

order

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

< Advanced | Regular Expressions: (2

4
Enter one regular expression per line. Maximum allowed characters 2048.

A A= - AAZALAURLATIV

S EVN  AARLURLAFIU OBRESEOHMIOWT
. XOYA N ZSRBLTLEEL,
https://www.cisco.com/c/en/us/support/docs/security/secure-
web-appliance-virtual/220557-configure-custom-url-
categories-in-secur.html

ATYT2: "NTT749v90%
BEELLET,

AT Y7 21: GUIT, Web Security ManagerliCEBE L .
Decryption PoliciesZiZR L £

AT Y7 22 :Add Policy®2 2 )Y L&,

ATYT23: HLLWARDS—OBRZANLET,

ATV 724 CORDD—%HERAITZID7O77A4I)I%ERL
x£9,

p > ~:Microsoft URLDFREEZ /N1 /NAL, ORI —%
FTANTOI—HIZERETDHEE. All ldentification Profiles
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52 > Al UsersDIBICBIRL £

AT Y7 2.5 : Policy Member Definitontz 2> 3> T, URL
Categories' ) > 2% 20U Y LT, HAZAURLATI ZEN
LEY,

ATYT26: ATYT1THERLEURLAT I ZBIRLET,
ATY 727 :[Submit] ZOUY O LET,

Decryption Policy: DP MS Tenant Restrictions

Policy Settings

Enable Policy
Policy Name: (7 | DP MS Tenant Restrictions @
(e.g. my IT policy)

Description: | [~
|
|
l 4
(Maximum allowed characters 256)
I )
Tnsert Above Policy: | [ 1 (Global Policy) |
Policy Expires:

[ set Expiration for Policy
On Date: MM/DETYYYY

At Time:

Policy Member Definition

Memdbership is defined by the combination of the following options. Al criteria must be met for the policy to take effect.

Identification Profiles and Users: | | a |dentification Profiles v|

If "All Identification Profiles” is selected, at least one Advanced membership option must also be selected.
Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent s ilable for decryption policies.

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents,

The fallowing advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: MS Tenant ion: 25
User Agents: None Selected

| Submit_|
ARX=2 BRI —DORE

AT Y 7 2.8 : Decryption PoliciesR—Z T, #iLWVWARU > —ICx
I BURL Filteringh 50> o0& 0)Y IOLET,

Decryption Policies

Policies

Add Policy...

Order Group URL Filtering ‘Web Reputation Default Action Clone Policy Delete

DP MS Tenant Restrictions
1 Identification Profile: All Decrypt: 1 (global policy) (global policy) ﬁ 7§

URL Categories: MS Tenant Restrictions

Monitor: 1
Decrypt: 105 Disabled Decrypt
Drop: 2

Global Policy
Identification Profile: All

K-URLZ7 1 ILEUTRIEDRE

ATYT729: ARRLURLATIAVDOT V>3 e LTESE
ZRRLET,

AF Y7 210 : [Submit] 82U Y I LET,




Decryption Policies: URL Filtering: DP MS Tenant Restrictions

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings

Global

Settings Pass Through = Monitor | Decrypt |Drop ?)  Quota-Based = Time-Based
O =]

Category Category Type | Select all Select all Select all] Select all elect all (Unavailable) | (Unavailable)

O MS Tenant Restrictions Custom (Local) - I

- AAZLURLATIVDOESL

ATY T 3:HTTPUSA KNS
O774I%2ERLET,

AT Y7 31:GUIT, Web Security Managerlc¥& L., HTTP
ReWrite ProfilesZ &R L £ 9,

AT Y7 3.2:Add Profilez 7Y O LET,
ATV 33:HLLWZ7O774IIDBEIZEAHDLET,

ATYT 34 BHIOAY X —RIZIE, Restrict-Access-To-
TenantsZERAL £ 9,

AT Y 7 3.5 : Restrict-Access-To-Tenantsi&E (Z l&. <permitted
tenant list>DEZFERALET, cOfERF. 1—HICT7 IV ERA%EHF
AT32TFTFRNOAVRRXEDUUARNRTHZMBENHVET,

ATY7 36:AddRowEVUYHOLET,

ATY T 37: 2BEB DAY A —F & L TRestrict-Access-
ContextZ AL £ 9,

AT Y 7 3.8 : Restrict-Access-Contexti¥ ENHFE. BE—DF 1
LOKNVUIDOEZFERALT., TFHNBIREERT ST NE
BELET.

AF Y7 3.9 [Submit] EYUYILET,

HTTP ReWrite: Edit Profile

Profile Settings

Profile Name: (7. |Header Rewrite MS Tenant Restrictions

Headers:

Header Name Header Value Text Format Binary Encoding Add Row
Copy Row

[ | | [Restrict-Access-To-Tenants ¢ 9.onmicrosoft.com [ ascir ~| [No Encoding ~] @

L) | | [Restrict-Access-Context [¢ 2-9505-4097-269a-c1553ef [ ascir ~| [No Encoding v] @

Note:
HTTP header variables avallable for modification: X-Client-IP, X-Authenticated-User, X-Authenticated-Groups

$RegMeta can be used to fetch standard HTTP header variables
Example: If the value of Header is entered as Username-($ReqMeta[X-Authenticated-User]) and X-Authenticated-User is joesmith, the final Header Value
that gets replaced will be Username-joesmith

$ReqHeader can be used to access values of the standard HTTP headers or values of the other headers defined under this HTTP Header Re-Write Profile.
Example:

Headerl: Valuel;

Header2: ValueO-($ReqHeader[Header1])-Value2-($RegMeta[X-Authenticated-User])

If X-Authenticated-User is joesmith and Header1 value is Valuel then the value of Header2 will be ValueO-Valuel-Value2-joesmith

If value of any header field is empty, that header will be removed from the HTTP header fields and shall not be part of the HTTP header information.

[ Submit

—HTTPEEZMA7O7 7 A4 I)LDEM




S EUN FFY NHROBES LT F > MEBOINES
FEELOWTEE, XA hE2SRL TS EE W, Microsoft
Learn - Restrict access to a tenant

ATYT 4: POEARDS
—ZERLET,

ATY 7 41 : GUIT, Web Security ManagerlZ#E L. Access
PoliciesZi#IRL £ 7

ATFY 7 4.2 : Add Policy®2 2 YU LET,

ATYT 43 HLLWRUS—DOEFZADLET,
ATV 44 CORDVD—ZEATAID7O77 1L EERL
79,

52 £ K Microsoft URLOREEE /XA /AL, CORUS—%
IXRTOI—HICERET HHEW. All ldentification Profiles
> All Users® JEIZEIRL £,

AT Y 7 4.5 : Policy Member Definitontz23 3 > ¢, URL
Categories') 2% 2JvY LT, BHAZRAURLATI ZEMN
LET,

ATV 46 ATYT1TERLEZURLATIOV ZBIRLE T,
ATYT 47 [Submit) O UY OLET,

Access Policy: AP MS Tenant Restrictions

Policy Settings
Enable Policy

(e.g. my IT policy)
Deseription:

(Maxim:

Insert Above Policy: [ 1 (global Palicy)

Policy Expires:
[ set Expiration for Palicy

iiowed characters 256)

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following opticns. All criteria must be met for the policy to take effect.

lected, at least one Advanced membership option must also be selected.

Identification Profiles and Users: I All Identification Profiles y

e or edit membership by protocal, proxy port, subnet, Time Range, destination (URL
r Age

The following advanced membership criteria have been defined:

Protocols:
Proxy Ports:
Subnets:
Time Range: No \ge Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Ms Tenant Restrictions
User Agents:  None Selected

AX=2  TIORARIS —OER

ATYVT 48 : FTIORARII—R=IT, URLZAILNERVYT



https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/tenant-restrictions
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/tenant-restrictions

DT OIAVHFE_RICEREENTVWBR L ZHERELET,

AT Y7 4.9 : HTTP ReWrite Profile® ) > o2& 21) vy oL T, C
DR —ICHTTPAY A =707 74 ) &2EMLET,

Access Policies @ @
i

AX=2 FTORARID—07ONT 4

ATV 7410 AT Y T3 TER L 7=HTTP ReWrite Profiles &
BIRLET,

Access Policies: Edit HTTP ReWrite Profile

Profile Settings

Profiles: s Use Global Settings

None
ESTES [ Header Rewrite MS Tenant Reslncliuns] m

)

~-HTTPEEMA7O7 74 I)LOEM

ATY 7 411 [Submit) 22U Y OLET,
ATV 412 BEEEELET,

LAR—k&Oy

aJ

NAZLT7 A=)l RETOELAOQJTEZREWICOJICEML T, HTTPAY A —EZHZ 707
TAINEERRTEEXT,

TOAOTOEXEEF w3cOy oAy 7 4 —)L R S

%] x-http-rewrite-profile-name ( 7° |HTTPAY X —&&#zx 7007
° O774)LEDEEHRZ ) FALE

LKR—k

WebhZYF2TLR—NZERL T, AccessPolicyBTRZ 714 Y IDLR—KNERRTEE

ER

LR—PRZERTBICE, ROFIEZRTLET,

ATY 7 1:GUIT, Reporting Zi#IRL ., Web TrackingZiZBIRL &7,



ATY7 2 BNOKEEEZZERLEXT,

ATV 3 GEBFHEFEALTRI YIS 3V EZRETHICE. TFHl. Vo0& oUY
JLET,

AT Y7 4 : Policytzo< 3> T, Filterby PolicyZ3&RL., BIICERLET VAR —NF
HMZAHDLET,

ATY T 5:Searchz2 )Yy oLT, LR—NEREELET,

Web Tracking

|
Proxy Services L4 Traffic Monitor SOCKS Proxy

Available: 06 Nov 2024 13:47 to 17 Jun 2025 20:48 (GMT +02:00)
Time Range: [Hour vJ
User/Client IPv4 or IPv6: 2. | (e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)
Website: l (e.g. google.com)

Transaction Type: | [ All Transactions |

[ ¥ Advanced | cooreh transactions using advanced cn‘tena] @

URL Category: Disable Filter

Filter by URL Category:

Application: | @ pisable Filter

) Filter by Application:
I {ex. Twitter)

Filter by Application Type:
{ex. Social Networking)

() Disable Filter
® Filter by Policy: @
|AP MS Tenant Restrictior

Policy:

B -WebhZYFTLAR—K

BYIE 5 ¥
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