Secure Web Appliance® AN—KZ4 22 AD
NSNS a1—FT142T

2E

BLOIC
4712
2
FHATZAVR—Fb
JAAAR—bFA4 VA

Smart Software Manager¥ 724 b
AR—hSA LV ACHETRES
Secure Web Appliance TOAY—KF A4 2> ADEEE

EUD DR
CLIB L UGUIRTOEE
Uty heyg—F

BEOE/
GUINPS DAY= FA TV ADEE
4 Ao) £

GUIASDPAR—=bSA BV ARAT—RADHER

CLAS QAR —bSA Y ARAT—RADHER

AR—hSL Y AR—BNTOFNA RAT = RADER
CLIA 5 DVLNO# %

Loggin
Al | Rl N el v e D
Ry s T

Reaistration failed
BEEEIS—
b=t Ty
BAREEHTCEELATLE
BEREIS—
SEH FEMLTWVNS
TINA ZIZVLNA 7Z W
A= bIGA VAT MY —ERAGRATEEEA

BEEBBTEEHATLE

AXR=bT =TI M H—EAQHHBICKBLEL L

AL RAIGTIRYL S QINENEHTT

%



FL®IC

CORFIXVRTE, EF1TFWebTTSA TV ASWATAI— RS/ REBRES &
RTINS —F420FBFIBICOVTHIBALET,

B SR AT
B

ROEBICEIZHAANI HD N HEREIET,

« AN—RT A2 ADHEE
« Secure Web Appliance(SWA)D &,

Cisco CRRIXDBIIRZEF/BLEIHELTVET,
s AVARN=ILENTVRIYEBELERFKREDOEF I TWebT7 754 7F7 > A(SWA),

® SWA’\G)%E?O‘EXO
« AN— A4 EVAR=ZILANDT IR

FERTHIK—% N

CORFIXANOHRBER.,. BEDYTIRIITRN—=—RIITON—DIVICREENDED
TlRHIEEA.

CORFIXVNOERE. REDFARRELCLHAZTNARAICETVWTERENELE, DR
FAXKANTEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRKLTLE
T BHEBPORY ND—OTR., FEONVRIEL>TRIDAEMNI HZ2HEZ TOEIELT
<EEL,

YPAJAN—KZM4E2A
AV—RSA LY AR, ROBRERHBLET,

c TIRTORBSA L AE—TEE

c SAEVANDBAEEBIIDOEEEFAL T, YESLCREEX—LEF1UFAT
TSATVAESAEF 1T AEBT TS5 4T A(SMASWARI O 7' O+t A % EEAL,

- 5S4t A%RESA/SMA/SWA I 3 (- E

c SAEVADHBRINICETZ TS — N ESE

- N—RYUIFEFIOESASMASWAICIE, BAKRTIC, TNTOH—ERERRELE
QOHEDFHAHAEA BV ET

SWAZAX—hZAEABRIDICRE. TTZA T AOHBELCAN—RNT AT N &
BT,

« AN—KRTATV KRG, RXAZELCIDTI2RITENET,



« AN—KT7AHOVHROERBER., VY—RAODBEAREICTEIHTLARILOEREBTHIV N

ZERTEEXRT,
s RET7HOURNEERATRE, BELCBUTRBRZAOARBTA BV ANOT I AZH
RTEEXT,

« Cisco Smart Software Manager(CSSM)IC7 VAL T, Z4 > AZEEL, h—0U %
Ao O0—RULET,

SAAFRBITDVY—ANDOI D TICE, AN—RFAEACEETZIETH, HAR &
FUOHPANEENET,

c ILWAR—KTZHINOEBREEFBEEOTZHI MAOI—HFDEBMER
« AN—KNYTRKNIITS5A4 2 ADBECisco WebR—
« AN— R4 RAEBEAHAR

¢« DRAAAX—=BMFPAIDV RO RAAR=D

« Smart Software Managerlc B9 2> AR—2

» Cisco Smart Software Manager(CSSM)
s EX—NtFIVTAHOPAKZ ZANINDSDTFA 2 AF—T7ANDER - AT

Smart Software Managertt 72 4 k

Cisco Smart Software Managerth 55 4 k&, Cisco Smart Licensing® 1> R—% > K TT,

CSSMHYTZ 4 hF, CSSMEEHELTHRBT AL AZEEL, EAFDCiscoZ 1 A% (F
EBUTLEALICARIKLLTLR—-NLET,

tF¥21)T 4 LOEHRANS., Cisco.comlZ B Smart Software ManagerZ AL T4 A M=)
R—AEEEBL E<BZWEEIE. Smart Software Managerhy 754 REHAICA > AN—=ILT
CEETEET,

Smart Software Mangertb 75 4 N OFF#HIZ D W T, Cisco Smart Software Manager - Cisco%
SRLTLSEEL,

AN—RhZAEACEHETDESR

SAEADRAT:

c DIV OZA4EVACLE. N—RIUITEREOEEDTAVACERAET D REKRD
FEZELEY,
« AN—hZA4 2 A(SL)

FZACVARIAART—RRA  TTFATVARADREDZ A LV ADAT—2 A,

« ESA/SWA/SMATIE, AN—RFA 2V AR—DICEBOEMHBRERTENEL A,
« AT : GUI > System Administration > Licenses
« ZAT : CLI > license_smart > SUMMARY


https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html

REOHEDAT—RARF, ROVFhHADETRRENET,

o FRE:
- SLY—EANRN—=02BFELTHLWL (N—RTJITT )ESAISMATEMICKZY E
Lk
CBEOCLNIAM VAN =ILENTVBRT TS SA T ATSLY—EANBMICH>TVS
« Eval Expired:90 B EFHMARAN—RN S A 2 AOEMERI TN, FT7SA4 T2 AKEMD
0B FHABICBITLUEL =,
c Y T TSAT VAR =OTEREIIATHY, BE, COBREFXBEIESAME A%
HEBLET
s AVTSATVAER (BEFHE ) &, XO2OO>F ) ATHERTEET,
- —HNRI0BREOBEES A ADD )Y VERNERARTT
c TTSATADTA 2 AN RINIZAY) . 30BOMFHEANFHERENEL
s AVTSATRAER (HRYIN) : S AN EEICHBRINICEY, BEEY—ERN
BEEL B BYET

7 : Perpetual¥—I&, TOMEEICHEIHRA BTV EEZRLET, RiIEF—I&, BaE
RICERHFHEZNEEULAN S Y, TOEULAICAIEZE T2 HXEBENf B L, £hxMaes



RELTENICTDRENHBDEEZTRLET,. TTIDE, BERTITATICBIT
L. BHRZAIX—RBEIhET,

Secure Web Appliance TOAN—K A4 2 ADKRE

SWAZAN—KRZA D ALCERIZICE, IZ714DNI—HFA42E2—-T 14 A(GU)EOX
YRIAAVER—TIALACL)OWEAEZERTEET,

FLU®HBaEIC

AR ESASMA/ISWAT AN — R A AKBEZEVIC TR ERKENTHY, T7
SATUREITYYISA Y AE—RERT ATV IV EATHCERTERY
Ao

« SWANBALEIXNTON—RIITEFIICE., 2EEQOEHBOFMZ 1 AN E



EFNTVERT,

s WITOUVZ2v 0T34tV ACLEFERALTAN—RNIA 2 AICBITLETNTO/N\—R
DITEFINCE. VEBEOFHMEZ A 22 AN TEEIhET,

« IXNTORBSWAEFIL TR, 7Y7TIL—REFH—NICUIVFTBHIC. OXUR
FA4 24282 —7 T4 ACL)®Dloadlicense AN RAST T ZA T AICO—REh?B
XML7 7ANTHBDERBERTA 2 AVLNFRBETT,

s IXNTOFEESWAETFTILIE, EREICOOABOS A ANFEEhEVED, 9TV D
SAEAODVINXMLEEFIEND) 7 7AIICKBD BRI VETT,

s BITOOVZ2V O34V ACLTRBITIZ ITXNTORBSWAETILICE. 90H B D FHM
FAEANETFNATVET,

« IRE, SWAICWEK., A7 23 #eEELTIXRTOV ) —AEIN RTAI—RNZA AN
HVWET,

s AN—RFA D AZEMCTRDE, TORY VATRRERDTA O AGERAETELA

e AN—RNFAEVRAZEMITRDE, ROTAEAZREFETELLLBYET,

« SWAN—=23215.0BO) ) —AEIL RTR, #ROZFA 2 RAEZBMILTICAN—
NRSAERAZBEREMICTZ AT IS ET, COBE, S/ AEBAL, A
N—KRSA 2 ATSWAZERTADESICRETHILEN HDYET,

« 1500 ) —ADEI RAS(E, Classic LicenseD 7 9T AR—2 3V ETHOTICAN—KT
A1 AEFRA VAN =B LOBERTEZ0BEOHEFHBENI BV £,

¢« 151 ) —ADEH) ) —AEI RTIE, SWAZEMIZLTERICHEEEZED-HIC. A
N—RNIAEANFYBEATT, o, BFHIIJ—ATR, #KOTA 2 ABEOKENT
NTHIBRENTVET,

« AN—KRFAEVANODTYTIL—RIE, BREIL RTAN—RSA AN ERIZHE 2
TVWAWEES, 47 O— REBICSWAOKAE L RAFIREhET,

CLIBLRVUGUIRTNDEE

ClassicZ 4 2> ADCLITE, 420N REFERALELE, TOLEH, AN—RNFA4EAD
FEEMEIL R (15180 ) TlE, chsOOYY RFHEIBRENE T,

HIBRENACLION > ROV AR :
« ZA4tEANO—R
« XRRT7AEVA
- HREFT—
- BEET—RTE
Classic License®GUIT &, System Administration X 7220 DOR—I A RENTWVWET, LEN
2T, AN— M2V ADEFERTE, R—IHFHIBRENET,
HIBRE NZGUIR—D DU A :
- HWEEX—ODORE
- e+ —

Dty h&O—R



SWATOREN Y Y helF, THHARKOU LY NERITITBDETT, COUEY MTE,
RESKNHEE N, SWAN THHEROREIIRY XY,

AXN—RZAE2VATR., BREOERECEUBENEBEhET,

ReloadldCLIORL XY RT, RET—XZHEL, T —LHIBRLET., SWAN I T Y
D74 ACBFEEN, UO—RERTLESER. Z48AZBO—RLET,
AN—RZAEVATSWANREE N TWBES, VO-RRICAN—KZM 22 AOBRN#
BREN, BUMICAYET, £, REOSWAOERETR IHZHEROREICZVEY REhET,
SWANOMEE I RIN—232 Tk, AN—RZ M2 AN disableiREIZRD B\,
reload N RTIXRTOREN BEENET,

AX—KRZ A2 AldregisteredREENDEETH DL, IXNTOTAEVAZBEERLET,
BEOEH

TCP7R— N443T Msmartreceiver.cisco.com\NxY N —VBEXLE7OFBE.

SWAL S DEHRETANTSICE. XROFIEEZFEALET,

ATYZ 1 CLICOJA4> LET,

ATY 7 2: telnete AL TEnter¥F—ZHLET,

ATYVT3: AN— R4V AG—NNNOSWAEHZEBEL TVWBD A R2—T7 T4 AZRERL
£9,

AT Y T 4:smartreceiver.cisco.com& AL TEnterz #9,

ATV 5: 5 R—NEDIS 3224438 AL, Enter¥F—%HBLET,



7 : Smart Software Mangertt 7254 R ZREL TWBBERK, ATY74TEOH—/N
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AZEMLTLSEEL,

EEEEDOHZRICRLET,

> telnet

Please select which interface you want to telnet from.

1. Auto

2. Management (10.48.48.184/24: management.swal.cisco.com)
3. P1 (192.168.13.184/24: pl.swal.cisco.com)

4. P2 (192.168.133.184/24: p2.swal.cisco.com)

[1]> 4

Enter the remote hostname or IP address.
[1> smartreceiver.cisco.com

Enter the remote port.



[23]> 443

Trying 10.112.59.81...
Connected to smartreceiver.cisco.com.
Escape character is 'A]'.

RYU RO ZRICRLUET,

SWA_CLI> telnet

Please select which interface you want to telnet from.

1. Auto

2. Management (10.48.48.184/24: management.swal.cisco.com)
3. P1 (192.168.13.184/24: pl.swal.cisco.com)

4. P2 (192.168.133.184/24: p2.swal.cisco.com)

[1]> 2

Enter the remote hostname or IP address.
[1> smartreceiver.cisco.com

Enter the remote port.
[23]> 443

Trying 10.112.59.81...

telnet: connect to address 10.112.59.81: Operation timed out
Trying 2a04:e4c7:fffe::f...

bind: Invalid argument
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ATY 7 4: SMART_LICENSEZEIRL £

ATV 7 5: RESTARTZERL £7,

SWA_CLI> diagnostic

Choose the operation you want to perform:
- NET - Network Diagnostic Utility.

- PROXY - Proxy Debugging Utility.

- REPORTING - Reporting Utilities.

- SERVICES - Service Utilities.

[1> SERVICES

Choose one of the following services:

- AMP - Secure Endpoint

- AVC - AVC

- ADC - ADC

- DCA - DCA

- WBRS - WBRS

- EXTFEED - ExtFeed

- L4T™M - L4TM

- ANTIVIRUS - Anti-Virus xiServices

- AUTHENTICATION - Authentication Services
- MANAGEMENT - Appliance Management Services
- REPORTING - Reporting Associated services
- MISCSERVICES - Miscellaneous Service

- OCSP - 0OSscCP

- UPDATER - UPDATER

- SICAP - SICAP

- SNMP - SNMP

- SNTP - SNTP

- VMSERVICE - VM Services

- WEBUI - Web GUI

- SMART_LICENSE - Smart Licensing Agent

- WCCP - wCCP

[1> SMART_LICENSE

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> RESTART

smart_agent is restarting.
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08 Apr 2023 10:19:36 -0500 Initialization of smart agent service failed. Reason : Port 65501 is not ava
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Mon Apr 8 09:02:36 2021 Warning: Smart License: Failed to change the hostname to esa.local for the prod
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Thu Jun 23 16:16:07 2022 Critical: Initialization of smart agent service failed. Reason : Port 65501 is
any attempts to swap ports using the defined command will fail.
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Notice:FN725024 THHfiZzSBRBL TS EE L,

21 Aug 2023 14:03:04 +0200 Unable to connect to the Cisco Aggregator Server.
Details: No valid SSL certificate was sent
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Mon Sep 4
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1:09 2023 Warning: Secure Web Appliance HTTPs Decryption license has been moved to Out of
1:10 2023 Warning: The Secure Web Appliance HTTPs Decryption is in Out of Compliance (00C
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AsyncOS 14.5 for Cisco Secure Web Appliance 1—H'H 4 R —GD ( —fi%&8 A ) - [Cisco Secure
Web Appliance] D#E#E, 41~ ABR—I)L, B LVERE — Cisco

Cisco Smart Software Manager — >~ A1



https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



