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TWBEZ2ERALET, EFNICR., ROZEZITSIBENFHYET,
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RXLVEIL—T42JCIDR)Z7OY Y., BRTHYTRY NEHATEET,
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ATYZ|HTTPSZOF > Z2BMICLET,

AT Y 7" Web Security Manager > Domain Map® JIEIZiZRL £ 9,

a. Add DomainZ#IRL £ 7,

b. RXAVEBXREREES—/NEADLET,
CHEELERXAUNFHDHEE. BRIBENLZRRLET,
d.IP7RLAZAHNLET,

e.[Submit] 20 )Y O LET,

AT Y 7 ||Web Security Manager > Custom and External URL Categories® JEIZ:#IRL £,

a. Add CategoryZiZIRL £ 7,
b. XDEHREANLET,
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a.FHLWVWESHKARUS —ZERLET,
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URL-Categories

Tl Printable PDF (5

Time Range:

21 May 2023 00:00 to 28 May 2023 12:25 (GMT +02:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Infrastructure and Content Delivery Netw...
Computers and Internet

Business and Industry
CustomURLCategoriesAllowedIP

Social Networking

Advertisements

Search Engines and Portals

SaaS and B2B

News

Cloud and Data Centers

CustomURLCategoriesAllowedIP 0908
(CI.ISI:OI'I'IU RLCategoﬂesBLOCKED} 039

0 2,000 4,000 o 400 800 1,200

Transactions Transactions
Chart Options... | Export... Warned URL Category

I Blocked by URL Category

Chart Options... | Export...

URL Categories Matched
Items Displayed

URL Category Bandwidth Used Time Spent Blocked by URL Category Transactions Completed Total Transactions =

Infrastructure and Content Delivery Netw... B.6MB 00:03 . Q . 3,166 . 3,166
Computers and Internet 86.7MB 00:15 0 1,382 . 1,382
Business and Industry 2.8MB Q0:00 Q 1,364 1,364
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Top Domains for Category: Total Transactions Top Users for Category: Total Transactions

www.cisco.com |NIII—— 39 10.61.108.72 |— 5o
T T T T 1 T T T T
0 20 40 ] 20 40
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Chart Options... | Export... Chart Options... | Export...
Domains Matched
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions -

WWW.CiSCo.com 0B 00:03 ] 39 39
J Columns... | Export...
Web Users
User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
10.61.108.72 0B 00:03 0 39 39
Totals (all available data): 0B 00:03 o] 39 39
Columns... | Export...
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erry; ERRENDBEE. TLSv1.2H UpdaterlC T L TERMICA > TWA L E2BBLET,

Updater SSLOREZZETBICIE. GUINSIRODFIEZERITLE T,

AT Y 7 1 : System Administration @, SSL ConfigurationZi&RL &9
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System Administration

Policy Trace
Alerts
Log Subscriptions

Return Addresses

| SSL Configuration

I Users

Network Access

A X—2 —sslE&E
AT Y 7 2 : Edit SettingsZiBIRL £,

AT Y7 3 : Update servicez V> 3> T, TLSVI2ZEIRLET



SSL Configuration

SSL Configuration

Disabling 55Lv2 for all services is recommended for best security. Depending on your network requirements, you may also choose to disable some
versions of TLS for specific services.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential. So to avoid communications errors, always
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface connections on Commit. You will need to log in

again.
Enable protocol versions: TLS v1.2
OTs via
LJTLS v1.0

Proxy Services: | prouy services include HTTPS Proxy and credential encryption for secure client.

Enable protocol versions: TLS v1.3

ETsvi2
Otsvia
_ITLS v1.0

Disable TLS Compression (Recommended)
TLS compression should be disabled for best security.

Cipher(s) to Use: |EECDH:DSS:RSA:INULL:leNULL:laNU
LL:!EXPORT: !3DES: | SEED: | CAMELLIA, |

Secure LDAP Services: | secyre | DAP services include Authentication, External Authentication, Saas 550, and Secure Mobility.

Enable protocol versions: [ TLS v1.2
TLS vi.1
U s vio

RADSEC Services: | Enable protocol versions: TLS v1.2
TLS v1.1

Secure ICAP Services (External DLP): Enable protocol versions: TLS v1.2
TLS v1.1
LJTLS v1.0

Update Service: |  Enable protocol versions: () TLS v1.2
o TLS v1.1
TLS v1.0

[Suomit |

AX—=2 : H—EATLSVI.2D EH

ATYV7 4 BEZXELTHRELET,

Updater SSLOBREZZETBICIE. CLINSROFIEZRITLET,
ATY 7 1:CLIA S, sslcofig

ATY 77 2 version& ABX L TEnterz #9,

ATY 7 3: UpdaterziBIRLET

ATV 4 :TLSVI2ZEIRLE T,

ATY7 5 EnterERLTIAH—REKRTLET

ATVT6: BEZBELET,

SWA_CLI> ssTconfig

Disabling SSLv3 is recommended for best security.



Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequentia
1.2, while Teaving TLS 1.1 disabled.

Choose the operation you want to perform:

VERSIONS - Enable or disable SSL/TLS versions

COMPRESS - Enable or disable TLS compression for Proxy Service
CIPHERS - Set ciphers for services in Secure Web Appliance
FALLBACK - Enable or disable SSL/TLS fallback option

- ECDHE - Enable or disable ECDHE Authentication.

[I> versions

SSL/TLS versions may be enabled or disabled for the following services:

LDAPS - Secure LDAP Services (including Authentication, External Authentication, SaaS SSO, Secu
Updater - Update Service

WebUI - Appliance Management Web User Interface

RADSEC - Secure RADSEC Services (including Authentication, External Authentication)

SICAP - Secure ICAP Service

Proxy - Proxy Services (including HTTPS Proxy, Credential Encryption for Secure Client)

Currently enabled SSL/TLS versions by service: (Y : Enabled, N : Disabled)

LDAPS Updater WebUI RADSEC SICAP Proxy

TLSv1.0 N N N N/A N N
TLSv1.1 Y Y N Y Y N
TLSv1.2 N N Y Y Y Y
TLSv1.3 N/A N/A N/A N/A N/A Y

Select the service for which to enable/disable SSL/TLS versions:

1. LDAPS

2. Updater

3. Proxy

4. RADSEC

5. SICAP

6. WebUI

7. ATl Services
(1> 2

Currently enabled protocol(s) for Updater are TLSv1l.1.

To change the setting for a specific protocol, select an option below:

1. TLSv1.0
2. TLSvl1.1
3. TLSvl.2
[1> 3

TLSv1.2 support for Update Service is currently disabled. Do you want to enable it? [N]> Y

Currently enabled protocol(s) for Updater are TLSv1l.1l, TLSv1l.2.
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