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1. Azure 7 Z I RAR=FZ)NIZOTA >V LET,

2. BERY U ATEntra DY —EA%&Z#EL. Microsoft Entra IDZIEIRL £,

£ Entra ID) >
All Services (46) Marketplace (22) < Maore (4)
Services Gad THre

- ‘5} Microsoft Entra ID

3. Bl AR A > TManageZ BB L . Enterprise ApplicationsZi&RL £ 7,

4. New Applicationz 7)Y VL&,

Home > Example Orgamization | Enterprise applications > Enterprise applications
=== Enterprise applications | All applications
— Example Organization

4+ MNew application () Refresh & [
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https://portal.azure.com/#home
https://portal.azure.com/#home

= Microsoft Azure

%

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

-+ Create your own application Y Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands o
Browse or create your own application here. If you are want

”,D Search application Sir

Cloud platforms

Azure-Ul

6. "TTVT—>3 oBEMBATIN, 1 74— RIETFTVT—2320BFEAILET

7. Tintegrate any other application you don't find in the gallery (Non-gallery)y 2% KRR %
ERL, "Creates 20UV OULET,



Create your own application X

E? Gaot feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not i the gallery, you can create your own application here.

What"s the name of your app?

An Exarmple SNA App Name

What are you looking 1o do with your application?

':.:J Configure Application Proxy for securng remote 3CCess 10 an on-prémises application
':::' Regeter an apphcation 1o integrate with Microsoft Entra 1D (App you'ré developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

8. HLLKBRENLET IV —23a AV aAR—RT, [N BA0F 0y NT YT
122U YOLET,

55 An Example SNA App Name | Overview

Enterprise Application

B Overview Properties

Name (O

Deployment Plan
| An Example SNA App Name Ty |

/. Diagnose and solve problems
Application ID ©

> Manage

|—¢-- - ED!
> Security ObjectiD ©
> Activity |E'-- . . Ijji
> Troubleshooting + Support G etting Started
a 1. Assign users and groups —3 2. Set up single sign on
Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials

Assign users and groups Get started



9. SAMLZERL 7,

5) AnExample SNA App Name | Single sign-on

Enterprise Application

® o ) Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra |D by enabling a
i Dverview s hse= ot } ' —_—
L your organization to sign in to every application they use with only one account. Once the user logs into an application, that

[ Deployment Plan credential is used for all the other applications they need access to. Learn more.
7 Diagnose and solve problems
' » - :

Mpnage Select a single sign-on method  Help me decide

!I! Properties

L& Owners

® Disabled {:3 SAML
al. Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
B Uersand groups won't be able to launch the app from applications using the SAML (Security

My Apps. Assertion Markup Language) protocol.
%) Single sign-on
e

2 Provisioning

SR R e Y

10. SAMLIZR B VTN FA 2 FA U DFBRER—D T, BEERSAMLEBRED TOwmEZIVY ILE
ER
Set up Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
maore.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration

& Edit

ldentifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optienal
Relay State (Optional) Optional
Logout Url (Optional) Optional

11. Basic SAML Configuration’R 4 > T, Add Reply URL to

https://example.com/fedlet/fedletapplicationZZ&E L . example.com’& SNA Manager® FQDNIC &
EWMAT, saveZ VY IULET,



Basic SAML Configuration

Save Q'? Got feedback?

Identifier (Entity ID) * ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Microsoft Entra tenant. The default identifier will be the audience of the SAML response for 1DP-initiated 550.

Default

https://example.com/fedlet ~/‘ v @

Add identifier

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurmer Service” (ACS) in SAML.

Index Default

https://fexample.com/fedlet/fedletapplication e || ‘ i | 6]

Add reply URL

12. SAML Certificatesh— K% B D [+, App Federation Metadata URL7 1 — )L R{EZRIEL .
Federation Metadata XMLZAX D> O—RL & T,

e SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint 12345678%abcdefghijkimnop

Expiration 6/3/2028, B:39:10 AM

Notification Email someuser@example.com

App Federation Metadata Url https://lagin.microsoftonline com/af42bac0-52aa- ... [y
Certificate (Basetd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) f Edit
Required No

Active 0

Expired 0

SNATOH—EARAZ7ONA A —XML77AIILDOEES LA TU>O—R



1.SNAYZ—2vUllcAOJ A LET,
2. Configure > Global > User Management® JEIZ#IRL £ 9,
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= Configure
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a2
i Alarm seventy
Policy Managemeant
Q, Response Management
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il Analytics
Report Alerts
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a User Management
v
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Users  Data Roles Authentication and Authorization Creme ™~ |
o User
Manitor Maime 1 Deseription At leation Type 230 Status Remate Anarizatkon
Data Role
A ?\ Y L \l\
a e cation Service 2
RADILUS
nvestigate A
Mo records available. TACACS+
Il LDAP
. - 0 -0 of 0 iems
S50
Report
b4
Contigure © 2025 Cisco Systems, Inc

Privacy Data Sheet  Terms

4. "TID7ONAEDOAZF—ARURL) £ "ID7ONAEDAZF—EXML7 ZAILOT Y 7
O—RJ ICBYEZDF REROEBRLET,

User Managemeant | Authentication Senvice

Authentication Senvice

D i

Identity Provider

ity Peovader Type = bderitity Peovader Metsdata URL ® Lipioxd ldentiy Prowsder Metadula MML Fils *
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2. %®E/N—NH 5. Enterprise Application > Select configured Enterprise Application > Setup single
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3.R—T M LERIZ & B Upload metadata filez 2 1) Y U LT, SNAManager? 5& V> O—RU
spxm77AI)N&2T7Y 7O—RLET,

4. "TEAWNZSAMLBA ) BENRE, TRTFTEREZELWVMEICHKREL., "REIZIUY
JLEY,
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https://portal.azure.com/#home

Microsoft Azure

Home > An Example SNA App Name

An Example SNA App Name | SAML-based Sign-on

Enterprise Application

< 1 Upload metadata file G Change single sig
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5. TAttributes & Claimsy 2> 3> %L, TEdity 22Uy OLET,



Set up Single Sign-On with SAML
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Le:

more.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration 2 Edit
|
Identifier (Entity ID) https,//example.com/fedlet
Reply URL {Assertion Consurmer Service URL)  https://your-sna-manager-fgdn.com/fedlet/fedletapplicati
on
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
e Attributes & Claims 2 Edit
givenname user.givenname .
Edit u
surname user.surname -
emailaddress user.mail
name user.userprincipalname
Unigue User |dentifier user.userprincipalname

6. Claim Namet 72 3 2/ IC & % user.userprincipalnamef@Zz 7)Y J L& T,

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Add new claim T Add a group claim Columns 53'? Got feedback?

Required claim
Claim name Type Value

Unigque User Identifier (Name 1D} SAML user.userprincipalname [... ***

7. Manage Claim page ©. Choose name identifier formatZ#z2 L £ 9,



= Microsoft Azure ' Search

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on > Attributes 8 Claims

Manage claim

E| Save X Discard changes Q'_‘" Got feedback?
Mame

Mamespace

~ Choose name identifier format

Mame identifier format * Persistent
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2. % FE/\N— N SEnterprise Application > Select configured Enterprise Application >Z fll ® Users
and Groups % i#R> Add user/groupZz 7)Y I L&E T,


https://portal.azure.com/#home
https://portal.azure.com/#home

Microsoft Azure

Home > An Example SNA App Name

25 An Example SNA App Name | Users and groups

Enterprise Application

-~ Add user/group & Edit assignment [l Remove as

L]
-

i Overview
(i) The application will appear for assigned users within My App
Ll]| Deployment Plan
#. Diagnose and solve problems
Assign users and groups to app-roles for your application here
~  Manage
S First 200 shown, search all users & groups
'I' Properties
48 Owners

Display name
& . Roles and administrators

Mo application assignments found
S& Users and groups W

3. EBIOAR A > TNone Selected2 7)Y 2 LET,
4. BBRI—Y—EBRRL, P7UT5r—23a 2 ICEBMULET,

T
Home > An Example SNA App Name | Users and groups > US’B'S and groups 3
Add Assignment -
Example Jrganization
(1) Try changing or adding filters if you dan’t see what you're laoking far Selected (1)
Users and groups
7 Reset
Nene Selected Coarch
Select a role x| a Example User ol
Tresultfound R e Dexam plecom =
Al Users  Groups
Name Type Details
B & Examgle User User user@example com
g Sebect
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3. Create > User@EICOUY UL ET,

‘teeh Secure MNetwork Analytics 4 : ® Q| 2 Adminuser

a User Management
v
Example.com
Users Dala Rodes Authemication and Authorization Creale ™~
n User
Montor UserHame T [Full Haime Primary Adinin & Canfly Manager & Analyst O Pawer Analyst O Data Robe Stal
= Data Role
M —
[T [r] [r] - _
a & by Auhentication Service >
Ieastigat . x All Data (Read &
Rkl admin Admin Wser ' e {
write]
il 1-10f1items
Repont
X
Configure © 2025 Clsco Systens, Inc Privacy Data Siveet  Terms
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User Name = Authentication Service
550 e
Full Name
Email
SAMLID =

Role Settings
Primary Admin

Data Role
All Data (Read Only)

@ Youmust select a minimum of one web role and one desktop client role.

Web Desktop

Web Roles * Comparne

Configuration Manager Analyst Power Analyst
SNA-UITDSAMLI —H D ERK
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EE
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