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Connections with Application Details Table View of Connection Events

Ingress  Egress
. . - Initiator Responder 9 . 9 N Source Port / ICMP Destination Port /
4 First Packet Last Packet Action Reason Initiator IP Responder IP Security Security
Country Country Type ICMP Code
Zone Z
D " I

s FIDIL—RhENTY NRNL—H&, ZETEREBOEYZIL—FT 12T, NAT, XTI
—I)LEHERLET,

o« =L, FIDOyz524%—r rL—2Tlk, BETHSOBE/NTY NEFHFRREN, L
APEONER—=2RT T4V IRFKRRERERA,

<#froot>

> system support trace

10. x. X. 200 40812 -> 172.x.x.36 9997 6 AS=0 I D=6 GR=1-1 New firewal | session
10. x. x. 200 40812 -> 172.x.x.36 9997 6 AS=0 I D=6 GR=1-1 using HWor preset rule order 23, 'intended
10. X. x. 200 40812 -> 172.x.x.36 9997 6 AS=0 |ID=6 GR=1-1 allow action
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9997 6 AS=0 ID=6 GR=
9997 6 AS=0 ID=9 GR=
9997 6 AS=0 ID=9 GR=
9997 6 AS=0 ID=7 GR=
9997 6 AS=0 ID=7 GR=
9997 6 AS=0 ID=7 GR=
9997 6 AS=0 | D=7

9997 6 AS=0 | D=7

RARD S, BEREBKRNICZXALATINLET,

app event changes: created

Got start of flow event from hardware with
Generating an SOF event with rule_id = 2684
Got end of flow event from hardware with f1
Rule Match Data: rule_id 0, rule_action O r
Generating an EOF event with rule_id = 2684

GR=1-1 Received EOF, deleting the snort session
GR=1-1 Deleting Firewall session flags=0x20190040,

FTD® Toutsides 1R —T7 I AADF ¥ 7 F vk, 10.x.x.2004 #LEB%E %IP 10.x.x.220(
SYINBKUOII—EBERZXETHIEZEIELET,

<#root>

firepower# show capture outside_intf

1: 13:59:03.051388

vl A WN

6: 13:59:24.127984

13:59:04.063458
13:59:06.073009
13:59:10.081477
13:59:18.090876

10. x.

10. x. x. 200 > 10. x.

10.
10.
10.
10.

X. 200. 39194 >

.200.39194
.200.39194
.200.39194
.200.40812

X X X X
X X X X

10. x. X

10.
10.
10.
10.

VvV V V.V
X X X X
X X X X

X. 220 i

.220.9997: S 320277106: 320277106(0) wi n 65535

.220.9997: S 320277106:320277106(0) win 6553"
.220.9997: S 320277106:320277106(0) win 6553"
.220.9997: S 320277106:320277106(0) win 6553°
.220.9997: S 320277106:320277106(0) win 6553°

cnp: echo request

FTDIF. chZREREEIPT KL A172.x.x.36lCNATEHL E T,

<#froot>

firepower# show capture 1 packet-number 1 trace detail

Phase:

3

Type: UN-NAT
Subtype: static
Result: ALLOW
Elapsed time: 3186 ns

Config

nat (dnz_zone_1, outside_primary) source static dnel-172.x.x.36 outside-10. x. x.220

Addi ti onal

I nf ormati on:
NAT divert to egress interface dnz_zone_1(vrfid:0)
Untransl ate 10.x.x.220/0 to 172.x.x.36/0
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<{froot>

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW
ETlapsed time: 0 ns
Config:

access-group CSM FWACL_ gl oba
access-1ist CSM FWACL_ advanced pernit object-group ping-echo ifc outside_primary any ifc dnz_zon
access-list CSM FWACL_ renark rule-id 268434459: ACCESS POLICY: nf-policy - Mandatory

access-list CSM FWACL_ remark rule-id 268434459: L7 RULE: intended_allow rule

object-group service ping-echo
service-object icmp echo
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in  1d=0x146e745dbd00, priority=12, domain=permit, deny=false
hits=3532, user_data=0x0000000000000000, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=8, tag=any, ifc=outside_primary(vrfid:0)
dst ip/id=172.x.x.36, mask=255.255.255.255, icmp-code=0, tag=any, ifc object-group id 459(C

« TN%E. AUNT 714V INDMZOBH172.x.x.36AD "dmz zone 1, /1B —T I (A
TEEICKTLET,

<tfroot>

Result:

input-interface: outside_primary(vrfid:0)
input-status: up

input-line-status: up

output-interface: dnz_zone_1(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 106476 ns

« FTIDdmz_ zone 1 41 22 —T7 I A ADF ¥ 7 F vk, 10.x.x.200H ANZBFEFEIP 10.x.x.220(Z
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<{froot>

firepower# show capture dmz_intf

1: 13:59:03. 051709

uvi A W N

13:59:04.063610
13:59:06.073146
13:59:10.081630
13:59:18.091166

6: 13:59:24.128197

802. 1Q vl an#600 PO 10. x. x.

802.1Q vlan#600 PO 10.
802.1Q vlan#600 PO 10.
802.1Q vlan#600 PO 10.
802.1Q vlan#600 PO 10.

802. 1Q vl an#600 PO 10. x. x.

X X X X

200. 39194 >

.200.39194
.200.39194
.200.39194
.200.40812

200 > 172.x.

172. x.

V V. V V

172.
172.
172.
172.

36

X. 36.9997: S 1245309079: 1245

.X.36.9997:
.X.36.9997:
.X.36.9997:
.X.36.9997:

cnp:

S 1245309079:1¢
S 1245309079:1¢
S 1245309079:1¢
S 1210202278:1

echo request

« 122U, FTDdmz_zone 14> X —7 T4 ATlE, AFEEIP 172.xx36H 5D Z—2 K
74V ORRRENETRA,

s FYTFyIE, B/E172.xx.36 SYN, ACK, BLUOITI—ISENRDYICFTDORAZA > X

— I ATREEND L ZEIELET,

<#froot>

firepower# show capture inside_intf

1: 13:59:03. 051861

:59:
:59:

1 59:

:59:
:59:

1 59:

03.
03.

04.

04.
04.

24.

051938
051968

063839

063915
064068

128411

802. 1Q vl an#667 PO 172. x.x.36.9997 > 10. x. X.

802.
802.

802.

802.

802

802.

1Q vlan#667
1Q vlan#667

1Q vl an#667

1Q vlan#667

.1Q vlan#667

1Q vl an#667

PO 10.x.x.200.39194 > 172.
PO 10.x.x.200.39194 > 172.

PO 172.x.x.36.9997 > 10.x.

PO 10.x.x.200.39194 > 172.
PO 10.x.x.200.39194 > 172.

PO 172.x.x.36 > 10.x.x.200 icnp:

200.39194: S

X.X.36.9997:
X.X.36.9997:

x. 200. 39194:

X.X.36.9997:
X.X.36.9997:

3938871380: 3938

R 1245309080:1
R 1245309080:1

S 3938871380: 39

R 1245309080:1
R 1245309080:1

echo reply

« BBRSYN, ACKA'RR2IeA 2R —T I A ATREND &, FIDIESYNTRZEVRANO/NT
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X XTOMOTCPROY TRIFRMIN—FT A INRRTRET D ARMEAN D),

FTD®show asp drop®d i THREERTEE T,

<#root>
Result:

input-interface: inside(vrfid:0)

input-status: up

input-line-status: up

output-interface: outside_primary(vrfid:0)
output-status: up

output-line-status: up

Action: drop

Time Taken: 15572 ns

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frane

firepower# show asp drop
Frame drop:
SVC Module does not have a channel for reinjection (mp-svc-no-channel)
SVC Module unable to fragment packet (mp-svc-no-fragment)
Flow is being freed (flow-being-freed)
No valid adjacency (no-adjacency)
Flow is denied by configured rule (acl-drop)

First TCP packet not SYN (tcp-not-syn)

TCP failed 3 way handshake (tcp-3whs-fail ed)

TCP RST/ FIN out of order (tcp-rstfin-o000)

TCP SEQ in SYN SYNACK invalid (tcp-seqg-syn-diff)
TCP SYNACK on established conn (tcp-synack-000)
TCP packet SEQ past w ndow (tcp-seq-past-w n)
TCP invalid ACK (tcp-invalid-ack)

TCP RST/ SYN in wi ndow (tcp-rst-syn-in-w n)

DNS Inspect id not matched (inspect-dns-id-not-matched)

FP L2 rule drop (12_acl)

Dropped pending packets in a closed socket (np-socket-closed)
NAT failed (nat-xlate-failed)

snp_sp: 7337 fl ow (NA)/ NA

25
78
707
1738

760

34
1785

12
34
145
1

Connection to PAT address without pre-existing xlate (nat-no-xlate-to-pat-pool)

TCP Proxy retransmited packet drop (tcp-proxy-retransmit-drop)
TCP Proxy probe reset injected (tcp-proxy-probe-rst-injected)
TCP Proxy probe receive drop (tcp-proxy-probe-tcp-probe-drop)
Blocked or blacklisted by the firewall preprocessor (firewall)
Blocked or blacklisted by the stream preprocessor (stream)
Packet is blacklisted by snort (snort-blacklist)

Packet is blocked as requested by snort (snhort-block)

90
223
129
2
301
81

26
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