iptables 7 7 4/ )L D EZIB KV HR— M RRAD
T ERTRETADFIDIPP RLAZEEILS—
DRNZTIN>a1—F1420

AR

gl

configure network ipv4 manual <address> <netmask> <gateway>_1Y > RZFEAL TRES h iz
FLWEFITI77AT 04— )LEBRNEFTD)EERIPT RLARGERAEhELE A,

Setting IPv4 network configurations EWS XY E—IF&kREh, 7OV T MFRENET,

TNTE., shownetwork AN RICEFWIP7 RLANRBRENET,

<tfroot>

>

configure network ipv4 manual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
>
>

show net wor k

[ System Informat1on ]

Hostname : firewall
Domains :
DNS Servers : 192.0.2.253
DNS from router : disabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.254

[ ethO ]

Admin State : Enabled
Admin Speed : 10gbps

Operation Speed : 10gbps



DupTlex : Full-duplex

Link : Up

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:50:56:8D:9C:1F
---------------------- [ IPVA J-mmmmmm oo
Configuration : Manual

Addr ess :192.0.2.10

<- old IP address

Netmask : 255.255.255.0

Gateway : 192.0.2.254
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]

State : Disabled
Authentication : Disabled
fEEiiz
TR

s BXATTFATIOF—IERBNE%ZERITT DFirepower 2110, tHO/\—RDIT77Z v ~
J7A—LEREZZTHDEMEN DY ET,

« FIDN—=2 32744 OY 7 NIITN—232EHBEZZTHUREMENIBYVET.

- /ngfw/etc/sysconfig/iptables 7 7 A JLICEME L EHR—REhTOWBVITHFEEATVE
9,

- EEEE. configure network ipv4 manual <address> <netmask> <gateway> 1Y > R%& f§
ALTFTDOEEBIPZEZEELLSELET,

R

pail

1. "Network settings changeds X ¥ t2—= A"configure network ipv4 manual <address>
<netmask> <gateway> N> ROHAICRRE hixl) .



<ffroot>

>

configure network ipv4 manual

Setting IPv4 network configuration...

2.

£7TY,

FRENBDHAFRORSICEYET,

<tfroot>

>

configure network ipv4 manual

Setting IPv4 network configuration...

Network settings changed.

192. 0. 2. 100 255. 255. 255. 0 192.0. 2. 254

T2y NI—OREFBEENELES LV XY E—TUFRTENEVBER, BEFTE

192. 0. 2. 100 255. 255.255.0 192.0. 2. 254

3. BARHZSFEL FIC. /ngfw/var/logimessages 7 7 A ILICBEO I H BB S,

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

O W WOWWWOWWOWWOWWOULOUOVUOOowVuouovuuouo

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

22:
22:

22

22

22

22

22

28
30

130
22:
22:

30
30

130
22:
22:

30
31

131
22:
22:

31
35

:35
22:
22:

35
35

:35
22:
22:

35
35

FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL

sudo: admin
SF-IMS[58786]:
SF-IMS[10865]:
SF-IMS[10870]:
SF-IMS[10871]:
SF-IMS[10871]:
SF-IMS[10871]:
SF-IMS[10724]:
SF-IMS[10724]:

: TTY=ttySO ;
[58786]
[10865]
[10870]
[10871]
[10871]
[10871]
Net:Speed [INFO] Interface ethO is ready :1000
Net:Speed [INFO] Interface ethl is ready :10000
Net:Speed [INFO] Interface managementO is ready :10000
coretemp-isa-0000

SF-IMS[10724]:

sensord: Chip:

sensord: Adapter: ISA
sensord: Package id
sensord: Core 0: 58.
sensord: Core 1: 58.
sensord: Core 2: 58.
sensord: Core 3: 58.

adapter

0: 58.0 C

[=NeNeNe)
[eNoNaNe!

sfifd:

sfifd

sfifd

PWD=/ ; USER=root ; COMMAND=/usr/local/sf/bin/sfc
sfifd [INFO] Stopping '/ngfw/usr/local/sf/bin/sfi

:monitor [WARN] sfifd is not running. starting it.
sfifd:
sfifd:

sfifd [INFO] Starting '/ngfw/usr/local/sf/bin/sfi
config [INFO] Found interface index 9 for managem

:config [INFO] Added interface 'managementO'.
sfifd:

config [INFO] Reading config for interface 'manag

Ingfw/var/log/\Z & % process_stderr.log X process_stdout.log B E DD T 7 A I)LIZIE., BIET S



OJBEEEnTLVEREA,

4. OTHFBVESD, ROATY Fldstrace I—T7 1A VT4 ZR{TL, PATLAO-INZRETS
& T9, CLISHON > Rconfigure network ipv4 manualld, TFA/N—KRE—RTTF7 O3> %
EKITLET, ChlFPerlAVVTRTTY,

<#root>

>

expert

firewall:~$

sudo su

firewall#

cd /etc/clish

firewall:/etc/clish#

grep "configure network ipv4" /etc/clish/* -A 10

/etc/clish/configure.
/etc/clish/configure.
/etc/clish/configure.
/etc/clish/configure.

name="confi gure network i pv4 manual ">

/etc/clish/configure.

xm1- <COMMAND access="1ldapgroup"

xm1- escape_chars="; | $&1t;&gt;&amp; Q#\'*!"
xm1- help="Configure IPv4 manually"

xm1:

xml-

sudo /usr/local/sf/bin/sfcli.pl

configure_ipv4d network man ${i paddr} ${netnmask} ${gw} ${interface}



SE£Estrace AN R :

<{froot>

firewall #

strace -t -y -f -s 1024 -o /ngfw var/comon/strace. out /usr/local/sf/bin/sfcli.pl configure_ipv4 networ}

SIB D ER :
it NL=RENEEZEDATALAO-ILOEIC, BEOEZ (K. %2 ®) 2F0%F9,

oy TPANRBRFONAERRLUET, syscallti' 77 A I)LEBRFZ2FEHTBHE, straceld
EEITBINAR (BAOES ) ZHAILET, chickY, EOT7AI, YTy K, FEEN
ATICTIOEALTVWA A EBIILX T EYET,

- f: F7OEAZERNL—ALET, NL—RAEhE7OJSLFHFLVWIOELAZERL 15
E&. NL—ARZhSsOF7O0BAORNL—REMELET,

+ 51024 - HHENBXZHEIBOBFRY A XE1024)N14 MZEXRLET, F7FINTE.
XZHEFERVWIES (BEE2NA N ) Z2HVETES, hik, TEBINRZTA B8,
NYT7, EFREET77A4INEBZRRIDBEEICEFNTT,

|

- -0 /ngfw/var/common/strace.out— IXNTHORL—AH &, BEIT—TRE<EELELT7
AIWICEEIAZET,

5. ZEB27OCALSORTI—ROKRER. RTI—ROFLF1OMOTOERERGERY).
PID 7793M 7'+t A/usr/sbin/iptables-restore X TS —1— R2THR T LECERBASHICLET

o

NL—RIZIEk "Bad argument 'vi'y DITERTENET,

<tfroot>

7793 08:02:09

execve("/usr/shin/iptables-restore", ["/usr/sbin/iptables-restore", "-cv"], 0x56139209fb60 /* 11 vars */



7793 08:02:09 close(b</etc/passwd>) =0

7793 08:02:09 wite(2

, "Bad argunment “vi'\n", 18

<-- Bad argunent

7011 08:02:09 <... pselect6 resumed>) 1 (in [12], left {tv_sec=4, tv_nsec=964587331})

7793 08:02:09 <... write resumed>) = 18

7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>

7793 08:02:09 write(2<pipe:[230296101]>, "Error occurred at line: 51\n", 27 <unfinished ...>

7011 08:02:09 <... read resumed>"Bad argument “vi'\n", 8192) = 18

7793 08:02:09 <... write resumed>) = 27

7011 08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
7793 08:02:09 write(2<pipe:[230296101]>, "Try “diptables-restore -h' or 'iptables-restore --help' for m
7011 08:02:09 <... pselect6 resumed>) 1 (in [12], left {tv_sec=4, tv_nsec=999997162})

7793 08:02:09 <... write resumed>) = 77

7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>

7793 08:02:09 1seek(0O<pipe:[230296367]>, -429, SEEK_CUR <unfinished ...>

7011 08:02:09 <... read resumed>"Error occurred at Tine: 51\nTry “iptables-restore -h' or 'iptables-re
7793 08:02:09 <... 1seek resumed>) = -1 ESPIPE (I1legal seek)

7011 08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
7793 08:02:09 exit_group(2) =7

7793 08:02:09 +++ exited with 2 +++

6. cO7 O A, /ngfw/etc/sysconfigliptables7 7 4 )L A S Linux iptables)L— )L Z f&# L. Bi#&
ALET, COBE. THEBAHICKY, 77MINICEMBITEREEIR—KENTVEVTH
EENTLVET,

<tfroot>

device#

cat /ngfw etc/sysconfig/iptables



-A OUTPUT -o 1o -p tcp --dport 5000:9000 -m owner ! --uid-owner root -j DROP
-A OUTPUT -o To -j ACCEPT
-A DUMP -j DROP

vi [etc/sysconfig/iptables <------------- BAD LI NE

#start MANAGEMENT PORT STATEFUL BLOCK
-A STATEFUL -i management0 -m state --state NEW -j DROP
#stop MANAGEMENT PORT STATEFUL BLOCK

-A STATEFUL -j DUMP
COMMIT

(S R T ANOTHER BAD LI NE + FEW NEW LI NES.

# Completed on Tue Sep 15 15:06:41 2015

£z, 7 7 4 )lingfw/var/log/initialize.logiC &, 77 A IHAOFELZSI BN REETREL -
iptables BB TS —ZETITFEENTVIFEN B ET,

<ffroot>

device#

cat /ngfw var/log/initialize.log

Re-Initialize MGMT Configuration if missing or updated... at .../SF/Sensor.pm 1line 5390.
Caught Exception!

System (/ngfw/usr/local/sf/bin/service_control.sh iptables restart) Failed -- (Bad argument
Error occurred at Tine: 51
Try “1iptables-restore -h' or 'iptables-restore --help' for more information.)

[E] 38 5%

1.77AFT A=)V =)LICT VAL, expetE— RIZCTYEZXET,

“vi



<ffroot>

>

expert

firewall:~$

sudo su

2. EEDiptables 7 7 A ILDINY VT v T&HERLE T,

<ffroot>

firewall#

cp / ngfw etc/sysconfig/iptables /ngfw var/comon/

JHR—PERTVWEWMTEELLKBZVWITZINTHIBRLET, N—RTIT, YTKRTITN
=232, BRUREICEL 2 TR, iptablessDRBEN BB D HZEEN HD EITEBLTSEE L,
R—ATZAVERERF. BUN=232ON—RIVITEVIRDIITZERALTIROEY N7
VTHASHETERT,

4. iptablesz BEBL £ T,

<#froot>

firewall #

Ingfw etc/rc.d/init.d/iptables restart

Flushing a1l current IPv4 rules and user defined chains: ...success
Clearing all current IPv4 rules and user defined chains: ...success
Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “PREROUTING'

Flushing chain “OUTPUT'

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “~FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'



Flushing chain “INPUT'
Flushing chain “FORWARD'
Flushing chain “OUTPUT'

Appl ying rul es successed <-------- Expected |ine

5.FTD CLISHOEEIP7 RLAZBREL T,

IEXPN

Ingfw/etc/sysconfig/iptables 7 7 1 LR DO EME LFEHR—KRENTVWEVWI MJICKY, IPF
RLADZEENRHICHMENET, COEREIE. Cisco Bug ID CSCwv52279TEHFEN TV E
CB

BEEI>T>Y

» Cisco Bug ID CSCwv52279,



https://tools.cisco.com/bugsearch/bug/CSCwv52279
https://tools.cisco.com/bugsearch/bug/CSCwv52279

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



