X 1T T F7ATOA—=)FTD - EFHEDOEFFE
JOYHOUARNDE—A() : FVWVDBH ER

2E

Gl

= I)IAEBGEENTESIEN kb NnDdZoom Phoned—)L T, 1—HICSFORBBEANRELET
o FTDIEZoom IPEEE A SUDPXF A4 /)Ny RZ ROAY 7L, WY RF ¥ T7F v B LY
ASPROY ZHDUAZTSnortiC k) 7OYIUARNELTRENET,

BHRNSEREROERY T,

« 774 7T #—)LTCisco Vulnerability Database(VDB)/N\—= 3 427 LB A" RITE 1T
%

e 77ATJ#—)LICI&, FirepowerF—RIXR—AICL > TREHEE D FT7FI)LMD
Zoom/RTPF7 7)o —> 3 VIDICESWTZoom RS 714 Y V2 FA T2 HEN HBDT IO
AN=IHNEENTWVWET, appid.cisco.comliZ&kd &, D JIL—)LikZoom AppIDZE S L T
TRXTOR—RNZFHFATRIXENHYET,

» UserZoom (6243): 80,443/tcp
« A—ALR > 0O— KR(4628):80,443/tcp
« A—AT Y7 0O— R(4627):80,443/tcp
. &N X—1\(4629):80/tcp
« RTP&75(2475):5004/udp
- SIP(426):5060/udp
e 2L, Ny RRNL—HOEAICE, JOYIURANOER "7 74T Ox—=)L7°) 70O

TYHILK2TTOAVYIERER TSV IVARNIERENTVWS ICK2TRT 71998
ROy TEhiCENFRENET,

<tfroot>

Phase: 17


http://appid.cisco.com

Type: SNORT
Subtype: firewall

Resul t: DROP

ETlapsed time: 345716 ns

Config:

Network 0, Inspection 0, Detection 4, Rule ID 268434438

Additional Information:

Starting rule matching, zone 3 -> 3, geo 840 -> 840, vlan 0, src sgt: 0, src sgt type: unknown, ds

Matched rule ids 268434438 - Bl ock

Result:

input-interface: Outside(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: Outside(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 640578 ns

Drop-reason: (firewall) Blocked or blacklisted by the firewall preprocessor, Drop-location: frame

INTY RFYTF v, Tsnort-blacklisty EWSEHTRAOY7EZRLET,

<#root>
40: 22:52:36.383692 206.247.118.57.60030 > 10.X.X.1.9178: udp 103
Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
141: 22:52:36.383723 206.247.118.57.60030 > 10.X.X.1.9178: wudp 103

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
142: 22:52:36.385188 206.247.118.57.60030 > 10.X.X.1.9178: udp 44

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA

system support tracetH ATk, REBHFPOT 7V T—>3a>IDOESHIC, IL—ILBEFICKNS
TAYVIONEBEENET, L. RS 714v0RREBEREh, 7O0YIVUANIEFEEL
F£9, IP7PRLAW., ZoomDiEEE "XYRND—=DT7F7ATFTIA=)NELE7O0FH—/)\
DEREZA—L LR > TT IV ERAZYBEET B ZoomD/NT )Y JIPTT,

<tfroot>
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10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1

pending rul e order 12, 'all ow outbound',

App! D

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1

Deferring trust until a rule is matched

10.X.X.1 9476 206.247.118.12 24794 17 AS=0 ID=1

->

match rul e order 28, 'Default Block', action Block

206.
206.
206.
206.

247.118.
247.118.
247.118.
247.118.

12 24794
12 24794
12 24794
12 24794

17
17
17
17

deny action

10.X.X.1 9476 -> 206.
206.247.118.12 24794
206.247.118.12 24794
206.247.118.12 24794

247.118.
-> 10.X.
-> 10.X.
-> 10.X.

12 24794
X.1 9476
X.1 9476
X.1 9476

17
17
17
17

Firewal | : block rule, 'Default Block', force_block

206.247.118.12 24794
(_1)1

-> 10.X.X.1 9476 17 AS=0 ID=1

Appl D: service: client: (0), payload: (0),

206.247.118.12 24794
206.247.118.12 24794
206.247.118.12 24794

Verdict: blacklist

SATLYR—KNRNL—RAR, Zoom IPARBEZRKIZEEIC,

GR=1-1

GR=1-1

GR=1-1

GR=1-1

GR=
GR=
GR

m sc:

(0)

1-1
1-1
1-1

O===

m oo

S
P

idRecovery data sent for rule id: 2684:
atched a rule, stop deferring trust
enerating an SOF event with rule_id =

eleting Firewall session flags=0x20, Tc
acket 17168248: UDP, 04/14-14:44:53.11C
irewall: starting rule matching, zone 1

tream: pending block, drop
olicies: Network 0, Inspection 0, Detec

"RTP client candidate

returned error-invalid (-11)y XY t&—2& TH—RN—FT 1 FFBAHO) XvE—TJZRL -

CEZRLTVET,

<#root>

206.247.118.55 54808
206.247.118.55 54808

-> 10.X.X.1 9824 17 AS=0 ID=
-> 10.X.X.1 9824 17 AS=0 ID=

NN

3rd party returned unknown (0)

206.247.118.55 54808

RTP client candidate returned error-invalid (-11)

10.X.X.1 9824 -> 206.247.118.55 54808 17 AS=0 ID=2 GR=1-1 app event changes:

-> 10.X.X.1 9824 17 AS=0 ID=2 GR=1-1

N

ew AppId session

created



FTD show asp drop N> RTlE, 7OY IV ARNOEEN/DRICEML TVSD Z ENRE
hTWET,

<#root>

Frame drop:

——————————————————————— ABBREVIATED---------———----——————-

Bl ocked or blacklisted by the firewall preprocessor (firewall) 11224
Blocked or blacklisted by the stream preprocessor (stream) 2354
Fragment reassembly failed (fragment-reassembly-failed) 3

Packet is blacklisted by snort (snort-blacklist) 27173
Packet is blocked as requested by snort (snort-block) 42

FMCIZ & » TE¥E & h 5 Cisco Firepower FTD/N—2 3 27.7.11
MB35 M 5 — R X — A (VDB)/N—3 3 2427 LA #1
Snort/\—=>32,3.3.5.1100-66

F(ZZoom IPH 7 XY 8170.114.0.0/168 £ 1°206.247.0.0/16 I ¥ EEZ5Z B A", fDZoom
IPEECENTEDRNT T4V

BRI

Cisco Bug ID CSCwu22106 - E#X - 7L 7 1 L ZIL—IL DEE

1:ZoombhZ 74 Y ODTL 7 1L ZIL—IZERLET,



Policies > Access Control > Prefilter D JEICBEIL ., XORETHLWVWIL—ILZERLET,

« JL—IL& : Zoom-Prefilter

- 4 : Fastpath

s V=RAV=2V ANAVE—=TIA(RA
s BREV—2  HAMVER—TI(AA

« XERXT RLRA : &

« EETR—K :any

- Destination Address ( 5257 KL R ) :IP#ERE(170.114.0.0/16, 206.247.0.0/16)8 r VT D
EX—LLET, KRENDARR., "RYKNI—OTFATIA—LNFETOFTY
—N\DEEEEX—L ) THEEBTERT,

- 5857R— K : UDP 10000-64000
2. RET7IVEADY MO=ILIL—-LORE

TL7AMNRITZHRLBVEER., ZoomT7 7V Tr—2 a2 EBIFEHEIBRL. ARNERIPE
R—KNOREZFEAL T, BFOT7 7RO MNO—ILRIZ—ACLIL—ILZZEELET,

« JL—IL& : Zoom-Allow

- FOIT L FFH

c V=RAV—=2  ABAMVE—TIA4RA

« BEV—2  HAAME—TIARA

« XERXT RLA : &

« EFETXAR—B :any

« Destination Address ( 385&7 RL A ) :IP£iF(170.114.0.0/16, 206.247.0.0/16)& LV E D
EX—LLET, RRENDABRRK., "RYRND—DTF7ATIA—NEFELEZ7OFYH
—NDERFEEAX—L, THERIETEFT,

« BHAR—NKN : UDP/ "Zoom-Phone-Ports ( #5EH10000 64000 )

c OFVY (AT aY, FTENERSTAYIDEZRULTRA)

3: RELEEFTDFNARACHEAL, MEBA—F 1 ABEFERE NI EERBLET,
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« ASPROYTZTHDIURZER/RLT, 7OV IVARNFFELELEZEZRBELET,

device# show asp drop

s ERBRAMRNZ7AYIONTY hF+¥TFrZ2HELET,

device# show capture

4: 7B 4 0 Cisco Bug ID CSCwu221061k. Cisco Vulnerability Database(VDB)/N\—= 32/428®M ')
) —ATHRRENEL 2, FirepowerF /N1 Ak, COFTEEOFEZZTRVRSIC, BFOD
VDBN—2 32 ZRTITBRHEN HYET. @KIC., BEETSFESNDCisco Bug ID
CSCwn80786l%., VDB/N\—> 3> 395T@RENEL 1=,

R

Vulnerability Database(VDB)/X\—= 3 2 427A M Cisco Secure Firewall Application
Identification(CCAP)> I ZF ¥+ DFEEIZK V). Zoom PhoneD X FA T RZ 714V ONFEIT
DEEN, SnontA VAR AVIVIUICE2TTOVIENET, ZOEER. Cisco Bug
ID CSCwu22106& & ' BIETR E S D Cisco Bug ID CSCwn80786 TEHENTVE T, cOXE
Tk, P7UT5—>23a > IDAERENESENDZoomDIPT RLAEXT 4 77 O—0FEE &
BIZOWTHBALTVWET,

BEEI>T>Y

c RYBNID—=VT7F7ATIA=NELEGZ7OFH—N—DFEDA—L

J27AMNART L7 ANRIVITORANTZIOT 14 A

« Cisco Bug ID CSCwu22106 - VDB 427 TA—ALIPFZ RLANE>TuEE hD

» Cisco Bug ID CSCwn80786 - Zoom Application DetectorA*Zoom Phone® XY KD —D %
HLU AW
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c JRAQTIV_ANBR=—pEFXTO—R
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