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Security Assertion Markup Language(SAML)
Microsoft Azure

+ Cisco Secure Firewall Management Center(FMC)
+ Cisco Secure Firewall Threat Defense(FTD)

Event HubZERK T2 IZ (k. Azure TRIFATE B Standardflii& L RIIABRETT, =512, BWHE
HBEZEMILEAR—RNSAEATTFNA A ZEBMLTIHENF HYVET,

FATAIR—FU N

CORFIXVNOBERIE. ROVTIRNIITEN—RIITON—TIVICETKENDTT,

» Cisco Secure FTD/Y—>32/10.0
« Cisco Secure FMC/N—=>3210.0
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Microsoft Entra ID (Azure AD)Z2/ER 35 & T, BEEFFBNAIRY ND—UIIL—ILZBAT,
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App Registrations
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(formerly Azure AD)
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DNS Server |
172.19.20.100/24 Inside
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AT ¥ 7"1:Cisco Dynamic Attributes Connector(CSDAC)ZEBMICLE T

1) Integrations > Dynamic Attributes Connector® JEIZEIRL £ 7,

alial.  Cloud-delivered Firewall Management Center
CISCO  [evices | Secure Firewall Routing

= Integrations = X

Maonitor
Dynamic Atiributes Connector
@ Insights & Reports > 1
Security Analytics & Lagging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s  Objects
Realms
FE Devices >
«¥ Secure Connections Users
# Integrations Active Sessions
LIsars

MEDBERAAFIVIBMHIRI R

2) Disabled X FFO#EICHZ T ~ O—ILEDV)YILT, CSDACEZEMIZLET,

alals.  Cloud-delivered Firewall Management Center

CIHE0  inregrations [ Dymamic Attributes Connector C'/ Q search
= Dynamic Attributes Connector Disabled
Manior B The Dynamic Atributes Connectar is curmently disabled, You must enable it to view or edit the configuration,

CiscoX A FIVIBMIARIREZBMICTS

c) CSDACOEMILAET L =S, Dones V)Y I LET,



Dynamic Attributes Connector

a Dynamic Attributes Connector enabled successfully

@ Preparing Docker.
Dons

@  Verifying images
Dons

@ Downboading conneclor images.
Done

@ Downloading Cong imagaes
Done

G Using local images
Shippad

@ Bringing up Core services.
Done

@ Bringing up AP service
Done

CiscoSd 1 F IV IVBMIARVRADAT—RAZEMCTS

ATYT2FIDAANAVBE—T IARAZRIZLEBMHRX A BFQDN)RY ND—0F TS 1D
NEZERLET,

1) Objects > Add Network > Add Object® JEIZEIRL £ 7,

—
* AAA Server -

1 ] shes v
| A et
aatie ¥ ACoess List =
A ettt SEHRCE MepnEdants ong of mond IF SOONSdes. Metwor olaecs L MRS, Nt
n 3 AASMEE Poot Tubes, beniity rubes, NETWON COVEry rubes, event searches, reffons, and 5o on Imgrt Digect
% Insights & Repans i Pocka
Applization Files Aol Graup
© sl ‘ A Path Hamme Valus Type | v
Fi Tamplans
£F  Insights & Repons B = -y 00u0000 P
Cipher Suite List L]
Manag *  Community List amy-ipyd 00000 Hatwor
[ poikcis .y DHCE IPv Pool anmy-ipv 0 e
¥ Distinguished Nama
. s 1Py~ Banchmanis-Tests A0S Mtwiars
| A" Dbjects . OIS Server Group
1Py Link-Local 5 L8 DONG Btwors
B Devices il Excoptan List
(&) : "
»  Esnernal ATiributes e LEADOE L

FLULVELEBH RX AV EFQDN)RY ND—0F T2 I NOEK

QREEATVWRRYRND—IAT DI VRNCELBMRX A E(FQDN)ZEAL THATZE [
£7F. FODNEASL, BRLETBATIAVREVEIUYILT, RYRDT—IFTTTIh
ZFQDNR A 7ELTEIWHTET, [Save] VU Y ILET,



Edit Network Object ®

Name

| active_auth_fgdn —

Description \

.

Network

(O Host (O Range (O Network (® FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

FQDNRY RD—=9 #7219 NERORE

AT Y 73DNSALJ— ROEKRE

NCZIZRIHITE., Windows Server 20252 AL TVWET, HEICKHU T, BEDBRIFER
H—NOXZ1T7ILZSRLTLEZ L,

- Vo o mey] W R L LY | B Lty | = =

£ DNs Name Type Deta
v i D'_c [Fl(same as parent folder) Start of Authority (SOA)  [1], dc., hostmaster.
v [ Fc_:mard Lookup Zones ﬂ(same as parent folder) Name Server (NS) dc.
|- example.com| [Flftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points



Windows Server DNS AL J1— RMDE&RE

S
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FETIOTATRACRITIRD VAT ME, CODNSALO— REBRTEZHLE

AHYVEY,

J7I-R2: RRAF—AVTTARNTIOF Y ORE

AEPERIAB(CANE, 7IOT A TRADEREDLBHAF—AVTSARNSTIVFY(PKNELTHERTE
F£T, Cisco FMCEFTDTIF, YXEXSSLRITZELESIL-BEROREEZERITIDLHIC.

AECALHAF—ERTILENEMBEF—ARNFCAA TSIV RNELTTY7O—RENATLVS
MBENFHVYET, £, FAEPCAR., 7UOT 1 TRIANRITENDISAT U NTTIFRATE
HENDBENHYET, 7SIYNMHAELEEHEL VWD EEBRBIDHFEICOVWTEK, &
SATURNTSOHORY_21TILESBLTLIEEL,

ATY 71 AZCARIAEZFMCICA > R—KNT 5
1) Objects > PKI > Internal CAsDJEIZEIRL £F, [Import CA]| 20U Y ILET,

S

X AECAR. FMCETEEERTZDEETEEXRT,

Import Internal Certificate Authority

Nam:

[ Internal-Lab-Network-Ca ]

Certificate Data or, choose & file;

""" BEGIM CERTIFICATE-----

----- END PRIVATE KEY-----

Key or, choose a file:

[ - BEGIN CERTIFICATE-----

-====END PRIVATE KEY-----

Encrypted, and the password is: | s=essssss ]
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IREANFHFRRENET, COZANFRE, CORFIAXZMNORITHICERNIC
ERAETNATVEY, RBOER,. REFCRECRRENET,

ATYVT72: Y—EATONAZ—EHEICCATEE TS

NH—ERZTONA A —(SP)IEAER, EETEBRIABCA)ICL> TEREh, PKCSHI2
(PIQFERTRE NBBEFBYET,

S
X COCARREBEANTETT, B—DFEEEEGE, RHCAN I ZA TR TFNAA
ICE>TEEENIBENHBHIETT,

AT Y 7 3.FTDANDSPIIEAE NE A

1) Devices > Certificates D JEIZIBIRL £ 7,
ahali.  Cloud-delivered Firewall Management Center
CISCO Objects

= Devices = X

Maonitor
Device Management
£¥ Insights & Reports >
Template Managemeant
# Events & Logs >

Platfarm Settings

4¥ Insights & Reports >
Certificates

Manage

(1] Policies 3 + Show more

[ ] T
4® Objects

o Devices ff—————

Devices And Certificates\CBEIL £7,

2) Add Certificates&® 2 'J Y VL&Y,



- =

[ All Cenificates

Hama Dormain Enrclimant Typa ldentity Cortificate Expiry CA Cortificate Expiry Status

Add Certificates

e

FLWFNA AGEAE DB

NTIVTA7RAZRITIBD ROV TEIVVARDSTFNARZOIYOL, +7AA0 &Y
YOUTHLUWIAESRREERLET,

Add New Certificate @

Add a new cerificate to the device using cert enraliment object which is used
to generate CA and identify certificate.

Device*:

| 10 <)

Cenrtificate Enrollment®: /
[ ]+

FTD#%3ZiR L. Add Add New Certificate Enrollment&3&IR L £ 9

4) Certificate Enrolliment& W\ S &5 & {3+, Enrollment Type ROY AT ARND S,
PKCS12 fileZi&IRL £ 9,



Add Certificate Enrollment @

Name*
FTD-5P-Cert

Description
CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

T -
Retry Count: {Range 0-100)
Fingeprint [ Ex: e67d542 e355586¢ a758e7... ]
Walidatinn llcanar [ ] IDems Flant [ ] Sl Flinnte 1 el Sarme
Cancel Save
F
AEEAE N ERBRORELES

5) Browse PKCS12 FileZ 9 ') ¥ 2 L TPKCS#12 filex A4 > /R— KL, EBHENATL—X%&E AN
LET, [Save] 20 UYIULET,



v
Add Certificate Enrollment

MName*
[ FTD-5P-Cert ]

Description

[ |

CA Information Certificate Parameters Key Revacation

Envollment Type: [ PKCS12 File v ]

PHCS12 File®*: [ Browse PKCS12 File
Passphrase®: [ verrsesaes " ]

Validation Usage: 3 Psec cClient [ SSLClient [ SSL Server

[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

> Qwerride (0)

Cancel

A

PKCS127 7 AL ODSRE A 2 R—b

B)BFIDFMAEL VW EZFEFIL, AddZTV U Y ILET,

Add New Certificate @

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Davice*:
[ FTD w]

Certificate Enroliment®:

[ FTD-SP-Cent v ] +
Centificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: A

Cancel

FLEAE OB FOFH O



NAVR—MIEITHERBRLET,

E=FTD -

FTO-5P-Carl Glabal PRCSTE fie £ In progress

AVR—RARTLES, BESATLVAAABEOIDTAIVEIUY ULT, SPHERABERE
RITEET,

(o =1

Al Ceriiticates

Name Domain Enraliment Type Identity Certificate Expiry CA Certificate Expiry Status
o = -
FTO-5b-Cert Gl PRCEID fle Dec 18 20FR Sap 12, 2006 LA , B N el

AEDA VR—NETHDAT—FA

7 T —X3: AzuretE

ATYTUSAMLY —ILFY RBOIVE—T A AT 7V T5r—>a2 2K LET

1) Enterprise ApplicationsZ#& &L TIO UYL &,

= Microsoft Azure Ol enterprisd

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See mare

+ o =

Ea:, Enterprise applications +

IVE—TSARTT7VT—>3a>0ORRET VLA

2) + New ApplicationZ2 7)Y VL&Y,

= Microsoft Azure

Home : Enterprise applications

H Enterprise applications | All applications

4 + Mew application () Refresh

B Owefuiw /

View, filter, and search applications in your arganization that are

= Download (Export)

w  Manage
The list of applications that are maintained by your arganizatson

i Al applications
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3) Microsoft Entra SAML ToolkitZ#&%&L ., TOHLRAINEIVY ILET,

1 Search resources, 1

= Microsoft Azure

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Croute your awn application T Pubiki® 15 the app galery B Get lendipek?

The Micredalt Emrs App Galery i & catadag of thousandi of apgr thas make it @ity to deploy and configure single sign-on (550
securely to thes apps. Browse O creabe your own apphcation here. If you ae wanting to publsh an spplication you have develo)

= gaml g Single Sigrv-an ; All User Acgoum Mansgement : All Cati

) Federsted 550 () Provisioning

o ¥ou're currently tesing a limited view of app riik scores.
Your organization doesn have the requined licerae 1o view sk soores fior all applcatioes in the galiery. Wou're oumenthy sesing a i

Showing 1 of 1 results

Microsoft Entra SAML

$ B2 | _—-—

2

Microsoft Entra SAML Toolkit®d #& 3% & i#1R

4) Microsoft Entra SAML Toolkit Enterprise Applicationl_NameZ ZlV) 2T, Create® 7)Y UL
F£9, (Microsofth 5 HMS 8 : Microsoft Entra SAML Toolkit#f&F 21—~ U FIL O FIEEFZA T

<EEW),



https://go.microsoft.com/fwlink/?linkid=2086331
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Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (5 Mame ™ 5
ing an spp £ | Captive-auth-5anmL
- prganizatia
Publishes (0 Prervidioning (1)
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (© AL &
SAML-based Sign-on FRps e micrasalcamy
ogoft Entra § Linked Sgn-on

Read our step-by-step Microsoft Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your ceganieation doesn’t hive the requined license 10 view ik scores for all applications in
the galiery. You're cumently seeing a krrited view. To sccess full rigk sooning upgrade 1o
Microeol Endry Soete or Merpsof Erirs INbEned ACCets

SamlY—)IFY NT7V)T—23a2AOEROEIHT

5) OverviewR— T, SAML Tookit LY 2—7 S A AT 7V r—>avicBGeEn1—HEeTdIL—
TZEETET, cOfITE. TANT I (captive-portal-user) & active-auth-lab 2 )L — 7
DAXN—TT,

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

1—H—ETL—T DT TV~ 3V QY HT

B)CNDIVE—TZARXT7TIT—>3a20RERF. BOFIETHITET,



ATYVT2: IRNUDOTF 7 T—2 3V BRERELET,

1) Entra IDICRY), ERIOFES —2 3> X Z1—7H 5 App registrationsZiBIR L £9, All
applications7 1 )L &%) v 2 L T, Enterprise ApplicationlCIEEE N BRI ZBRELET, &
UIFBTTIV5—23a 20U YILFET,

¢ T~ MNew registration # Endpoints 2% Troubleshoot - Refresh = D
D Overview
o Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learn maore
){ Diagnose and solve problems
- Manage
All applications Owned applications Deleted applications Deactiv
aa Users
22 Groups £ Start typing a display name or application (client) ID to filter these r..

BE- External ldentities
&= Roles and administrators
& Administrative units

Delegated admin
partrers

B Agents
Enterprise applications

[T Devices /
i, App registrations

_
aut

B ldantit CAssrmansa

T7UTr—23>0BREINTOT TV Tr—232ICBE

2) Enterprise App Registration CEssentialsfEZYXREL TXEL F T,

N
BEE . EOLICYIVAOA=VIZELE, TOVYFR—RICOAE—) IFRREN,
ME |, Xx—2 0 MEssentialsy D T TEEZRETEET,

- RRA
- PTUT—232 (954FVR)ID
« FALIKY (FFUR)ID



m Captive-Auth-SAML =

[ 2 search | # = (% Deactvate  [i Deleie & Endpeints

B Overview W Ger i second? Wi sl kv your fredback an Micrsolt kdentily plithonn fpesic

&a Quickstart

& Integration assistant . Eidentiale

#. Diagnase and sohee problems Display nama ; Captive-Auth-SAML

* Manage Application (chent) 1D
B Branding & properies Object 1D :
3 Authentication [Preview] I Directany (tenant) 1D : I in

Supported socaunt types @ My organizaton anky

F Fantidicatar b rareate

KRR, T7Vr—23>, 8XEFALINJIDOEDOIRE

3) Add a certificate or secret/\4//N\—U > 020 )Y OLET,

= Captive-Auth-SAML =

F Search e o @ Desctivate E Delete Q Endpoins
B overview W Got 2 second? We wold bove your fredback on Micrasoft kentity plashonm (peeviously Azure AD for drveioper). =
& Quickstart
& Metegration assitant . Easentialy
X Diagearse and sohve problems. Didplay rume : - Aailh-SAML Client cradentialy i ret
~ Manage Application {chien) 1D Risdirsct URIS 1 veeh. O 500, 0 pubSc clang
B Braneding & propenies Objesct i Application 1D URI lization |
D a Seation (P ¥ Directeey (enant) ID Managed application in | Captive-Aunh-SAML
Supporied sccount types @ My coganization only State 0 Actwvated
U Certificates & secrets

FEEAEERFES—OL Y RN\AN=U U DOEM

4) + New client secret2 7)Y VL& ¥,

Captive-Auth-SAML | Certificates & secrets #

£ Search 5 @ B Got feedack?

B Ovenview
b Quickstary
A" Inbegration aisitant
Credentialy srabls confidentisl spploatony b identily Bamisiort bo the sthenticafion wereios whan neceiving fokema ot s web sddmmalkle ks

% Clagnene and soive problems schermel. Fee 3 bighr bvel of astsrance, we necommend using & cerificans fnstesd of & chent sret) ad & credentisl
= g

2 Branding & properties ﬂ AppCut e et CEALaTEs, se0rets and ledbated crederaaly fae e boaend b orhet taba betborw
Z} Ausrennaaton (Frevees]

Cerificabes & secrats Cedtificates (0 Cliert soerets (07 Federated credentials (0]

1l Token confgueation
L A Lhcret ilring Bt the spphcation use 10 prove it identity when nequetting 4 Soken. Alsa can be neferced 1o a3 spplication paiswond

4 AF1 peimhoeg
& Expeie an 471 i M:IMWIH*—.—I—'—'—_—_—_——-

B App rodes Drpription Lspires Value 7 Secret 1D

& Ownery Py chiet seretd have been creaned boe ths apphaation

L. meled and sd=irisiraton

FLWIOZSATURI—TL Y NOED

5—UL Y NOBHAZEEL., BEICISUTENHREZAELET, [Add| 27Uy ILET,



Add a client secret %

Descriplion [ sarml-secret I

Expires Recommended: 180 days (6 months) L

essable o

wd.

ISLFYRI—ILY hOBRBEADL T EEL
6) WFEZIE—LEXT,

)
BE: /Uy 7R—KRECIE—&hizd—IL Y MEEXELET,

Captive-Auth-SAML | Certificates & secrets =

£ Search e ¢ & Got feedback?
B Overview
& Quickstart Credentials enable confidential applications to identify themsebes to the suthentication service when receiving tokens at & web addressable location {using an HTTPS

schemi), For a higher lewel of assurance, we recommend using a certificate (instead of a client secret) as a credential
5" Integration assistant

¥ Diagnose and sobve problems
ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.
~ Manage
= Branding & properties
Certificates (0) Client secrets (1)  Federated credentials (00
3 Authentication (Preview) ——

Cortificales & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

I Token configuration
) oken configuratio - Mew client secret

<& AP| permissions .
Deseription Expires Value (& Secret (D

& Expose an AP
samil-seret /1472027 i ] [y

Ei_"_ App roles

ke

Owmners

DZA4AT>RI—ULY MEOOE—

ATY T 3: TFTTVr—23 > &80 OMicrosoft Graph APIHERR DR E



NERIOFES —> 3> XZ1—7H SAPI PermissionsZ3&3R L, +Add a permissionz 2 )Y J L
£7,

Home . cxsecurity | App registrations . Captive-Auth-SAML

- Captive-Auth-SAML | API permissions  #

F Search ¢ [ mefresh A7 Got feedback?
E O rview L
Configured permissions
s Quickstart "
Apphcations sré authonzed 1o call APL when they are granted penmisdiond by userssdmi
& Intagration assistant all the permissions the application reeds. Learm more about penmissions and consent
#% Diagnose and soboe pr\oblt:lﬂ + Acd 2 penmission
~ Manage

API J Permissions name Type Deseription

= Branding & properties o
R Mo permissions added

3 Authentication [Preview)

Certificates & secrels
To wiew and manage condented permisssons for individual apps, a5 well a3 your tenant’s e

Il Token configuration

- AP permissions f——

API7 7 AFFA DRRTE

2) Microsoft Graph AP1Z 2 1Y L&Y,

[ N —— T
Request APl permissions

Select an AP

Microsaft APls  APls my organization uses My APls

Commonly used Microsoft APIs
¥ 85 f /
Microsoft Graph

l Take advantage of the tremendous amownt of data in Office 265, Enterprise Mobility «
Security, and Windows 10. Access Microsoft Entra 1D, Excel, Intune, Outlooky/Exchange,
Onelrive, OneMote, SharePoint, Mlanner, and more through a single endpaint.

Microsoft Graph API®3&iR

3) Delegated User.Read#PfRZ{+ 5L . Add permissions2 2 )Y I L&Y,



Request APl permissions

€ All AP

# Micresoft Graph
https/fgraphmicrosoftcomf Docs o

What type of pérmidions does your apphication require?

Delegated peimiian —
Your application reeds to access the AP as the
) i e,

Applicatson permissions

Your applcation runs a5 & Background fensce of daeman witheut a

signed-in user,

Select permissions

"

£ User.Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Uiser ReadBasic Al O
Read all users’ basic profiles

EEETALEI-—Y—ICHAM)TIOEA

MNT7Vr—>32CUserRead AIMERZERELET (FIVIRYIARZFAICLET ),

HHAENETS

Admin consent required

Yes

L]



Request APl permissions

{ all APl
li Microsaft Graph
mipsdfgraphmicresoficomd Docs o

What type of permissions does your application require?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation permissions

Your application runs & & background serdce or daeman without &
sigreed -in e

Select permissions

wapared all

[= userRead.a

Permisidon

¥ identityRiskyUser

" Uger (1) /
WserRead All ()

' Read ol users' full prahiles

T7UTr—2avIilHiiaBERENE

Admin corsent required

5)Group.Read AIF T Y UVRY VJRAZRELTFIVIL, JI—TICHEH:ENEREAELE

9, Add permissionsZ )Y O LET,

Select permissions

& Group. Read.adl

Permitsion
" Growp (1)

n Group. Read Al )
Read all groups

| Discard

APIT7 U A A ORE

Adman consert requined

enpand all

B)REE NIHERF —BL TV L E-RAL, ThSCEBEORBEEEAET,



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description Admin consent requ...  Status

' Mucrosalt Grapgh (3] add
Growp. Read All Application  Reasd all groups Yos dk Mol granted for
U Rad Delegated  Sign in and read user profile No e
User Read Al Applhication  Resd all users' full prefiles Yes dh Mot granted for e

TOEAHAICH T2 EBEOREZHTTS

NEBEQORENMEEND E, HANRRENET,

Configured permissions

Applicatedng ang suthorsed 1o call APl when they ane granted permissions by o adre 05 par of the osnsent process. The 4t of coahigured permissiond thould includs
8l the perenEsiond the Applicatsn needs. Leam mors Shout permissiont and Corkent

+ Add 3 permistion
AP| f Permassions name Type Descrption Admin consent regu...  Stabus

" Migredels Graph ()

Group Read Al Application  Read all groups ¥irg & Granted for
Uiaed Read Delegated  Sign in and read user profile Ma & Gearted for was
Uiges Read A Application  Read all users” full profiles Yes & Geanbed for wan

HFoaeh/i-BELOREOHSD
AFYT4: ARYNNTEH)BHEREEBRLET

1) Event Hubs Z# & ZEL TV U Y UL ET,

- 3

All [59+) Services (39) Micresoft Entra 1D (3) Filtars +4

Services (39) Ses more
> -
T Event Hubs
Aenls Br Ia&Ke
BERARY NNT OER

)L WEHBRIZEZMHERLE T,



Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management

AR NNT EEZBDOER

3) EHERIZEZB/AL X7,

S

JE:Standard A E DAL RILEBIRTZIHENHV) E£T, BasicflitE LRI TRk, LILA
DEANZLEEIhET,

Event HUbD SR EL B END Z— AN D E A MO FFM &5 (C D VW Tk, Azure Event Hub R¥
IXRNESBLTLSEETL,

Review + Createz2 7)Y VL £,


https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

= Create Namespace

“=' Event Hubs
Basics  Advenced  Metworking  Tags  Review = create
Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and
manage al your resources.

Subsoription * ot
Resoaron gioup * | el ]
Creas new
Instance Details

Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].

Mamespace name * | captim-puth-ad-ch o ]

egion * [Eastus |
ﬂ The region sebecied supports Avalatility cones. Your ametpsos will have
Ayplpbdity Zones enabied. Legrm more
Pricing tier * | standard ~ |
Browie the available pland and their fegture
Thrgasghpt Linitg = O L 1 J
Ernable Auta-inflate 5 O

ARYRNT OERZBOREZBRT S

HBREEN KWL =5, CreateZ VY I LET,



Home . Event Hubs

= Create Namespace

Ewvend Hulss

& vabdation suceeeded

Basics  Advanced  Metworking  Tags  Rewiew + create

Evernt Hubd Mameipace
By Mazicial

Basics

BMEmeEpacs Name CHpLne - ALth=d il
Sukgcription

Besource group

Fegion East S

Pricing tier Standard
Theouwghput Uty 1

Availabelity Zored (Zone Redumsdsncy) Emabded

#uto-inflate Maximm Theoughput Units  Disabled

Metworking

Conrectivity metheod Publdic access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLE version 12

Local Authegnlaaton Erabded

AR NNTEZHZEORBOER

Y EANTT L &ML, Gotoresource2 2 )Y OLET,

Home

« captive-auth-ad-eh | Overview

¥ Denloyment

|.: Seanch I 4 [i] Delete " Redeploy 4 Download ) Rofresh

w Overdiew z
@ Your deployment is complete

¥

i Inputs
H Deployrrent name - caplre-auth-ad-eh
Outputs Subscriplion
Y Template Resousice group

> Deployment details

' Mext steps

ARYNNTEZEZEY —AICED

ATYTE  ARYRNNT OBAZBTHRET VEARV S —2BRELBERTS



NERIOFES—> 32 XZ1—H» 5, Settings > Shared access policiesDJEIZEIRL £,

E Owverview

o]

Activity log

Access control (1AM)
Tags

Diagnose and solve problems

o I R

Data Explorer
. Resource visualizer
Events

* Settings

I Shared access policies I

HET VARV —ICBH

2)+AddZO VY OLT, HILWARUS—FZAHNL, ManageF IV IRY JAICFIYIN—
V% FET, Add SAS Policy X —21—/NZRILDTZICHBCreatez V)Y I LET,

Mome . chpthos s ad-sh Add SAS Palicy

captive-auth-ad-eh | Shared access policies =
\ =

FLLWHBETOEARUZ—0EM

Create

HBET7 O EARIS —DER

ATYTEHERIZEA SHBET VA T ZF v (SAS)EHRZENEL TXETS

NFHLWHETOEARIS—20UY I LET, BRIOH A R/NRILIZEH SASR) 2 —H KRR



TNET,

=) Regenerate primary key ‘=) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Learn more

Claims

H Manage

Primary key

Secondary key

Primary connection string

Secondary connection string

TAL Aalica AT 1M

7ZARVERXFIOIE—

o
BE: 7S/ RUBKXFIEIE—LTIXELET,

ATYTT AR MNT R—LAR=ARICARY MNTA VAR AZERT S

1) Namespace X —1—A'5 ., Entities > Event Hubs D JEIZ#IRL £9, + EventHubZ o v &
LT, ILWEHA 2 AR AZERLET,



|,C‘ Search S <+ EventHub () Refresh &7

E Overview

B Activity | | & Search to filter items by name...
Ty log

R Access control (LAM) Name

@ Tags Mo Event Hubs yet,

#. Diagnose and solve problems

?,. Data Explorer

« Resource visualizer
Events

»  Setlings

~  Entities

Event Hubs

El

T Schema Registry

HLUWARYRNNT AV AR ADER

2FLWEHA VARV AICHRHIZEIY) HT, BR+HERZIVUYILET,

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Ewant Hubs

Basics  Capture  Review = create

Event Hub Details
Enter required settings for this event hub, incleding partition count and message retention.

Name * T I! capitive-auth-ad-eh-1 I iy |

Partition count ) O [ 1 ]

Retention

Configune retention settings far this Event Hub, Leam more

Cleanup policy (T Delege b |

Retention time fhrs) * (D 1 |
iafi. 1 howr, max 168 houds (Tdays)

< [Phiviois || MNixt Capiure >




AR NNT LV ARY ANDBE O 4T
VRINRINL 15, Createx V)Y UL TEventHubA VAR A% 7O a_-_>JULET,

Create Event Hub

ﬁ Walalpbemen Qs pbiiod

Basies  Caplure  Review + create

by Mlscrosodt

Bagics
captive-auth-ad-ch-1
1

Retenison
Dl
1

Capliare
o

[ < Prévviows ]

Provision Event Hub/ > A X > A

N
EEEvent HUBbDDA AR ABZ IE—LTXELERT,

ATYT8: AR NNT Z—LAR—ARAIZARY MNNTAVARAZAAY 21— IN—-T%
ERLET

NADATY TTHRELEHLUVEHA VAR A2V UY I LET,



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search : 4 + Event Hub l:_. Refresh ."-';Pr Give feedback
= Overview
) | 2 Search to filter items by name
B Activity log
Ao Access contrad (LAM) MName Status
@ Tog: captive-auth-ad-eh-1 Active

X Disgnese and sobve problems
. Data Explorer
e REsoutce visualizer
¢ Events
> Settings
~ Entithes
= Ewvent Hubs

o Schema Registry

Event Hub1 > ARV ABERADT A

2) EHA > AR AN S, Entities > Consumer groups® JEIZEIRL . # L L Consumer groupZ
BLET,

— 0
|/_1 Search g« -+ Consumer group ()

I Owverview

| &2 Search to filter items by 1

pn Access control (IAM)

#. Diagnose and solve problems Mame
£ Data Explorer SDefault

& Explore in Microsoft Fabric

[ ] .
. Resource visualizer

v Settings
Shared access policies
&= Cenfiguration
i Properties
L Locks
~  Entities
= Consumer groups

# Features

22 a—XTIIN—TDER

> a1—X- JI-TICEuzFHT, EHREIIUYILET,



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

aA2231—X: =T OEFOEIHT

S

EEEventHubA VAR ANIA>>1—X- -T2 IE—LTXELET,

ATYT9: RETNEDOER

NCORRTE, FIOFIEDCEICIEITIZEN B ET, EFEZKRSNTLVAEVESE, IRE
ENEZRETHIFIEZSRLTSEE L,

« JI—=X3RTFTYVT2:T77VTr—2a BB (COTORRABICERE N EIV -7
AAXT7Vr5—2a>0, PEENERRETSR)
« ATV T2 YTAT VT2
- RTA
s P7VT—23> (93478 )ID
e F4ALOKNY (TFKM)ID
« ATV T2, YT ATV 76
c DSATUR—DLY KN
« 7I—A3AT Y 76:Event Hub
« ATV T6, YT AT YT
« EHREHIZE
« 7oA V)ELHEXET



« ATYTT, YT ATV T3

« EHA > A& > A(Event Hub)#&
« ATVT8 YTATVT3

« EHO>> 21— IIN—TF

ATYT10: ARYNNTAOI NJIDEEOJ AN IV T 2RELET

1) Entra IDTF > REEICRW E T,

I (], entra id| ¥ -

All [29+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) Sea more

S Microsoft Entra ID

DT REEORREEI NUANDOEE

2)EBlO X" 1—7H 5. Monitoring > Diagnostic Settings® JEIZZEIRL £,

) Overview
B Preview features
2. Diagnose and solve problems
» Manage
~ Maonitoring
%) sign-in logs
E Audit logs
aa Provisioning logs
% Health
¥ Log Analytics

g Diagnostic settings

P UERE O EEAR

3) Diagnostic settings > General D JEIZ#IR L, +Add diagnostic settingZ2 )Y VL& T,



Diagnﬂstic Set‘tings | GE”EFEI s -+ ®y | Can you explain how to send diagnostic Ings

k1

() Refresh 4’ Feedback

~ Diagnostic settings , . , . .
9 9 Diagneostic settings are used to configure streaming export of platform Ic

{4 General Diagnostic settings

.7, Custom security attributes MName Storage accou

I + Add diagnostic setting

#UVZHERE DB

MNVEBZREZEDWREICE) HT, OV ZRRT B I(CEFAuditLtogsF T Y IRY JARICFIVY
N—0% AN, E5ICStreamtoaneventhubF I Y JRY JAICFIVIN—D%ZANET, L
HORETXAELEEESEBL, £ETLESSavez2 VY I LET,

Diagnostic setting

[ save X Discard e B Feedback

A diagnastic g specifies a kst of categories of platform logs and/for meetrics that you wand to collect from a resource,
and one cr mone destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
meare about the different log categedies and contents of thode logs

Diagnestss setting name * Il ua:me-pouul.auﬂ'l I b I
Lags Destination details
Categories

I:l Send to Log Analytics workspace

n G '-'-\--____-

|:| Mrchive to 3 starage acoount
[ signintogs .\‘

B stream 1o an event hib

D MoninteractivellserSigninlogs
For potential partner ntegrations, dick to leam mare about event hub integration

|:| ServicePrincipalSigninLogs

Subscnplion
o

D ManagedidentitySsgninLags

Event hub namespace *
|:| Provisianinglogs captioe-auth-ad-eh w

Event hub name (optional) &
[] AnFssigninLogs [ captive-autn-ad-eh-1 ]
|:| Rusigylbsers Evant b policy reme

I v

[ usesriskevents
[[] send to panrer sohstion
] MetworkaccessTrafficLogs

—



EHEOJEARYNNTIZANI—=22Y

7 I —RX4: AzureEFMCIFTDOD 7 V7 1 JRAIBREHRET S

F)E1: FMC 4 H— RZ#ERA L TAzure SAML/Entra IDL )L AZEKT

1) FMCAI T, Integrations > Identity > Realms D JEIZiZIRL £,

= Integrations "

Maonsior
Dynamic Attributes Connector

£F  Insights & Reports »
Security Analytics & Logging
% Events & Logs

Splunk
TF  Insights & Reports 5
Cloud Services
Manage
- Identity
(1) Policies »

Identity Sources

= )

5  oOpjects

FE Devices b
& Secure Connections ) Users
(_ &  Integrations ) Active Sessions
Users
,;'\ Troubleshaoting 3 User Activity

45 Administration

+ Show more

=3 Find in Menu

174 LILLDBE

~
A
!
\/
NI
NI

2)Add ReamROY 7RI UARNZD)Y UL, SAML - Azure ADZBIRLE T,



Reabms Realm Sequences Praxy Sequence Sync Results

compureronns ) ()

Local

Active Direclony'LDAP

There are no realms defined yet.

SAML Azure ADL )L DB AN

3)AzureL L LD RRZEHA TR EHICKTEHALZE) HT, BROBEOROYIHZ I
ARNASAzure ADEFEALT/NY S TICRIET D, Azure ADEFERLTF Y ST 14 TR—2)L
ZHEATHIZBIRLTLKLEZTV, [next] 209UV ILET,

Add SAML - Azure AD Realm ®

o Realm Details

Name *

[ azure-entra-saml < l
Description ‘-'"‘-..___-

[ Active Authenication IdP - l

_-..--""N._

Identity Provider *

Configuration Type

Authenticate passively with Azure AD or using captive portal with Az... » k\
Authenticate with ISE
Download users and groups from an identity source like ISE for use in passive
) DU RIRTT FLTRS

f"' '

Authenticate passively with Azure AD or using captive portal with Azure AD
3 Efther downioad users and groups from Azure AD for use in passive
authentication rules or download vsers and groups from Azure AD and use with
capiive portal active authenlication rules

N #

o

&

Azure ADL )L AFRTE DB

AHNR—AURLE LT, HUAIICERELZFQDNAT7 P IO N EBRUE T, RICRINFH T #—
NYRTCIVTA4T4IDZEAILET,



https://<fqdn-base-url>/<uniqueSuffix>

. SAMLI/7474|D+¢74W71( ROBRATEFEEOTHR ) ZRETHEEE. Y7
1Y VAN RBEADMNDSSOREKEBMT—ETHD I EEBRELTLKEEVY, ZOER.
Azure SAMLEBRK EE—BL TVWAXENf SV ET, XR—AURLEFEEL£AKZBLTEALE

£TI,

« Assertion Consumer Services(ACS)URLIEBEEIRICAOEh, BETEEFE A,

« FMCORIROD—2 70—AT Y 7 MDevices > Certificates® T I & & E 11 T L) B Service
Provider (SP) Certificate &R L £ 9,

« CNhSNEZANLES. Download Service Provider Metadataz 2 ') vy 2 L THRE7 Ot
AEEEICL, FHENDENAzurelCEEAFTFNTVWB L ZRBALET,

Add SAML - Azure AD Realm ®
@ Realm Details Edit
MName azure-entra-samil
Description Active Authenication IdP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

@ sAML service Provider (SP) Metadata

Base URL * /

[active_auth_fqdn «—

®© -] +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:Hftd—inside.example,comfsamIfsp;‘me‘tadata!activeAuthEntlD ] ()

Unique, alphanumeric identifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /

[FTD-SP-Cert < ® v +

Certificate used for SAML authentication and TLS/S5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commeon Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS512 format, must be trusted by clients.

(Down]oad Service Provider Metadata)

R—AURLEIVTATAIDOFE., BLVSAMLARTF—EOH T O— R

5)Next2 7Y LT, LLLREDS—TAIIBELEXT,



FE2: FMCTH#KE N7=SAML SPX 2 F—2X % Azure Enterprise 7 7’ )7 —> 3 ICEET S

1) AzurelZR V), Enter ID > Manage > Enterprise Applications D JEIZiZIR L £9, LARTIZERL =
Microsoft Entry SAML Toolkit L B —7 S A AT 7V T—>3 2 DA VAR AZRELET,

= Microsoft Azure ) Seanch rétources, Serices, and dods [

Home Entorprise applications

i Enterprise applications | All applications

+ Mewappication () Refresh 4 Download (Expodt) 0 Fredewinio == Columng B Proview features a7 Gt

F o Orverview

View, filter, and search applications in your organization that are set up to use your Microsaf® Entra tenant as their Identity Provider.
" hanage

The list of applications that are maintained by your organization are in application registrations:
B Al applications

 Private Retwerk | 2 Captive-Auth-SAML . | Application Type == Enterprise Applications < Applicatis
connechors

1 apphcation found
& User sattings MNarme Tty  Object 1D Application 1D Homepage URL

1] App launchers & CaptiveAuth-SAML *_-_-_-.-—-'-'-_—-

Microsoft Entra SAMLY —J)LF¥Y RT7 77U —> 3> ORBR%E

QYA ROFTES =23 X _1-h~s5, EE>Z VIS AFZBRULET,

Home » Enterprise applications | All ap

:22 Captive-Auth-SAMI

[
Enterprise Application

-

[} ceployment Plan
7+ Diagnose and solve problems
~  Manage
:'1' Properties
&3 Cwners
& Roles and administrators
& Users and QIWV
3 single sign-on
>

& Provisioning

-

G Self-service
UM AU EROER

3) SAMLY > J YA > # > (SSO)VE— REZUY I LET,



5) Captive-Auth-SAML | Single sign-on

Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd sCceds bo. Leam mere

B Ovwriaw
m Depeoyrrant Plan
K Dagnoas snd pober probisme

“ e Select a single sign-on method  kelp me decide

LI

& Ownen
Désabled G SAML gy inked

i3 Poley srd sdmnistrabon $inghe sgr-on s not weabled, The wer Bich snd secure sotherdcabion io Link 10 an applcation in My Appe
wnt B abie b aeanch the app froam appicatinng ying the SAML [Secury anior Ol B4 application Lisrchar,

&R Lhars ard groups by Apps Azppryion Maring Langusgs) prosgcol

D Gingle sgn-on

B Peovisioning

T Seliervce

SAMLY > T Y 4 > 72 E— RDER

4) Upload metadata filez 2 Yy oL, BBOT7A)NATAA2o)vyoLT, OA—HAILT7 74
IWOATLZSRBL, FMCASA D O—RUESAMLARF—RT77AI)ZHRLET,

Captive-Auth-SAML | SAML-based Sign-on

Erferprise Applicalan
'} Charge single sgn-on mode |8 Temthsappbaabon 57 Gotdesdbae?

Upload metadata file.

I Depteymen Fan Walues for the Selds below are provided by Captive-Buth- SAML Yoo may either enber those walees marally, o
upicad & pre-gconfiguned SAML metadata e i proviced By Caplive-Acth-SaML

B Overvew

¥ Disgrods and sobee probisms

o Mhafge [ setecta e
" 5
W ropein B
5 Dwner

TP7ATIF—VNEBEVR—DSOARTF—RT7AIINOTY 7O—R

5 7Y 7O—RAETLES, AddEVUYOLET,

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Applicatian

T Upload metadata file "/" Change single sign-on made I= Test:
Crenriw 3
= Upload metadata file.
([} Depioyment Pian Values for the fields below are provided by Captive-duth-SAML You

3 Diagrose and solve problems uplead a pre-coenfigured SAML metadata file if provided by Captive-#

“ Manage | “samiSPMetaaml”

Il Properties

& Qwmers —

SAMLIERT 7V r—>a>nEm

B)EARSAMLEREN H A4 RNZRINARREN, BENICT7 Y TO—RENTEAE NEFMCERK
DSPAXRF—ZXMLT7 7AILAS, BRIF (I>F 457 4ID) ®ACS URLE E QEA HHE h
£, L, Y42 A URLEA DTS ABEVWES, RETDHICADTEIHLEN HVYET,



Basic SAML Configuration
& save 2 Got feedback?

Identifier (Entity ID) * O
The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD v A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

EARHZ SAMLIER O # H

NRRENEHAFURLNE -2 2ERAL, 272 RR—AKMLT, ETLESE



HNSavex VY IOLET,

Basic SAML Configuration

= save 27 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD ~/ m

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) *

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurner Service™ (ACS) irn SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . 0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL~

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
far your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

.ht‘tps:h’samItoolkit.azurewebsites.net.-' «b o
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url e

YA AURLEBRI N
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XML77ZA4I)%EIT 9 AR—KL. Cisco Secure FMCIZA/ >R— KL £,

a SAML Certificates

Taken sigming certificate & it
Status ALtive

Thumbprnt

Exgiration

Motificatvan Email

App Federation Metadata Urd ™
Certificate (Basetd) Drwrilgad

Certificate [Raw) Derarnilpad

Federation Metadata XML E.':nnﬂ'.‘t.nd*

Verificateon certthcates [ophanal) ; Edit
Regiiined MNa

Actve Q

Esgrrid a

TIFL—=23ARF—=EXML7 7AINOITI AR—K

FIE3: FMC™V 1 H'— RZ L TAzure SAML/Entra IDL L AZBR TS (#HiZE )

1) FMCICRY £9, >—% > A3, SAML Ildentity Provider (IdP) Metadata® T T, Azureh 5%
JO—RULEIVAR=—RNLETZIFL—23 2 XRF—EZXML7 7 A4 I)ZFMCIZT Y 7'0—
RLU, BDEZEZEHADLET,

a SAML Identity Provider (1dP) Metadata

Entity ID *

Unigue, alphanwmeric identifior for @ SAML entfity.

Single Sign-0n (S50) URL *

LARL do your identity provider, You must inciude the scheme fo.g., hitpsi]

IdP Certificate *
Selact w +

Choose & cortificaie from the Wt or apdoad 8 mow oerificate i manusd formad

S ugpload ar drag and drop @ file.
Upload XML afff—

Firderation XML pou downlodded from AZure AD. i pou upiosd this, you don T have o
ardor the other valies in this sechon

7IFL—23UXEF=EXML77AIILOT Y 7O—R

27v7O—REhdE, RERTRSICEFADENET,



]
o SAML ldentity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvigue, alphanurneric icenlifier for & SAML anrt):

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

HP Certificate *
Certificate- E B

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

" Click to upload or drag and drop a file

Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o
ander ifa Gihew vilues in this section

HBEADESNAESAMLIDZ7 O/NA X —1{&

S
E:HHO—BERICRLET,

NRETOEALARTINEL LEZE, ROBRERTICALLET,

s T DOERK
s P7VT—23a> (934F7>K)ID
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« ARVRNNT
- EHBRIZEKRARNSR
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Add SAML - Azure AD Realm &

° Azure AD Details

Cliant ID * Cliant Secret *

B5160719-965f-4fed-80ec-828607c ] T R T ]

Appication IR [a5e referred o as clent 1D you  Fecrel string that the appWeation uses 1o prove

created in AZuee ADP il ity whan requasting & tokan.

Tenant ID * Event Hubs Host Mame *
afdZbacD-52aa-4291-92db-S25E199¢ J captive-auth-ad-eh.servicebus. windo J

\ \

Microsoft Entry I antity that fypicailly Hostname of the Event Hub Namespace.

ENCHMPIEFEF & Mrganraiion, DiEplayed in Displayed m Everd Hubs » Event Hubs

Arurg Enfra i -+ Proparties. Namaspaca

Event Hub Hame * Consumer Group Mame *
caplive-auth-ad-ah captive-auth-ad-eh-cg

Mame of your evanf hub. Displayed in Event A wiew of an antire evint hub. Consumer

Hubs Mame Space + Chearvigw groups enabie conswming applications te each

have @ separate viow of the avent stream.

Event Hub Connection String *
= -
Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey: ]

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -
Shared accoss policies - fname of policy).

USER GROUPS L&

) Excluded User Groups
@j Included User Groups

i

active-auth-lab

Enter cnme or morg graups from wivich io
downioad users for ideniity condrod. Uisers in
thass groups will e svallable for use in sccess

corrod ﬁms.

Test @ Test connection succeeded

T7VTr—2a> BLTARY N NTEROAS

AALES, Test2 V)Y O L TEEZHEREL, BEHENIZBEHRTAZUrelCRETE S Z & 1R

LEXY,

S
 BETRBAR. BIVEHBI-—FIUL—TEIVNURENF—HLTVBI LR
EWLT< EE

HNIVAH—ROREDFIETIE, SAMLF Y 7T A TR—ZIINI1—HORA LT INERETE
F9. T7FINBMK 14405 TT,



|
a User Session Timeout

SAML Captive Portal Users

| 1440 Minutes Range 0-35791394

FYTTATR=BILEZALTINDRE

5)NextZz 7Y L THEITLET,

After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

managemaent center as Unknown (except for Failed Captive Portal Users).

Azure ADL )L LDER ZHED S

- =]

B) VA H—RF, REENIEREOBEZRLET, ADUIEZKRIEL THERALLES, EHNO

BEIZHDSavezx VIV ILET,

@ User Session Timeout

SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

LILLBEOYI Y —OREFRZ>

ATY74: X0 O—RLEI-HOHER

1) Azure Entraf 5 1—H—Z2X VD O—RTED L ZRALET, chnllld
Identity > Realms 7 —% 7 O—"Download Now RX > Z 2 UY IO LET,

Edit

Cancel Save

. Integrations >

aruse: enera-sami ML - hzure ADD [capiive portall Active Authenication P hiot Appicabie . BAZbT0-E

Azure ADASOI1—H—OHX T O—R

FAT7OT7O 7 MIFLT, Yes#IUYILET,



Sync Groups and Users for Realm

Are you sure you want 1o download usersigroups for réalm azure-entra-
saml?

Mo

Azure ADA S5 OI1—H—0A DT> O— ROER

NFTVUAO—RERITIAOI—FE1DOTIN—THFEOO0—RENET, Chik
Notifications > Tasks TR TE X T,

© Azure AD Download

Download users/groups from azure-entra-saml
Total objects downloaded: 1 users, 1grouwps. e

Azure ADASI1—H—&2HIVO—RIZ2HOOBAIT N

7 IT—X5FMCT®ORZ—DFRE

ATY 71 BERUS—ORRE

1) FMC T, Policies > Security Policies > Decryption® JEIZ&IRL £9,

Policies

Monitor
Security policies
P:__E Insights & Reports 5
Access Control
& Events&Logs >
Intrusicn
E‘:E Insights & Reports >
: Identity
Manage I Decryption
GJ Palicies I Prefilter

%® Objects Malware & File

BRI —ICBH



2) Create New ROY 7HAI 2 1)ARNEY 1Y UL T, Decryption Policy (Rule-Based)Zi®#IiR L £
9,

Decryption Policies Compare Policies | ®

Dacryption Policy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

FLWIL—IR—ADESLEERAR ) S —DER

NFLWVWIL—IAR—ADESHRID—ICERZEY) T, BECRHUTHAZEET (LE
BEE). REER (I—YRE)ZTAT>3a2&0UYILT, F¥TT1TR—2ILER
(TOTA7 ) CHAERESKK-BEARREEERLET,

Create Decryption Policy

ﬂ Policy Detaily I Blecking ¥ Decryption Exclusiens

B A decrypion policy is not required 1o Gnly pErioem appication of URL discovery; instead, you cae use TLS 1.3
Senvet identity Disctweny o e SO084E Control Py,

Hamas =

pe———— +___——_‘__

Deseription

Ciscryption Policy for Active Authsstcation

ubound Gonned end L Lot nbcursd Conned biens

Ievteanal CA Derwrioad

R Imlemnak-Lab-Ne. i - Mo nerwevis/ports assockfed

| internal-Lab-Hetwork-CA o

& Creats Haew ~

TIRNTY REERR S —DREDFHH

HELURATOJAOEKETZ ROV TEIVIARND S, HUBEAL EASCAZERL T,



[next) 22y O LET,

SYMBIISUTAT IV ENARIALAALET,

* H =,
Create Decryption Policy @
g:ﬁ Policy Details —— e Blacking 3 Decryption Exclusions

Enber nama, desctiption, choose (Opticnal) Configune blocking [Optional) Configure exclusions far

policy type and conilfcaies Baiad an TLS voargion amd

certificate slatus

_| Block inbound and sutbound connections based an TLS version
W recommend Blocking the following because thay are not secure,

SELVID X TLEvLD X TLEWID X

__| Blogk inbound and sutbound connections based on server certificate status

We recommeand Blocking the fﬂ‘ll}\\'ll‘lg becausa thay are not secure.

Imvalid Signature X Expired Haot Yot Vakd

Cancel Skip Back

BERIV—FTVI2VONAEIARX

B)C DPITE, BE&Policy DetailsZBRW\WT, F7 A KNHFERAENET, Create Policyz 7 1)
YOLT, BEVAH—REETLET,



Create Decryption Policy

S . 1 . v .
|1} Pelicy Details [2) Blocking o Decryption Exclusions
Erder name, description, choose Opticnal) Configure blocking {Opticnal) Configure exciusions for
pobcy typo ard caetificalos based on TLS version and oulbound connoctions
etificato staliss
Decryption Exclusions

[7] Bypass decryption for sensitive URL categories

In many arvircnmants, corain categories of websies are not inspeciad for regulatory, compliancg of privacy reasons. Customize the Est
badiorey 1 By paes inspaction for designated categories
MNote: WAL Liconse is Required

URL Categories: Finance = Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas includad

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

£0 cn). Thit option bypaiies decryplion based on CHoa's it of known undecryplable applicalicns

Moda:  This optson s selecied by default 1o allow traffes which canmol be decrypted o remaln encrypted, Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Applicatsons included
Intelligent Decryption Bypass

|| Bypass decryption for very low-risk connectiens M

Byparid decryplion Toe vy low=ridk cliams connecting 16 trugled serverd,
Mg Do ot decorypt tralfic for very lowe-risk clents conmocting to trusted servers, based on the threat confid

Cancel | Skip | Back Create Policy

RENBESHR) S —DER

ATYT2: BERIVI—)L—IORE

NIL—IR—ADESRI—OFTAINLATIRERICRLUET, -3 (FESTRESE
RXAEQOBRICEI)ETShZUARNEZSR ) ®IL—I6 (FESARELTRIFHE
TF7D75—23> 2B ) BEOTFT7AILNOBMBIL—ILII—BLBEWRNT T714Y Ik, IL—
JIL7TO T DDecrypt-Resign7 7> 3V ORREBYET, ChsOTFT7FI)IME, F7FIKNT
varveEesll, BEIIRUTEETEERT, F7FI)IEMTRE., OIL—IILE—HLBEWVRT
7 1Y 2 &Do Not Decrypt& U TEREENE T,

Azure Authentication Service® RS 7 4 Y JIBRED LS ICES{LEZHKRLTEES5T, EAD
IL=ILERENET, +I—)LDEMZEIUYOLTHBLET,



active-auth-decrypt-pelicy
Docrypsan Policy for Active Authantication

Riles Trustod CA Conificates Ursdecryplabie Actons Aanced Semings

Soures Sousce Dasy VLAN
L] Harsa Iones ki Hetwarks Hetworks Tags

Adeministrater Rulos

Usari Applicatio,,

This category is emgtly

Sandard Rules

3 B Auto-fule-Undecryps any

& Ao Rgda-Undecryptatl any

7 B Auio-Male-lnigeral-Ly any
Root fules
Thid catgary i amgly

Dedault Action

RAZEML, BEORACEI<KESIKLATINERRTS

Tags: undecry any

10N galgcticn

Do not descrypt

+ Mo Category & Add Rule L Seaech Rudos

DestPorts  Categories  S6L

Action

& Do nat
deerypd

-]

-]

B Do not
decrypt

& Decrypt -
Rasign

Cancel

2FLWVWESRUS—I)IL—ILITMIICEEZEIYEHT, ActionkOY 7RV ARNNDSDo
not decryptZiEIRL ., L—ILZHREEFNTHEVWIL—IILICERELE T, EET/FHEEV—26, I

—LEESICRVIACIEHIZREENIET,

Add Rule

Mame Insert

|. Azure-Auth-Service-DND | B8 Enabled | above rule w |G 3
..hl:‘liun K .

[ B Do not decrypt - | X

Zones Metworks WLAM Tags Users Client Threat Applications Ports Category Cerfificate DM Cert Status

Available Zones O Source Zones (1)

Cipher Suite  Version

Destination Zones (1)

Logging

] lﬂutsldu.func

), Search by name | I Inside_Zone
Inside_Zone Add to Source

Outside_Zone

DMZ_Zone

Do Not Decrypt/)L— L DE&E

Cancel

= EEBMITDEIC, FTVIT5—>3>R7T%01)Y UL, Azure Authentication Service 7



TVTr—>32#BRELTIVUYILET, AddtoRulez2JY I L, RICAZIIY VT B

o

Add Rule

Mame

[ Azure-Auth-Service-DND

Action

| & Enabied

[ & Do not decrypt

Zones  Metworks

WLAN Tags

Users

Application Filters (= Clear All Filters

Client Threat  Applications

=
L=l

l

@
Insert
Lauwerule - [3
Poris  Category  Certificate DM Cert Status  Cipher Suite  Vlersion Logging

Available Applications (2] C*

Selected Applications and Filters (0}

| O, Search by name L azure a o] J any
Risks (Any Selected) B [ Anepps matching me finer
() very Low 809 Azure Arc [
O Low s Azure Authentication Service [
D) Medium 2239
) High 1823
O very High 609
« Business Relevance (Any Selected)
1] Afee s a8
LS. J
AzureREE —ERT 77U =232 )Ll—)LoEm
\}
4) Save® V)Y IV LET,
[ S
ﬂctivﬂ'uuth‘dacrYM‘poliﬂy You have unsawed changes
Decryption Policy for Active Authentication
Rules  Trusted Ci Certificates  Undecryplable dctions  Advanced Settings
+ Add Category 4 AddRule | O Search Rules &
Source Dest Source Dost VLAN Source
g e Zomos Tonei Hatwarks Matworks Tags hckaial Applicatia... Parts DestPorts  Categeries  SSL i
Handard Rules
a a ¢ 0
any any any [-] i 20
3 O Apwe-Auth-Serviee- Inside Tone Outside Zon any any any . Azure Authaer any Ay -y e :;:Dr:-;m a0

BEARID —ORF

FIES : TATFUTATARIZ—DER

1) Policies > Security Policies > Identity®JEIZZIRL T, FA T T A TA RV —ZERLET

o



= Policies * X

Monitor
Security policies '
K_E Insights & Reports »
Access Control
# Events & Logs >
Intrusion [
H.;E.' Insights & Reports > [
' ( Identity i
Manage Decryption v
@ Policies Prefilter

2FLVWTFATFoT4T7 4R —%Z4EHRL. Add anew policyz V7Y I LET,

Compare Policies m

Identity Policy Bomain Status Identity Mapping Filter Last Modified

= 's creabed. Add a new policy *

<t
\ll

MLWTATFTAT AR X E DB

an

NFLWTFATFoTA4T714RID—ICRATE, REICISUTHBEZEI) HTET, [Save] 2V 1)
vOULEY,

New Identity policy @

Mame

[ active-auth-id-policy ]
Description

[ Identity Policy for Active Auth ]

Cancel

WLWFPATFUTATARID—DOWmE



ATYVT4: FTATUTATARIS =)= OFRE

N+IL—IDEMZIVYILT, HILWIL—ILZEBMLET,

active-auth-id-policy m

M Hurs 1 ek
Rules  Active Authentsalion
t Add Categeey t Add Rule Search Bl
§ Hamg Sowce Toner Dot Torms = et VLAH Taga Source Paris Dot Porte = adre Actean Auth Protecol
Magmaris Retwarks

Aireardgiraner Frules
Standard Ruleu

HLWFPATUTATARUS—)L—ILDOEM

2L WIL=ILIZRBI &S . Action RO Y 7’A > 1) A N A S Active AuthenticationZi#3iR L T
TIOTATRIARRTTDEDICIL—IINIC—BITIBENHIHBENY—V/XY ND—TEK
VIARET,

Add Rule

Mame Imsert

Enabled | imto Category w Standard Rulas w
Action

Active Authentication W Realm: Noreaim Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Realm & Settings

Zones MNetworks VLAN Tags Ports

Available Zones Source Zones (1) Destination Zones (1)

-

Add to Source

| Inside_Zone
Outside_Fone

DMZ_Zone

Lancs m

TOT 4 7RAN—ILOFREDHEE

3)AddZ Y)Y U9 BHIC. Rule EditorCRealm and Settings2 7 &2 UYL ET, BIOAT
Y7 TRELVELILANRBIALILILELTERENATVA L ZHEREL, AddZZUYILET



Add Rule @

Mame Ingert g
| Active Auth D Rule J u Enabled | into Category b Standard Rulas i

Action
| Active Authentication - | Realm: azure-entra-samd (5. Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

azure-entra-saml (SAML) >

[] Use passive identity if availabla.
Active identity realm is going to be used as a passive identity realm

Authentbcation Protocol

B HTTP User Agent Exclusions

Cancel

TATTATAIN=IOLILLEREDEK

HI—=ILAEMEN, BEENEKT, [Save] 27UV I LFT,

ﬂCﬂ“-ﬂuﬂ"-Id -poliw You have unsaved changes m
Isontity Policy for Active Auth

Identity Mapping Filter
Fone - How it woeks

Rules Active Authentication

+ Add Categeey + Add Rule O, Swarch Mdes ®
& Mame SouscoZones DestZones oo sl VLAMTSgs  SoureePorts  DestPoets  Hesim Action Auth Pratosol
Ratwarks Hutwarks
Adminigrslor Rulis
This cabegary ks emply
‘Standard Rules
( Actine duth 1D Rule Intide_Tone (fo Outside_Tone (F o ary 1y Iy Iy arure-gnira-san Active Authentication SABL o [ J

Reot Rules

This categery i smpy

FAFUTATARIS—L—LBEORE

ATY75: TORAODAY MO—LRI S —DRE

1) Policies > Security Policies > Access Control D JEIZEIRL ., FTDAEIY HTShTUWBAccess



Control Policyz2 )Y VL& ¥,

= Policies = X |
Maonitor
_ Security policies
Z¥  Insights & Reports o
(Access Control )
% Events &Logs >
Intrusion
K}? Insights & Reports >
Identity v
Manage Decryption

(1) Policies Prefilter

TOEAOY MNO—LRIS—ORE

QRMDFIETREL LESARI—AT O A MO—LRVZ—ICEREATVWE L%
BELET,

&, Return to Access Control Policy Management

®'lab-net-acp &

L Packets - @ Prefilter Rules - {:} Decryption b+ & Security Intelligence — {:} Identity + @ Access Control

kT4 [ (2} Type to search . ) . Total 2 rules
Decryption Policy (__')

Decryption Policy

jource

(] Mame iy active-auth-decrypt-policy Edit 2
Metworks Zo

2) B Enhanced application and URL detection @

C] ~  Mandatory 2 rules (1

] 1 Inside + DMZ (D £

TOAHENDESLR)S —DER

NWDFIETRELIETATUTATARID—=FFTIORAODMNO-IIRIS—ICEBERE N
TWBZLZzHBAELET, RU—DEEZREFLET,



You have unsaved changes [ Analyze ] [ Cancel
{:} Identity |+ @ Access Control | 2 More Assigned to 1 device

. Identity Policy \ @ : il | Add Category |

»

Identity Policy Destination

- M| active-auth-id-policy Edit-” w | Applications
S———— | Networks Ports
|

TOEAO NA—NAANDT AT TAT 4RI —DER

NTFOTATRIANRBLERIZ, VAT RNOTF—2TL—2RZ 74900 EF2T777
AT 2BBIZ_EZAAITIIN—INAFETDI_LZ2HAELET. XROHITE, FR
REICESE, LUYBLEWIL—IILEY hEFALTVET,

Source Destination

Hame Action - Applications
Zamnos Hotwarks Zones Hotworks Parts
w Mandatory 2 roes [
1 Inside » DMZ [ONS) s Ingide_Tone A4 DMZ_Zone DNS
= . Ji DMZ_Z
2 DMZI-inside + Oulside B adow cENIE o Cutside_Tone
s Invsadia_Tons

w Dafault (M

A—4F—RTL—=2RZT749 )=tV ~

AT ¥ 7°6:Cisco Secure Firewall /N4 ANDEREDE A

FITOAANTTITRDE, RZTAVIERETDITAT > MNE, Azure EntraTF7 U5 « 7 58:E
ZE1TT D &S ICMicrosofthh 4 > 4 > WebR— TSRO SNE T,

CCTHATRZ7T7OLAOEMICOVWTE., "T79TF « 75R5EA O Microsoft Azure AD (SAML)L
JLLADER (¥ 7T 478K —%J)L) —F : FMC Device Config Guide 10.xD L )L L E#SEBL
TLEEL,

cOtvarTlR, BRENERCBELTVWREZRABLET,


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
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« Integrations > Users > Active SessionsDJEIZEIRL £T,
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@D Switch to legacy Ul

Q Select T ® ][ Refresh ]
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Manar
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= [ 0 Select O ] Retresh
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f Home

i
Y Favorites

!
> EntralD
® oOverview
R Users

{
A Groups
& Devices
B3  Agents

I Enterprise apps

| B App registrations
g‘g Roles & admins
& Delegated admin partners
& Tenant governance

Microsoft Entra admin center

(O Search resources, services

Home : Enterprise applications

FH Enterprise applications | All applicatic

« <+ New application () R

Overview

@ Overview View, filter, and search applica
#< Diagnose and solve problems The list of applications that ar
Manage | O |captive- |

All applications

Private Network connectors Name Ty  Obj

A% User settings & Captive-Auth... efd:
BH App launchers

= Custom authentication extension

Security
“= Conditional Access
@ Consent and permissions

&> Application policies

Azure Entra Admin Center Enterprise Apps®F+E4'—< 3>

« Activity > Sign-in logs® JEIZ#IRL £ 9,



Home - Enterprise applications | All applications - Captive-Auth-SAML
) Captive-Auth-SAML | Sign-in logs
Enterprise Application
Y

& 1 Download ~ 5} Export data Settings /2 Troubleshoot () Refresh 52 Manage view a7 Got feedback?

#. Diagnose and solve problems
=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

Manage - - - -
9 Y Add filter / Show dates as: UTc:ﬁ' \ Date range: 10/7/2026 - 10..-’?.."2026\,} Application contains
i1 Properties ) ’ ; -
8 Owners User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
4 Roles and administrators
o T—— Date | Request ID User principal name Application Status
3 single sign-on 2026-10-07T06:10:02Z captive-portal-user@... Captive-Auth-SAML Success
3 Provisioning 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success
© Self-service 2026-10-07T06:10:012 captive-portal-user@... Captive-Auth-SAML Success
Custom security attributes 2026-10-07T06:10:00Z captive-portal-user@... Captive-Auth-SANL Success
Security 2026-10-07T06:09:59Z captive-portal-user@... Captive-Auth-SAML Success
& Conditional Access 2026-10-07T06:09:58Z captive-portal-user@... Captive-Auth-SANL Interrupted
f. Peritagions 2026-10-07T06:09:52Z captive-portal-user@... Captive-Auth-SAML Success
2026-10-07T06:09:512 captive-portal-user@... Captive-Auth-SANML Interrupted

@ Token encryption

2026-10-07T06:09:29Z

captive-portal-user@...

Captive-Auth-SAML

Interrupted

Activity

3) Sign-in logs

4l Usage & insights

Azure Enterprise 7 7’ U —>3a> B4 A7 o074 EFT 409

CLI

. FTDCLITH. SAMLB & OF ¥ 75 4 T R— L OBEICET R ERERBCEET

o

<#froot>

>

debug menu captive-portal 6

SAML passed requests captive-portal 14

SAML failed requests captive-portal 0

SAML passed responses captive-portal 4

SAML failed responses captive-portal 0

Total captive-portal bee-client messages processed 4
Total captive-portal bee-client messages successful 4
Total captive-portal bee-client messages failed 0
Total bee-client reconnects 0



NZTNZ1—F42T

FYTTATR=ZILOFTINY T

- system support captive-portal-debug AN > RZFTDTHERATE XY, XROEATE. TN
VIERBMWICLTBFEERLTVET, &, FYTTAT7R—FIILOT7O—ZBHELXT
WESIZ, HADEEBEBEIAXARNERLTVET,

<#root>
>

system support captive-portal -debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify an IP protocol:

tcp

Please specify a client IP address:

192. 168. 20. 200

Please specify a client port:
Please specify a server IP address:
Please specify a server port:

Enable dag-debug too? (WARNING: current packet debug configs and logs will be overwritten) [n]:
Monitoring captive_portal and firewall and identity debug messages

Basel i ne output pending user Captive Portal authentication

iéé.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443

192.168.20.200 53650 -> 198.51.100.1 443

Captive Portal probe intercepted and redi

6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
6 AS=0 ID=1 GR=1-1 captive portal authentication started

6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

rected to SAML | dP (generate_204)



192.
192.
192.
192.
192.

192.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

53659

53659

53659

53659

53659

53659

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 AppID session with service_id: 676, url: htt

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_PENDING_USER, Event = EVT_

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 app event changes: service, client, host, ur

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 using ipv4 address 192.168.20.1 for redirect

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 encrypted redirect url: https://ftd-inside.e

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_REDIRECTING, Event = EVT_F
identity binding created

SAM. aut henti cation conpl etes,

192.

192.

192.

192.

192.

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

->

->

->

->

->

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type

100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

Aut henti cat ed bi nding persists across subsequent, unrelated destinations (no further redirects)

192.
192.
192.
192.

192.

168.20.200 54024 ->

168.20.200 54025 ->

168.20.200 54026 ->

168.20.200 54027 ->

168.20.200 19935 ->

1—5IDAVT

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames
198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam
198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username
198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

« FIDTREDGI—FIDREF—XORAF Y73y NZ2EETSI(CE. FTD CLITsystem
support firewall-engine-dump-user-identity-data_ 1< > RZR{TLE T,

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

>



« expertE— ROCLIT, FIDFNAADOO—HNIILEBEILFvIILTOTA2L,
Ingfw/var/sf/luser_enforcement/user_identity.dumplC$» 32X > 7E N7 7 1)L ONEERT
LET,

<#root>

>
expert

admin@ftd:~$

sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -lah /ngfw var/sf/user_enforcenent/user_identity. dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcenment/user _identity. dunp

Host ::ffff:192.168.20.200

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1 ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None

ZZAS5NBERE



XY TTFATR—ZI)OFBELKIIAF
B SBAANRTEnDE, 94T NTZTHD Tunknown issuery T —%IBRLET,
RR : A OBREEN VS AT N T SO —RTEREEATLVEL,

BRE . 72 ATCANGRETED L ZRRALEY, ROHIE. AIWCAIIAENFHEET
TVWBZEZERLTVET,

FYTTATR=ZIL "H=—NHFREIH-VEEA

BRE: 9SAT NI SOHNF Yy TT14T7R—2ILEO—-—RLELD ETHE, XK—AURLIZE
ELED>ELTWBEZEIC, R—AURLIC TServer Not Foundy AREhET £ FELIL TV
x99,

ZZ 5N FEDNSEETREM F L IEDNSOREI A,

BRE: DZ4T NI, ALO-REFBRIDELSICHRES NEBEYEDNSH—NAHBD L
ZHRALET, Y—/NICFADNIZX Y ETENIALO—RFHD &, BRTF—/NHFFET
BETRHETEDEZRIELET,

BYE R

« 7O T 4 755 H O Microsoft Azure AD (SAML)L IV ADQER (¥ TT 4 TR=2J ) -
FMCT /N1 AR A4 R10.x

e Azure EventHub RF 1 X2 K
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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