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ROEEICET MBI ERENET,

» Microsoft Azure Virtual WAN (VWAN)
» Cisco Secure Firewall Management Center(FMC)
+ Cisco Secure Firewall Threat Defense(FTD)

MADIAVR—F M AzZureIRETHRAICER TN TVWAS & 2BRABL TS EE L .

» Microsoft Azure VWWANA > AZ > A
« Microsoft Azure VWAN/\7

ERTRIVR—KT b
CORFIXYNOBERF, ROVYTIRIITEN-—RIITON-T3VICETKEOTT,

« Cisco Secure FTD/N\—>32/10.0
« Cisco Secure FMC/N\—>3>/10.0
* Microsoft Azure vVWAN

CORFIXVNOERE. REDFARELCLHZTNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNARR, B (F7FIIN ) REOREASBELTVET
o BEEBPORY ND—IUTR., FEONVRIEL>TRIDAEMI H2EEZ TOoEIEL T
ZEW,

BR#H

7SUFFIDEA Y &—% Y N —E AT O/ L —(ISP)E i DALA > 82— 7 T4 AH2D5
BBE,. ThENHNAzure WIANICTTRIA DT O T4 7 ICEBHETED S, FISPUONFFIA
ENET, Azure WANTIE, HARNUZOZEIIZ2DDIPsech > X)L ((12(dAzure Hub
InstanceOl_, 1D EInstancellZ ) MERE D ®h, FISPA U RA—TIAARFR2O0O KN XRIL%&
HRIHELET, CORR, MADISPUVTICHE2T, 4D00IPsechV RIILHFFTDTRIHT S Z
EIZBYET,
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To NARLDBETSAX—KNPF7RLYZVIAPIPA)T RLAZFERALT, 420X
TRENT, BROTSAR—NEBEATABSASN)ZEFE OABR—F—5—KND 1470

NOL(eBGP)ZRAN—2Y THBIENET, ChiZkV), BGPYIILF/INAKEENBRIZEY),
A2 ABZ > ADZAzure Hub Site LINkR 7 ICEHO TER/INANBHEhET,

RO, CORETHATIRENNROZZRLTVET, FATILHAL I R—F
YRTOEADIAYIZONIT > NE, FTDO2DODHNA 2 Z—T T4 AN SHH DAzure b >
FILEBELERT,

TATINHAL I NAR—FY NTOADIA)) > ( Azure + FTDO— R/NZ
I UINERY)

Azure
vWAN
Active/Active

il Azure Gateway Destinations
BGP  {eonfigure as VPN Tunnel Destination|
AS 85515 Instance0 - 198.51.100.50

Instance1 - 188.51.100.60
T TZanst-0 -
GRS ISP LR o1 21130 - — - °
‘#f’?m'fé‘ \pa-nsi-0" - 16925827 opGp- XVWAN-B-ISP2

i (custom APIPA IPs)
~inside Instance0 - 169.254.21.22
VPN: CXvWAN-SiteB-1SP-2-Inst-1 Instancel Instance 1 - 169.254.22 22
Turneld “ISP2-Inst-1" - 169.264.22.21/30
_servers G e— — — — =— — -gBGP — — — — — —
Log
bg Cha,
T6g 2Pl J 0 =
(E_;‘nkgé?é‘q_ee Sk *Choose addresses within Azure allocated APIPA Range 16%.254.21.0 - 169,254.,22.254, 4‘}
Gp Iy ?Uwae FTD requires subnet mask on VTI for longest prefix matching/routing.
Ag, rﬂss) Azure only requires accounting of this address without subnet mask

TFATINEAL I N2 B2—%Y N7 O RAERO MROD
A

A &

7 T —X1: Azure YWAN VPNY 14 N DR

FJE1: Azure VWWAN VPNH 1 K D4R ( U E— RFTDF/N1 R )



1) AzureDHBRER7 1 —)L RTVWANZ#REL ., Virtual WANsZ 2 1J v U L TBEE D Azure vVWAN
HublZCA B L ET, RIC. Connectivity > HubsICBEIL ., BEFDAzure WAN HubZ 2 Y I L&
ED

I 1 vWan = .

All [99+) Services (3) Resources (1) Filters +4

vity
Resources (1) See all

% CX-vWAN Virtual WAN

RFEWAND#®ZEI T

Microsoft Azure

Home . CxX-vWAN

hos CX-vWAN | Hubs

Virtual Wan
|,T-‘ Search T + MewHub () Refresh
% Overview
|,I-‘ Search for hubs by n... Clear all filters
B Activity log
*< Add filter

He Access control (JAM)

¢ Tags Hub Hub status
¥ Diagnose and solve problems & CH-vWAN-Hub @ Succeeded

«» Resource visualizer
~ Settings
== Configuration
il Properties
£ Locks
~  Connectivity

‘& Hubs

BE1E DRFEWAN/\ T DiER

2) Connectivity > VPN (Site to site)DJEIZ V') Y U L, + Create new VPN site® V)YV LET,



Microsoft Azure () Search resources, services, and docs

Home . CX-vWAN | Hubs . CX-vWAN-Hub

E‘ CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
2 Search 2 4 Download VPN Config |-}| PacketCapture [i] Delete gateway ( ) Reset gateway [ Monitor Gateway -
& Overview <~ Essentials
w Connectivity Gateway configuration
' VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site)
> Routing 4 Search this page Clear all filters
> Security Hub association : Connected +‘~? Add filter
» Third party providers VPN Sites (0
> Monitor
Check active fillers when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.
+ Create new VPN site & Connect VPN sites ﬁg Disconnect VPN sites D Refresh
Page: |1
Site name Tl Location TL  Cloud
Mo results

# LU VRIEWANY 1 N DR

~
FEAX—DOERERBET A ROEZAN-FTDZANFRE, CORFIXT K
DRITEERLEEDTY,

QMETA—I)LRICEZADLET, £#TLES, Next:Links>Z2 UYL TRICEKRET,



Home : CX-vWAN | Hubs » CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subscription

Resource group * N

Instance details

Region * ~
Name * Dual-ISP-Site
Device vendor * Ciscor

Private address space

ﬂ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

Next : Links >

— R EVPNY 4 N DBRKERE

AMBBERY D OBEREADLET, UUBGPF RLAEUUASNIE, AEN>RIBGPL A
V3AET RLAE, YA RNBAR U RILENLTRAN—2Y THEREND TS FRIOBGP
ASEESTYT, UYUBGPT RLAE, BRENENTTSAR—RNTRLAZEY T XY MO
BCHZEELBEVHTRY NTRLA(32)TY, Azureld, COF7 RL AZBGPXRA/N\—& L
TEETZ/2IN—KRELTAVARM=ILLET, 20DI—=—TNVYIOA4 2 2—T T4 AR, &T
ATINHA RN OD) 2 IBGP7 RLAZRTHIC, FIDODED LI AV TERENET
o DUIPT RLA/ZLBHRX A Z(FQDN)IE, IPEF1UTF 1 (IPsec)/4 > X —FY hF—
TIOAFIVON=232(KEVR)EHZREZ7OAES I Z VI 32 EHICHER, T50FHA N
ICREEEhD RS TAYIOABAY R —L A V3IWEIPT RLATT, KTLES, Next:
Review + create > 7)Y I L TRDATY TICHEAKRET,

S

F M RILT RLAIC169.254.21.0 ~ 169.254.22 255M&EFHEND T RL AZEFEHL TV
BEE. BEDAzure RFIX T M EHEFRL TS HEEV : BGPAPIPAT RL A%&ER
LE¥Y,



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Create VPN site

Basics Links  Review + create

Link Details (O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
1SP-1-Link 1000 ISP1 169.254.21.100 65532 e
1SP-2-Link 1000 I1SP2 169.254.22.100 65532 e

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

[ Previous Next : Review + create >

HARNIZIONTA—2—DER

SYEBMABRILI-EHY) ICHFEE NS, Create2 VY UL ET,




Home : Hybrid connectivity | Virtual WANs : CX-vWAN | Hubs > CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

BdsIls LINKS REVIEW + Credile

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US
MName Dual-ISP-Site
Device vendor Cisco

Private address space

Links

Link name ISP-1-Link
Link provider name ISP1

Link speed 1000

Link IP address / FQDM

Link ASN 65532

Link BGP address 169.254.21.100
Link name ISP-2-Link
Link provider name ISP2

Link speed 1000

Link IP address / FQDN

Link ASN 65532

Link BGP address 169.254.22.100

0 You can also work with a Virtual WAM partner to create multiple sites simultaneously. Learn more.



LU WVPNY A N ORERREER

6) VPNH A RODEANZTLES, VWANNTREICRY £,

Home
» VpnSiteDeployment | Overview
v Deployment
|/’-‘ Search | FR [i] Delete *t" Redeploy + Download () Refresh

2 Overview

@ Your deployment is complete

Zl Inputs

Deployment name : VpnSiteDeployment
= Outputs Subscription
= Template Resource group

> Deployment details

" Mext steps

Go to resource

RFEWANY 4 N DEBEOETIRRT

I 1 vWan = .

All (99+) Services (3) Resources (1) Filters +4
vity

Resources (1) See all

ﬂl CX-wWAN Wirtual WAN

RAEWANDRES T
F|)E2: Azure APIPAT— KNI I ANTXA—Z—% KT

AzureTlE, 169.254.0.0/16 IPvAT7 RL AZBAOBEH 754 X— NP7 RL A(APIPA)T7 RL A
DEMBRABETT,

1) Connectivity > HubsZ AL T, BEFEO/N7ZA AL ET,



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WanN
|j—‘ Search | 4w + NewHub () Refresh
% Overview
|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

[ ] a
«» Resource visualizer
~ Settings
&= Configuration
i Properties
£ Locks
~  Connectivity

‘@ Hubs

RAEBWANNT EHEICBBLET

2)£ 5 —EConnectivity > VPN (Site to site) ICBE L . Gateway Configuraton/\4//N\—U> 0 %o
Dy OULET,

i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|. £ Search X« J Download VPN Config || Packet Capture [i] Delete gateway () Rese
JZ. Overview ~ Essentials
~v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)

ﬁ' VPN (Site to site) NAT Rules : O NAT Rule(s)_(Edit)
A, ExpressRoute VPN Sites  Metrics
&+ User VPN (Point to site)

+ Routing ‘ £ Search this page Clear all filters
[¥] Connection Policies Hub association : Connected < +? Add filter
B P A VPN Sites (O

Access Gateway Configuration/\« /N\—1) > &



NAENRILARRENETIVPNT — RV I/ ZmELET., VPN Gateway Instance0 & VPN
Gateway Instance1D T T, IPsech 2V XIBHDBGPRAN—2Y TOEZEA VAR AICHLT
ZAN—IPELTHEET D200 —BBHARXLBGP IP7P RLAZAALET, chld, Db
ROZHTAPIPAT RLAZFERATZEEICHAETT, Peer Address&E FRI\FHE T 1 —
JLRIZ, FTDASAzure/ VARV AILEET B I FEHATBZBGPRA/N—IPEADILET,
APIPA7 RLANEHAE N TWSIHEE, AzureldFTDE OBGPREILZFHITLELA. TOLH,
FTDIkAzureE D& N> X)L TeBGPR A N—HYZRTLET,

BETT. 220 Ix2DODOBEEDO M2 X I, Instance0& Instance 1 NDISPU > O EIZ1DD
NZI., AzureE2DDFTDISPA > 2 —T7 T4 ABDOBGPERA/N—2 Y S & F 24D DIPsech
DRI ERENET,

CNSOTRLAGF—ETHIVENBYVET, COTEVANL—23 TR, Eh2XILIC
B HTSNEBOYTRY NO2BEERBEBEDRANTP RLAZFIDTHEATED LKSICREL
£9, RENFETLES, EditEOVYOILET,

S

F M FRILT RLAIC169.254.21.0 ~ 169.254.22 255M&EEHEND T RL AZFEHL TV
BEE. BEDAzure RFIX T M EREFRL TS EE LV : BGPAPIPAT7 RL AMDi&ER



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
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Edit VPN Gateway X

A Site to site (VPN gateway) enables you to connect VPN sites to a hub,

AS Number (O
65515
fout
Gateway scale units * (1)
lewi

1 scale unit - 500 Mbps x 2 W

Routing preference (0

®) Microsoft network Internet

VPN Gateway Instance 0

Public IP Address (0

Private IP Address () 10.2.0.4

Default BGP IP Address () 10.2.0.12

Custom BGP IP Address (0

169.254.21.22 [il] ==

169.254.21.2 [il] ==-

Peer Address -

VPN Gateway Instance 1

Public IP Address @
Private IP Address (1) 10.2.05

Default BGP IP Address (O 10.2.0.13

Custom BGP P Address (1
1692542222 i we

169.254.22.2 @[ “ae

Peer Address %

ﬂ Updating a hub can take 30 minutes or more. Learn maore,

VPN —RDJDIADHARXRLBGP IP7 RL ADHRE

%



E:AzureD X EERFERIC, EFICHEARIOTUEADNZDHEEN B ET,

F)E3: Azure VWWANY 4 ROVPNNTA—2—&BRLET

1) Azure VWAN Hub#& B ® Connectivity > VPN (Site to site)R—> T, X&2'J v Z L THub
Association: Connected7 1 LRV T =0T L., YIfiE h7=VPNY A R Z2RRLET,

Microsoft Azure (), Search resources, services, and docs ((

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|;-‘ Search &« - Download VPN Config L Packet Capture li] Delete gateway () Reset gateway 4 menitor Gateway -
= Overview -~ Essentials
~  Connectivity Gateway configuration
B VPN (Site to site) NAT Rules
A, ExpressRoute VPN Sites  Metrics

& User VPN (Point to site)

> Routing 4 Search this page | Clear all filters
> Securi Hub association : Connected +? Add filter
ty
> Third party providers VPN Sites (D
> Maonitor
i ]

Check active filters when searching for a VBN site. VPN connectivity status might take a few minutes to refresh.

NTBEEFFEGE7 A IILEZ—DOUT

QJREZTOEZIZVYJULEVPNY A NOEICHEZFIY IRY VARAZFICL T, Connect
VPN Sitez V)Y L&,



i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB

SO Search 4
& Overview
~ Connectivity

&+ VPN (Site to site)

A\, ExpressRoute

& User VPN (Point to site)
v Routing

[I¥] Connection Policies
Route Maps

Routing Intent and Routing
Policies

o K

BGP Peers

® ®

Route Tables
R Effective Routes
v Security

‘) Azure Firewall and Firewall
Manager

~v Third party providers

VPNY A NIRRT V23>

JMEREBRMHBEF—(PSK)Z

S

L Download VPN Config |k Packet Capture [il] Delete gateway O Reset gateway @

. Essentials

Gateway configuration @ 1 scale unit - 500 Mbps x 2 (View/Configure)

NAT Rules 0 NAT Rule(s) (Edit)

VPN Sites Metrics

2 Search this page Restore previous filters

T Add filter

VPN Sites ()

Check active filters when searching for a VPN site. VPN connectivity status might take a few mi

—+ Create new VPN site & Connect VPN sites

Page: 1T v

Site name

&' Dual-ISP-Site

‘j—q Disconnect VPN sites O Refresh

Tl  Location

REL. DAZLYYERAT 322UV ILTHER
IPsec/NTX—RZHRELET, ChS5DIPSec/NTX—& &, BOFIETFMC/FTDERE & —H L
TLVRRBENFHYET. REITDICE, BEHRIZIVYILET,

¥ :Diffie-Hellman(DH) 7' )L—7"24® Y 7R— &, FTD/FMC/N\—2 3> 6.7THIBREhEL

«o



Connect sites X
Virtual HUB

Security settings

Pre-shared key (PSK) (O I ssessnsssssanies

Protocol (ke JEED)

IPsec © ( Default (NRD)

o When using custom IPSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey.

SA Lifetime in seconds * (D 27000
IKE Phase 1 (D Encryption * Integrity/PRF * DH Group *
GCMAES256 v SHA384 ~~ ‘ DHGroup14 ~v
IKE Phase 2(ipsec) (O IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 v GCMAES256 ~ NONE
Propagate Default Route (O Enable }
Use policy based traffic selector (O Enable ;'
Configure traffic selector? Yes m
Connection Mode () { Initiator Only ~ Responder Only":}
These sites will be connected to the [CX-vWAN-Hub] hub.
Site name Tl  Region ™
&° Dual-IsP-Site eastus
//

ERHAF—EIPSec/NTX—ZDRE

HVPNH A RNOTZTOESIZVINERICRT LIECEZ2HABLET,



Notifications X

More events in the activity log —» Dismiss all ~~

@ Successfully created VPN connection X

Successfully created VPN connection ‘Connection-Dual-ISP-Site'.

a few seconds ago
VPNY A RO7OES I Z0 T AT —RADTER

ATYTANPNY A NI DALV AR ATHARLBGP APIPAZERIICLTT9T147I29%

1)VPN (B4 "B ) R—JEEHL, EETOESIZVIORATF—RAFICRIEERENT
WBEEBRALET, COINDERIEEZIUYITRE, CONTAOVPNELHZORE RO
VIR IOAX_1—1EHBEVIVYIUTEET,

== Create new VPN site & 1 &7 Disconnec t VPN sites () Refresh
Page: |1
Site name T, Location T4 Cloud provider T. Connection Provisioning status T,  Connectivity status Ty
B & Dual-isp-sit eastus @ Succeeded & Notj
B & oua ite u _ & Edit VPN connection to

this hub

li] Delete VPN connection to
this hub

+ Download VPN site
configuration file

B OB ORREE & VPNER D RS

2) Link Connection 1(ISP1)Z2 7Y VL TREL., ZIAT2EMHEF—(PSK)ZES—EAD
LET, RIC, %9 Custom BGP IP AddressD#&(_d» BEnable N )L&E V1) Y UL T, FIDIC&K
DTERENBBGP IPAY A —DORI RN RILTEBEIPT RLAT 1 —)L ROMBIZHKB/30H 7 %
YRDEYVDKRARTRLAEIY YT LET,

EHARMIZ. ISP1 VTI Tunnel1h S Azure InstanceOAND T RL AZE|v) Y T(X169.254.21.1/30TdH )

. FIDT&iET 2% H DOISP1 VTI Tunnel2(Z (& Instance1lZE V) YT S hizIP 169.254.22.1/304"
HYET,



Next: Link Connection 2> 2 )Y LT, ISP2Q V) IONTAXA—ZRICEAXRET,

N
EPSKEBAAL, Azure® ROY A I A Z1—TEIENIEPFSTIN—TF7> 3
VEBIVI)YIOSTEIBREN HIZEENHYET,



Edit VPN connection

Basics Link connection 1

Link name: I5P-1-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK)
Connection Mode (D

Border gateway protocol (O

Custom BGP IP Addresses (1)

Link connection 2

@I oisable )

BEEREEEEE R RS

@ Initiator Only  Responder Only '_::

( pisable (LD

,\ Disable 4-”’//

Custom BGP IP Address

Instance 0 (O | 169.254.21.2 v
Instance 1 (D | 169.254.222 v
Use Azure Private IP Address (@ ves @D

Protocol (Kev2  IKEvt

Use policy based traffic selector (1)
IPsec @
SA Lifetime in seconds * (©

IKE Phase 1 (D)

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

To change the protocol, please delete the connection first and then
create a new connection.

enable QI
( etault_ (LD

| 27000

Encryption * Integrity/PRF * DH Group *

| GCMAES256 | | SHA384 /| DHGroupl4 v |
IPsec Encryption * IPsec Integrity * PFS Group *

| GCMAES256 v

GCMAES256 | | NONE

:45

Review + create l

Previous ] I Mext : Link connection 2 >




D> OBEDOHREIDNDHAZ LABGPRE

JNFDFIEZMHEVIERL, V2 UEE2 (ISP2UVY ) DT TEZHEIBINTX—2ZBALET,
TTLES, "MERL 20UYOLET,



Edit VPN connection

Basics Link connection 1

Link connection 2

Link name: ISP-2-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK) @
Connection Mode (O

Border gateway protacol (O
Custom BGP IP Addresses ()
Custom BGP IP Address
Instance 0 (O

Instance 1 (0

Use Azure Private IP Address

Protocol

Use policy based traffic selector (0
IPsec O
SA Lifetime in seconds * (O

IKE Phase 1 ()

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

EX» oisable )

: Initiator Only  Responder Only
| Disable (LD
Disable .

| 160.254.21.22 v
| 169.254.22.22 v
Yes No
IKEv2 IKEv1

To change the protocol, please delete the connection first and then
create a new connection.

" Enable .
et DD

27000

Encryption *
GCMAES256

Integrity/PRF *
SHA3B4 v

DH Group *
| DHGroup14 v |

IPsec Encryption *
GCMAES256

IPsec Integrity *
GCMAES256 v |

PFS Group *

NONE

45

) OEBEOHBRE2DNDHAR LABGPERE



4) Azure UIQBHIZ, EZ AV ORBAIRRENET,

oo JEN - TR

Notifications

More events in the activity log —

=== Updating VPN connection
)N View

Updating VPN connection 'Connection-|

Azure BEHi 2 AU B

ATYTEVPNY A RREZ7AIILOX D O—R

1) Azure®EUVPN (4 hE ) R—DT, BEENLEVPNY A NOERICHDIERLESOT A
> %&i#IR L. Download VPN site configuration file47 7> 3> #iBRL £,

+ Creste new VPN site & Cos VPN sit a7 Diseannect WP sstes () Rekrash
Page: | 1

Site name Tl Location T4 Cloud provider L Connection Provisioning status T4 Connectivity status
B 5 ouakise-sie eastus S Succeedad ik Not cor

MH 2 Edit VPN connectionte |
this hub

[i] Delete VPN connection to
this hub

4 Download VPN site
canfiguration file

VPNY A RBREZ 7 A LOAIYO—KATS 3y

2) Click here to download/ N/ /N—V > 0% 0y IO LET,



ﬁ Download Site-to-Site VP... X

Dual-15P-Site

®) Createnew [ ) Use existing

ﬂ The file is ready to download

Click here to download 4+———

VPN A REEZ77AINOA I O—R

7 I —2A2: Azure VWWANA DT 1 7 )LISPEZED - DFTDDO K
ATY 71 : 20> 0—RUEVPNERED DT

NADO—RLEODV74Fx21L—23>774)L2H< &, B NJavaScript Object
Notation(JSON) I AN RRENET, HAWLEK., 77AMNICEERAENL2OO0AFTZIIND
WIFNAARRENET, COBHIE. FIDOREICKRIDOVTFANERHLET,

S
EEREEDERIKTIZ O, BRERBAT I IRNPF—MEORT ZHBILT
BIEHITIN-ZVTLET,

EADO—RENET 7 AILTOISP-Link-1 JSSONAT IO RNDIEFRFEICAST
WET, - REIOEERES(.)E. ISP-2-LinkA 7 TV N EBYERETRL TV
x99,

"configurationVersion": {
"LastUpdatedTime": "2026-09-25T20:20:26.7658453Z2",
"Version": "15221e61-4e2c-42f5-b9%e4-96d674f5a9a3"
}!
"vpnSiteConfiguration": {
"Name": "Dual-ISP-Site",
"IPAddress": "FTD_ISP1_WAN_IP",



"BgpSetting": {
"Asn": 65532,
"BgpPeeringAddress": "169.254.21.100",
"PeerWeight": 32768
1,
"LinkName": "ISP-1-Link"
1,
"vpnSiteConnections": [
{
"gatewayConfiguration": {

"IpAddresses": {

"Instance0": "InstOIP",
"Instancel"”: "InstlIP"

}

"BgpSetting": {

"Asn": 65515,
"CustomBgpPeeringAddresses": {

"Instance0": [
"169.254.21.22",
"169.254.21.2"

1,

"Instancel": [
"169.254.22.22",
"169.254.22.2"

]

3,

}

1,
"connectionConfiguration": {

"IsBgpEnabled": true,

"PSK": "PSK",

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",
"SALifeTimeInSeconds": 27000

COEDRE,. FIEZRTIDBOSRALELTRELTEEZ W,

E

kg

ATYVT2: U2IBGPT7 YT TF—RNY—RAN—TNYIA42B—TITALAD

FTD BGP7 Ot AT DBGPRA N—#BRI> K (FIDTHOFIETHER ) ok, IHTBHU>
JBGP IP7 RLAZRIZELEY—ANAzure 1 MUV IOBRICHETT,

1) Devices > Device ManagementD JEICEE L £9,



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices =X
Monitor
: Device Management + | Upgrade
H.f_E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
HIE.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
— Show less

@=  Objects

!".m Devices

Firepower Management Center® Device ManagementlC# &L £9,

S

E COREBETR, 777 RTRME hBFirewall Management Center(cdFMC)Z £/ L
£, L, FIEEAT7LIZAFMCERIUTTY,

2)F AT INISPE#HKZEIZE DTS F /M4 RVPNFINA AELTRETDFIDEYUY I LET,

[ Vi (L S WU I =

© CXvWAN-FTD-2
N/A - ROUTED

10.0.0

REBAADOFTDOER
3) Add Interfaces RAY 7R8I XZ1—%21) Y 2L, Loopback Interfacez V)Y I L&ET,

CXvWAN-FTD-2

Cisco Secure Firewall Threat Defense for AWS

Device  Interfaces Inline Sets Routing DHCP  VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface } [ Add Interfaces + ]

Sub Interface

Interface Logical Name  Type Security Zones MAC Address (Active/St... IP Address PathMon... Vif Redundant Interface

Bridge Group Interface

Management0/0 management Physical Disabled Gid

Virtual Tunnel Interface

Ethernet0f0 15P1 Physical Disabled Gig

Loopback Interface

Ethernet0f1 1sp2 Physical Disabled G

VNI Interface




TFINAANDIN=TNY A4 Z—T T4 ADEH

WI—=TNY DALV B—TIAADEZHZAIL, Enabled FI Y IRY VRAIZFIYHII—7
FEWTWB 2B LTH S, Loopback IDEADLET., HEXIFEIE, [Description] (=
HEEANLET, BETLES, IPURTEZOVYILET,

Add Loopback Interface ®
General IPva IPv&

Mame:

[ bgplLo-15P1 1

Enabled

Loopback ID: *

(o )

{1-1024)
Description

bgpLo-15P1 Lo10

W=TNY oL B—T ITAABREIPVAT RL ADRE

S5 )L—7NY UIPPRLAZAHLT, AzureDISPIH A RN ZICF/L T, BIOFIETERL
=U2YUBGPIPFRLAICLET., COIPKKE., ISP1RHETFTDEAzUuref Y AR ABICHRES
NEZXAN—2YTOBGPT Y 7F—RKY—RAELTHERAENET,

S

7¥:1SP1?MvpnSiteConfiguration.BgpSetting.BgpPeeringAddressD TORA I O— R&Eh
FEVPNIY 7 41— 3 JSONTHUB CEBE N B2 SR TEET



Add Loopback Interface @

General IPv4 IPvE

IP Type:
[Llﬁe Static IP w ]

IP Address:
[ 169.254.21100/32 ]

o9 MO2IEEI VIS5 255 255.0 or 1921681124

Cancel

W=TINY DIPvaT7 RLAZAHBDL, OKZOUYOLET

6) ISP2BGPIL—7N\NY UVRREICHL T, YT ATV T c ~ eZZDIEFTHYVIELET,

Loopbackl0 bgplLo-ISP1 Loopb... 169.254.21.100/32(Static); Disabled Global

Loopback20 bgplLo-ISP2 Loopb... 169,254,22.100/32(Static);  Disabled Global & 0
BIBRUTFE20N—TNY DA Z—T T4 ADERK

NREZRFLET,

You have unsaved changes m m

LEEORE
ATYT3: 7I—RK1T7I—=R2RVS—FTZIT I NDERE

1) FMCEFTD VPN® MRS T—3 T B IKEV2/IPseciREZRET B IC k. Manage > Objects®
JEIWZEBIRL, FESF—2a X Z1—%2VPNIZRAVO—)IULTHTIXZ1—%2BBALET, X
1 —TIKEV2 Policy2Z#R L. Add IKEV2 Policy® %) ¥ % L T, IKEv2 Phase 17R1J > — %%
LET,



IKEv2 Policy W A cevz poicy [N
Policy List e L

_—
Port Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryplion keys, and automaticalty establish IPsec security
associations (SAs). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy
> Prefix List
Route Map

Hame
> SQCIJfI'.'y Imte |Igﬂ-I|EE
Sinkhole AES-GCM-NULL-SHA
SLA Manitor AES-GCM-NULL-SHA-LATEST
Time Ra nge
AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
T DES-SHA-SHA
Variable DES-S5HA-SHA-LATEST
Variable Set Urbrella-AES-GCM-256
WLAN Tag
w VPN

Certificate Map
Custom Attribute
Group Policy

IKEv1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Proposal

IKEw2 Policy

Secure Client - "
Customization Displaying 1= 7 of 7 rows 4 Page| 1 of 13

Secure Client File

HLUWKEV2RD S —FT ST U NDER

2)FT L WIKEV27R U S —DBHZ A B L, Priority& Lifetime® A ( £io@V\WIFhh ) 2iBRL E
9, Integrity, Encryption, Pseudo Random Function(PRF), & &KUO'DHY I —7ICBEL T, M X
LOEBTRID—HA—BLTVR L E2BRELET, AzureDBRE—HEEZT7IIVXA
ITIN—T7EBRZERL, EmzoUYOLET,

~
I INSOERBER, ¥V>O0—RLEOV74F2L—232774)
(vpnSiteConnections[0].connectionConfiguration.IPsecParameters\ A CS B T&E £ 9



New IKEv2 Policy ®

M *
|EE_IKE\-2 ]
;Micr'q)'l.im‘l:
[ ]
Priority:* (1-85535)
( )
Lifatime: seconds (120-21474008471
| 3600
Available Algorithms Selected Algorithms
Imegrity Algorithms MDS SHAZSE (m]
Encryption Algarithms SHA
PRF Algorithms SHAST?
Dottie-Helman Group
SHATRA
MULL

oo (D

IKEV27R 1) > —DER

JWMENTET LS, SaveZz VY I LET,

Edit IKEvZ Policy @
Mama:*
[ Azure_|KEvZ ]
Description:
| l
Prigrity:® [1-E5535]
[s J
Lifetime: secands {120+ 2147483647)
[ 3600 ]
Available Groups Selected Groups
Integrity Algonihms 1 ] [ﬂj 14 ] ]
Encryption Algorithms. 2
PRF Algorithms 5
Ditfie-Hallman Group
15
L3
w
20

4) IKEv2 IPsec Proposaltt 7 X — 1 —TPhase 2/IPsec/N\T X —X Z5XE L. Add IKEV2 IPsec
Proposalz V)Y VL&Y,

IKEV27R ) > — D R1E



Podicy List ““EVE IP‘S&E prﬂpﬁSﬂl Add IKEV2 IPibe Prapedal

Port IPRgc: PRCUTDY BESOCAILIGN Frgotilion with IRAKMP, e poors Bg700 10 Ui B particular propoaal 1o protect & particulss dats fow, In IKEvE IPsec Propossl object, yo
Hash Algonithems ae alkswed, During IKEv2 negolistons, Uy poors SHect B most Sepeoprialy opliond that each pupgort

-

¥ Prefix Ligm
Roditn Mag
Hame
¥ Securily inbelligance
Shnlchaole AES-GCM
SLA Monitor AES-SHA
Tierst Rangey
o DES_SHA-1
Tiersh Zarsd
Usnibrella-AES-OCM-256
Torral Tone
LIAL
Variable
Valiable Sei
VLAN Tag
W WPH
Cerficale Map
Cushoem Anbute
Oroun Pollcy

THEW 1P g
Froposal

IKE%1 Pokcy

Frogasal

L P

| IKEV2 IPaes

IKEv2 IPsec7 OR—H )L DYERK

5) IKEV2 IPsec7’AR—HILICEFI ZF . RAURENF —BHLTVWB L 2BRBLET, ETL
5, Savez VY OLET,



Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

IKEv2 IPsec Proposale WS BRI ZfF IF TSaveZ2 VU Y V3%
ATY T4 ARB RN RINA 2V R—T T4 ANVT)DERE

1) Devices > Device Management® JEIZBE L £ 9,




ala.  Cloud-delivered Firewall Management Center
CISCO  [Deyices | Device Management

== Devices =X
Monitor
: Device Management + | Upgrade
Ef;_E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
Hj_E.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
— Show less

@=  Objects

!".m Devices

Firepower Management Center® Device Managementl_ &L &9,

2)FATIISPEGZND T S F 4 RVPNFNAAELTRELTVWABFTIDEIUY I LET,

[ Vi o VAW 1 S

® CXvWAN-FTD-2
N/A - ROUTED

10.0.0

REEAFAOFTDMDIER

3) Add Interfaces RO Y 7H > XZ1—%& %2 Y 2L T, Virtual Tunnel Interface (VTI)ZZER L
9,

Device Interfaces Inline Sets Routing DHCP VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]

Sub Interface

Interface Logical Name  Type Security Zon... MAC Address (Active/St...  IP Address Path Moni... Vif Redundantinterface

B 1 o Bridge G Interf;
Managementom management Physical Disabled Gl ridge Group Interface

) Virtual Tunnel Interface
EthernetdfQ ISP1 Physical Disabled el ‘

RIERNZINABZ—T T4 ADER

HNZIERZANDLET, EnabledF TV IRY JAICF IV ION—INFRFVTVT,

Name ( B8l ) MABDEhTWT ( XEIZHLU TDescription £ A ) . #F7°3 3> TSecurity
ZoneNMBIRENTVWBH L ZHRBLET, ELVHRISPRIAM > Z—T7 I/ AZBEL TVTIZRE
L. VTIOAZ N> RILIPSecZHICHEUARIPT RLAZBRELET, TETLESOKZRLET

o



0

BN BRI, FTIDZEMERAL EAzureT 1 7 )LWANEZ OB ER R VPNRE D M
ATFANZRLTVET,



Add Virtual Tunnel Interface ©)

Tunnel Type

@ Static O Dynamic

Name:*

[ ISP1-Inst-0 ]

Enabled
Description:

For "CXvWAN:-SiteB-ISP-1-Inst-
| 0" VPN topology

Security Zone:

Azure-Spoke-Zone w

Priority:

0 1 {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
for the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

Ethernet0/0 (ISP1) w [ Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O Ipve

IP Address:*

(@ Configure IP l 169.254.21.1/30 J [ )

RN ZINADBZ—T T A AREDHEE



5)BMISP1HB RTFISP2A > B —T T4 AIZ3DDEMVTIZREL £,

Interface Logical Name Type Security Zones MAC Address (Activel/Standby) 1P Address Path Monitering  Virtual Router

@ Management0/0 management Physical Disakled Global Q<

[@ ethernetojo I5P1 Physical Disabled Global &
Turninell ISP1=Imst-0 i} Azure-Spoke-Zone 169.254.21.1/30(S1atie); Disabled Global &0
Tunnei2 15P1-1nst-1 vn Azure-Spoke-Zone 160.254.22 1/30(Statle); Disabled Giobal &0

[ ethernaton 15P2 Physical Disabled Global &
Tunnel3 I5P2-Inst-0 VTl Azure-Spoke-Zone 169.254.21.21) 30 (Statie); Disabled Global &0
Tunneld I5P2-Inst-1 ¥l Azure-Spoke-Zone 168.254.22, 21/ 30(5atic); Disabled Global &0

Loopbackld bgpLle-15P1 Loopback 168.254.21.100/ 32 [S1atic); Disabled Giobal &L

E Loopback20 bgplo-15p2 Loopback 169.254.22.100/32(Static); Disabled Global &L

EMORBRRILAE—T T4 ADRKRE

f)SaveZz Vv UL T, BEZRELET,

You have unsaved changes Cancel

TEDRTE

ATY75IPsec VPNRNROT 7O >3a =Y

1) Manage > Secure Connections > Site-to-Site VPN & SD-WAN®D JEICBEL £7,




alalie  Cloud-delivered Firewall Management Center
CI5€0  Devices | Secure Firewall Interfaces

= Secure Connectio.. = x

Manitor
Site-to-Site VPN & SD-WAN
ZF insights & Reports >
Remote Access VPN
# Events & Logs »
Dynamic Access Policy
.{H Insights & Reports »
Manage
@ Policies »

%= Objects

| 'ia Devices *

&' Secure Connections

4 NREVPNS & O'SD-WANE L D EIE

2)FHAE O FRIZEH B HIVPN Topologys E/NA/N—=D 20RO UY UFBH, AddIRR > &
2UvOLET,

Last Updated: 05:20 PM MAT Exemptions Add
O Select... / = | Refresh l
P

Mo VPN topologies are configured. Create a WPN Topology.

#FLUOWYPNRRODEEEDIED

3) ISP1U > Z #ZH TAzure InstanceONDHF I D M X)L O RO EZASLE T, Route-
Based VPNA 7> a> R &)Y 9L, PeertoPeer VPNRKROASRA T IUYILET
o BT LKS, Create®Z7 v OLET,



Create VPN Topology ®
Topology name *
[ CHXvWAN-5iteB-ISP-1-Inst-0
VPN Type
New - p
(©) SD-WAN Topology (®) Route-Based VPN (O Policy-Based VPN
i o - ,: i . } A SASE topology cannot
Lo o be selected because
Select VPN Topology Secure Access and
Select VPN Topology Select VPN Topology @ U-ntf:-.rrel a are not
configured
@ O @ Hub and Spoke @ Prerequisites
@ Peer to Peer
Prerequisites @\
J J

L—KR=ZADOVPNrROD RA T DFRE

MHBRZ, /—RAF/NA AZIEIRL, Device ROYTREZIUI)ANT, Azureh S DVPN K> X
N Z2RimTBFTIDZERLET, T —RAITFNA AN SERATERVTIZEEBLES, ROV

AIURXZ1—hA5, BE

LTWVWBBAE—TIAREAVARVAICHEL EVTIZERLET

o Node B DeviceX_—1—A'5, VPNRROZERK TExtranet./ — RICE D Azurefll ZiBIRL £ T
o /J—RBOTJ7LRUZBZEEREL., BYIZIT RRANPFPRLAZAADLTVD L=
BLET, TTLES, IKERZT7Z0)YvOLT, 7I—A1MNRIINEBEEERELET,

S

A AVAZVAODIY RRAZV NPT RLADER, FUOO—-RLEODV74F2L

—>3av774)

( vpnSiteConnections[0].gatewayConfiguration.IpAddresses.Instance0& & T
vpnSiteConnections[0].gatewayConfiguration.IpAddresses.Instance1 ) TSR TE XY



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-ISP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ CXvWAN-FTD-2 v ] [ Extranet v J
Virtual Tunnel Interface:* Device Name*:
[ ISP1-Inst-0 (IP: 169.254.211)  ~ ] -+ [ Azure-ISP1-Link-Inst0 }
Tunnel Source IP is Dynamic (DHCPJEdit VTI Endpoint IP Address*:
Tunnel Source IP Address:* @ [ J
[ |=

D Send Local Identity to Peers
+ Add Backup VTI (optional)

Additional n

Cancel Save

J—RAE/—RBOKRROZIVRRAVNEERTS

5)7ET—>3 2 XZT1—%IKEV2 Settings&E TAVZO—-I)ILL, $HE7AA2 20V IL T, &
FERELUEIKEV2RD > —0RD S —ZmEL E T, RIC, Authentication Type ROY 7RI X
— 1—7/ 5Pre-shared Manual Key#A 7> 3> Zi#IRL ., Azure TUARTICEREL IEPSKZ A DL F
T, TTLES., IPsecZTE2IUYILT, 7I—R2IPsechVRINTX—RERELET

o

~
X BEHREFXF G, AV O-RLEDV74F2L—2320T774)
(vpnSiteConnections[0].connectionConfiguration.IPsecParameters. PSK) TSR TZ £ ¥,



Edit VPN Topology ®

Topology Name:*

[ CXVWAN-SiteB-ISP-1-Inst-0 ]

Metwork Topology:

Point to Point

IKE Version:* [ IKEv1 |V
Endpoints IKE

IPsec Advanced

IKEv2 Settings

e

Authentication Type:

Pre-shared Manual Key v "’//

Policies:* {AzureKEVZ
Confirm Key:* [

D Enforce hex-based pre-shared key only

|KEV2§QE&WL uIE:‘; (D%JH:‘]*

6) IKEv2 IPsec Proposal Transform SetD#ICHBDMET A A2 0 )Y UL, LEIRREL -
IPseciR) > —/NT X—4& E@Rbi?o Lifetime Duration®{E (&, 29 Azure VWAN VPN®D E&E
CEDBTEELTLKEZY, BRERHREMFELLS, SaveZ VU Y I LET,

~
F o ADVO—RENLEOAV74F21L—232 77 4 )LOLifetimefE .
vpnSiteConnections[0].connectionConfiguration.|IPsecParameters.SALifeTimelnSeconds T2
BMTEXT,



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-1SP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals 4 IKEvZ IPsec Proposals* /4 4

tunnel_aes256_sha Azure_|Psec

"

[:] Enable Security Association (SA) Strength Enforcement

D Enable Perfect Forward Secrecy

Modulus Group: ~
Lifetime Duration*: | 27000 ] Seconds (Range 120-2147483647)
Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

Cancel

IPSec7’ OR—HIL OBEMHHEOEK

7FIESOEIOY T AT Y 7 %#4#V)IEL T, ISP1 Instance1, ISP2 Instance0, # & TFISP2
Instance 1B ICfEDAzure N> X)L ZERK L £,

»  CXvWAN-SiteB-15P-1-Inst-0 Route Based (VTI) Point-to-Point Deployment Pending ' &
¥ CXvWAN-SitaB-1SP-1-Ingt-1 Route Based (VTI) Point-to-Paint Deployment Pending &1
?» CXvWAN-SiteB-1SP-2-Inst-0 Route Based (VTI) Point-to-Paint Deployment Pending ' & T
> CXvWAN-SiteB-I1SP-2=Inst-1 Reute Based (VTI) Point-to-Point o &

0~ Tunnets

By SEVPNRNROD OFERK

FIE6:VPN N RO> ZHRELT %

system support diagnostic-cliiC AY), en&E AL TEnter¥—Z2#H L &7 (A FACLI) ,

1) IKE Phase 1 Tunnel connectivityZF T Y 2 L& T,



“show crypto isakmp sa | i UP|READY"

2) IPSec7 T —R2EHEBALE T,

show crypto ipsec sa | i int|current_peer|pkts

~
EIPSectF1UFT 4TI I3 (SAOHAN%ERRT S E, pkis decapsB &K T
pkts decryptA I > AL £, pkts encapsd & U'pkts encryptiEiEmML £ A
COFIVATR., CORSHEBMAFRENET, Azureld. NT T4 RXR—KNIPER
TRLAZEALTIBGPRAN—2 Y TZERLESELTVETH, FA/N—TITUR
HFAPIPABGP7 RLAZFEAL TVWBHER., XA I—23aZHBLEEA. HAR
R LAPIPANERE NDBE, AzurelliZH T2 7/N4 ANBGPRI I —2 a2
IREENBYET,

LA V&G ZF I Y IOLERT,

show arp

4) IP Routinglc F T Y ON—D 2T ET,

show route

5 ISPI1BLTISP2OA VR —T IAATHF Y T F v ZRITLET,

capture ispl interface ISP1 match udp any any eq 500
capture ispl interface ISP1 match udp any any eq 4500
capture ispl interface ISP1 match esp any any

show cap
show cap ispl
show cap isp2

6) Azure Verification - VWAN Hub > Connectivity.> VPN Sites > Choose the site configured|Z B &l
LE¥rT,



Links

[ ] Link name T4 Link provider name T4 |Connectivity status ™ Hub name
D ISP-1-Link ISP1 Instance0: Connected, Instance1: Connected CX-vWAN-Hub
[_] ISP-2-Link 15P2 Instance0: Connected, Instance1: Connected CX-vWAN-Hub

Azure!) > U E# DREE

E

k3

AT Y JT.ECMP®D

1) Manage > Devices > Device Management® JEICE &L, FIDZ2 U Y VL&Y,

alali.  Cloud-delivered Firewall Management Center
CISCO Devices | Device Management

= Devices =X
Monitor
Device Management « | Upgrade
&% Insights & Reports b
Template Management Threat Defense Upgrade
& Events & Logs b
Platform Settings Chassis Upgrade
3.;_5' Insights & Reports .
i FlexConfig
Manage Certificates
[‘D Policies »
. . — Show less
2 Objects

l";m Devices

Firepower Management Center® Device Managementl_ &L £9,

I\I,U"\ IV 1 LY
® CXVWAN-FTD-2 10.0.0
N/A - ROUTED -

HEEAAOFTDOER

2) Routing® 7 %0 1)v 2L T, ECMPEEIRLE T,



Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

[ Global v ] VRF Name:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
0SPFv3 O Search

EOAMNIAFNADREE

3)AddE YUY I LET,

Equal-Cost Multipath Routing (ECMP)

Fdd ]

Tretier afe 1o ECMP 2on records Add

FEOAARNINLFNAREDEN

AHECMPY —IZBHIZ . EATREAR VT InterfaceszZ 7)Y 2L TAHAS, AddRZ>ZE D 1)
Y L TENS ZSelected InterfacesFIICEAL, OKEZUYOLET,



Add ECMP ®

Name
[ VTI-ECMP ]
Available Interfaces Selected Interfaces
ISP1 ISP2-Inst-0 o
ISP2 ISP2-Inst-1 O
ISP1-Inst-0 O
_, ISP1-Inst-1 O

/

EOARNINUNFNRY=2DA 2 B—T T4 ADER

SEEERFELIECEZHALET.

You have unsaved changes BEEVE Cancel

TEORE

&3
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AT Y 78:BGPD




1) FTDTRouting > General Settings > BGP® JEIZiZRL ., BGP7'OAZE®ICLE T,
Enable BGPF I Y VRY VRZAIZLT, 7T —RA1OFE1dTHEREL FASESZALLET
» Routing >BGP > IPv4D JEIZiEIRL £,



Device Interfaces

Inline Sets Routing DHCP VTEP

Manage Virtual Routers

[ Global

<

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

Static Route

v Multicast Routing
IGMP
PIM

Multicast Routes

Multicast Boundary

Filter

General SV
BGP

Enable BGP: (@ +—

AS Number#*
[ 65532 ]

(1-4294967295 or 1.0-65535.65535)

Override BGP general settings router-
Router Id

[ Automatic v ]

IP Address*

General
Scanning Interval
Number of AS numbers in AS_PATH at
Log Neighbor Changes
Use TCP path MTU discovery
Reset session upon failover
Enforce the first AS is peer's AS for EB
Use dot notation for AS number
Aggregate Timer

BGP community new format (AA:NN)

Best Path Selection
Default local preference
Allow comparing MED from different ni

Compare Router ID for identical EBGP



General Settings TBorder Gateway Protocol(BGP) 7Ot A Z BT 2

2) BGP7 Ot AMEnable IPVAF T Y VK Y JAICF IV II—IHFA2TVWB T EEREL,
NeighborZz 7)Y U UL TAzure CBGPER A /N—Z & EL £,

Enable IPv4; @ AS Number 65532

General Neighbor Add Aggregate Address

Manage Virtual Routers

[ Global v ]

IPv4 Border Gateway Protocol(BGP) 7' Ot A D&t

3)+AddZE IV VY ILET,

/+Add

Remote Private AS Number Description

#7 L L Border Gateway Protocol(BGP)X A /N— & il

4)ISP1 Instance0 BGPET7 ) > JE#®RZ AN L, RRENIZBGP ASEVWAN/\T A SSEL,
TNnZzRXAN—VE—RNASELTABL, HEICHUTHBAZEML £9, [Advanced] 27 1)
YOLET,

~
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Add Neighbor ®

IP Address* Enabled address

[ 169.254.21.2 ] (] As override

Remote AS* (] Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= 3 |

Update Source:

[ bgpLo-ISP1 — ]

Filtering Routes Routes Timers Advanced Migration

Border Gateway Protocol(BGP)E 7 J > JHEHR DR E
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Filtering Routes Routes Timers Advanced

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password
(] send Community attribute to this neighbor

(] Use itself as next hop for this neighbor

E] Disable Connection Verification

Migration

@ Allow connections with neighbor that is not directly connected

(O) Limited number of TTL hops to neighbor

TTL Hops

e )

(1-255)

)T ATV T3 ~ 5% EVIRL T,

NYTAFTY T3 ~5%2E#EVIEL T,
£7,

(] use TCP path MTU discovery

TCP Transport Mode
[ Default v ]

Weight

Lo J
(0-65535)

BGP Version

[ Default . ]
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Add Neighbor ®

IP Address* Enabled address ———
{ 169.254.21.22 ] (] As override

Remote AS* (] shutdown administratively

[ 65515 l

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J )
/‘

Update Source:

[ bgpLo-ISP2 4 - ]

Filtering Routes Routes Timers Advanced Migration

D Enable Authentication
Enable Encryption

0 v

Password
Confirm Password

D Send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
[:] Disable Connection Verification

@ Allow connections with neighbor that is not directly connected

() Limited number of TTL hops to neighbor
TTL Hops

£ J

(1-255)

D Use TCP path MTU discovery

TCP Transport Mode
M_ . . 1

Cancel m
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Add Neighbor ®

IP Address* Enabled address /

| 169.254.22.22 | () AS Override

Remote AS#* D Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J

Update Source:

[bgpL0~ISP2 — . ]

Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

[:] Send Community attribute to this neighbor
[[] useitself as next hop for this neighbor

() pisable Connection Verification

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops
|10
(1-255)

[:] Use TCP path MTU discovery

TCP Transport Mode
r- . . 1

Cancel

[

ISP 24 > AR A2BGPERA/N—DRE

Address Remote AS Number Address Family Remate Private AS Humber Description

168.254.21.2 B5515 Enabled &0
169.254.22.2 65515 Enabled &0
160.254.21.22 65515 Enabled &0

160.254.22.22 5515 Enabled &0
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1) Routing > BGP > IPv4ICB B L. General # 7% 1) v 9 L T, Forward Packets Over Multiple
PathsD#EICHBDHET A A2V )Y I LET,



Manage Virtual Routers

= 92

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Enable IPv4: [  AS Number 65532

General Neighbor Add Aggregate Address Filtering Networks Redistribution

v BGP

IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIMI
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

Setting &

Learned Route Map

Administrative Route Distances I74
External 20
Internal 200
Local 200

Routes and Synchronization 74
Generate default routes No
Summarize subnet routes into network level routes No
Advertise inactive routes Yes
Synchronize between BGP and IGP systems No
Redistribute IBGP into IGP No

(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths \\\“\—- &

Number of Paths 1

IBGP number of paths 1

Forward Packets Over Multiple Pathsz& i€

2) Number of Paths 7 1 —)LROF 7 2 )L MEZ 1D S4ICEELET, [OK]ZI9VUYILET,

Rot



Edit Forward packets Over Multiple Paths @

Number of Paths

E

IBGP Number of Paths

K

Forward Packets Over Multiple Paths DR ENZE

NEEERELTRELEC L ERBLET,
BIA/NZ TN 21—FT1427

BAANRTLES, FIDBGP7OEANETAEND RN RILOEE DAzureq ARV AL XA
N—BERRERIUL, L—hAFEBEh, 1 X—TJIAANFEHL. 70 RNIDILERN
T—7NCIREND L EZRERLET,

TI—R20ATYTTTEITLELSIC, FTD CLITsystem support diagnostic-cli e BB L £,

NBEEhD &, BGPRAN—NEEL, TLT7AY VAN EZEEhDI LN BEEIET,

<tfroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ftd#

ftd#

ftd#

show bgp summary

BGP router identifier 169.254.22.100, local AS number 65532
BGP table version is 29, main routing table version 29



2 network entries using 400 bytes of memory

8 path entries using 640 bytes of memory

2 multipath network entries and 8 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1272 total bytes of memory

BGP activity 4/2 prefixes, 16/8 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.21.2 4 65515 20 17 29 0 0 00:13:14 2

169.254.22.2 4 65515 20 20 29 0 0 00:13:22 2

169.254.21.22 4 65515 19 21 29 0 0 00:13:19 2

169.254.22.22 4 65515 20 19 29 0 0 00:13:17 2

ftd#

2) Azure A SZRELIEIL—MFRILFNAIL—RELTRREND ZEZHBLET,

<#froot>
frd#

show bgp

BGP table version is 29, local router ID is 169.254.22.100

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
*m 172.27.0.0 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1

NW—T 12 IT7—TINOEREBRBLET,

<tfroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2



*

ia - IS-IS dinter area, - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.31.3.33 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53
B 172.27.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53

4)BGPEY > avnEHRT TN EZERALET,

<#root>
frd#
show conn all | include TCP| 179

TCP ISP2-Inst-0 169.254.21.22:179 bgpLo-ISP2 169.254.22.100:1603, idle 0:00:10, bytes 1517, flags UIO
TCP ISP2-Inst-1 169.254.22.22:179 bgpLo-ISP2 169.254.22.100:41883, idle 0:00:01, bytes 1486, flags UI
TCP ISP1-Inst-1 169.254.22.2:179 bgpLo-ISP1 169.254.21.100:3804, idle 0:00:53, bytes 1467, flags UIO
TCP ISP1-Inst-0 169.254.21.2:179 bgpLo-ISP1 169.254.21.100:61287, idle 0:00:04, bytes 1331, flags UIO
TCP bgpLo-ISP1 169.254.22.2:179 NP Identity Ifc 169.254.21.100:3804, idle 0:00:53, bytes 751, flags U
TCP bgpLo-ISP2 169.254.21.22:179 NP Identity Ifc 169.254.22.100:1603, idle 0:00:10, bytes 844, flags
TCP bgpLo-ISP2 169.254.22.22:179 NP Identity Ifc 169.254.22.100:41883, idle 0:00:01, bytes 751, flags
TCP bgpLo-ISP1 169.254.21.2:179 NP Identity Ifc 169.254.21.100:61287, idle 0:00:04, bytes 639, flags
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