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a) AzureDIRFRY V ATVWANZ#&REK L, Virtual WANsZ O U Y JLET,

All (99+) Services (3) Resource Groups (1) Filters

Services (3)

| s @ Virtual WANs

Create a Virtual WANs

Azure services

= A7ure VMware Salution

b) + Create® V' J Y V7 LET,

No virtual WANs to display

Create a virtual WAN to get started. Mext, create sites in your virtual WAN and connect them to virtual hubs in your

preferred Azure regions. Within your virtual WAN, you can also connect hubs to your existing virtual netweorks.

S ...
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Create WAN

Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learm

Project details

Subscription * o
Resource group ™ o

Create new

Virtual WAM details

Region ™ A

Mame * CX-vWAN v,

Type © s

Review + create Previous Mext : Review + create >

A AA—DOERERBET A ROEZAN—TFTZZEAXFRE. CORFIXTK
DRITEERLEEDTY,

d) Go to resourcez V)Y JLET,



» VirtualWanDeployment | Overview

Deployment

I L I’Sean:h

. Overview
3] Inputs

Y= Outputs

iy

Template
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(&}

[ Delete (& Cancel

Subscription

Resource group

> Deployment details

" Mext steps

" Redeploy L Downloa

Go to resource

a) Connectivity > Hubs® JEICBEI L . + New HUbDIEIZ VU Y I LE T,

. CX-WAN | Hubs %

" Wirtual WAN

& Search | ;

A Overview
B Activity log
%0 Access control (LAM)
@ Tags
# Diagnose and sobe problems
5. Resource visualizer
» Settings
&= Configuration
I Properties
£ Locks
» Connectivity
B VPN sites
& User VPN configurations

A ExpressRoute circuits

+ NewHub () Refresh

/ | & Search for hubs by n.. Clear all filters

*o Add filter

Mo results

Hubs status

Regic

d () Refresh

@ Your deployment is complete

Deployment name : VirtualWanDeployment
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Hoie - CH-WAN | Hubs

Create virtual hub

Project details

Tha bush will B created under the same subscription and rescurce group a5 the VAR o
Susbsornption

Rerdziiros groug

Wirtual Hub Ditaily
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Create virtual hub

Buics  Sitetosite  Porttoute  Dxprenfoule Tage  Revew s creste

Vou will seed 10 enable Soe 1o ste (VPN gabiwary] Eloee connecting i VPH sies. You can & this afoes bub oreaton, bt
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Home - CX-¥WAN | Hubs

Create virtual hub
m Validation pasied

Basics  Sitetosite  Pointtosite  ExpressRoute  Tags  Review = create

Thi hiuks weill e oreated under the same subseription 3md rescurce group as the WAAN,

Basics

Regicin

Hame CH-wAN-Hub
Hub precste address space 10200018

Virtual hub capacity
Hub routing preference

Site 1o site
St b st (VPN gl ey Enabled
AL Murniber B5515

Gateway teale uhing

Point to site

Point to site (VPN gateway)

ExpressRoute

ExpressRenite gatewy

Tanx

) Creating & hub with & gatevway wil take 30 manutes

Nt Downdoad a template for sutomation

EBEANTETLES, TOVWANUY —ABZRELET. REZETSICKRYATICE,
Resourcesz V)Y L %Y,

Home
w VirtualHubDeployment | Overview
Drglayment
F£2 Search 4 [i] Drelete " Redeploy 1 Download )} Refresh
o Overview =
4 @ Your deployment is complete
« | =
kil n Deployment name : VirtualHubDeployment
i= Outputs Subseription
% Template Brsource group

* Deployment details

“ Mext steps
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All [99+) Services (3) Resources (1) Filtars +d

wity
Resources (1) Sow all
™ CH-vWAN virtual WAN
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a) Connectivity > Hubs D JEIZEIRL ., BIOATY TTHERLENT 2OV Y I LT, ERL /N
TEAALET,

= Microsoft Azure

Home . CX-vWAMN

z. CX-vWAN | Hubs =
O Wirtual WAM
£ Search . 4+ MewHub () Refresh
A Overview
2 Search for hubs by n Clear all filters
B Activity log
T Add filt
Ao Access control (LAM) v o
’ Tags Hub Hub tatuz
X Diagnose and solve problems B CX-vWAN-Hul Succeeded

Y. Resource visualizer
 Settings
& Configuration

I preperties
i Locks
o Cﬂm‘il}('ln.-lw/
| & Hubs

b) Connectivity > VPN (Site to site)DJEIC 2 ') Y U L, +Create new VPN site2 7Y JLET,



Microsoft Azure

(| Search resources, services, and docs

Home . CX-vWAN | Hubs . CX-vWAN-Hub

@, CX-vWAN-Hub | VPN (Site to site) =

Wirtual HUB
|,’-‘ Search | L J Download VPN Config || PacketCapture [i] Delete gateway ()} Resetgateway [ Monitor Gateway -~
E Overview ~~ Essentials
~  Connectivity Gateway configuration
. VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site) T
> Routing F Search this page Clear all filters
> Security Hub association : Connected +? Add filter
> Third party providers VPN Sites (D
> Manitor 0

Check active filters when searching for a WPM site. VPN connectivity status might take a few minutes to refresh.

4+ Create new VPN site & Connect VPN sites g% Disconnect VPN sites () Refresh

Site name T4  Location TL

Mo results

VMBI A —IRICEZADLET, KTLKES, Next:Links>Z2IUYILTRICERET,

Cloud



Home . CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subseription

Resource group *

Instance details

Region * o
Name * | VPN -Site . |

Device vendor * | Cisco |

Private address space

o You can also work with a Virtual WAN partner to create multiple sites simultaneously, Learn morne.

AMBERYIEHREADLET, Link BGP Address7 1 —JL R&Link ASNT 4 — )L RIC I,
AzureE DZXAN—2 9 T YA NERN O RIIBHTEREND 7S50 FH A MNOREBRO XL
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NIENT T7SAR=—RTRLAZEEHYTZY NOAFRICHZEELBEVWVTTZY RTRLA
(/132)T9, Azureld., COT7 RLAZBGPRA/N—ELTEIETS/B2)L—MELTAVARN=I
LET, UTUIP7 RLA/FQDNIE, IPsec/IKEV2E#iZ 7O a Z 0 J 92 0ICHER, 7
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Home . CX-vWAN | VPN sites

Create VPN site

Basics Links  Review + create

Link Details ©

Link name Link speed Link provider name Link IP address / FQDN

Link BGP address

Link ASN

[ single-dia-tink v | | 1000 | [ provider || v | [ 105012

| [ ess00

I I | /|

0 You can also work with a Virtual WAN partner tgfreate multiple sites simultaneously. Leam marg,

| Previous || Next : Review + create >

eFRENELWZ L Z2MREL =5, Create2 VUYL ET,



Home - CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site ta site)

Create VPN site

@ validation passed

Basics  Links  Review + create

The hub will be created under the same subscription and resource group as the WWAN,

Basics

Region

Mame WP -Site
Device wvendor Cisco

Private address space

Links

Link name single-dia-link
Link provider mame provider

Link spead 1000

Link 1P address / FQDMN

Link ASM 65500

Link BGP address 169.254.10.2

ﬂ You can also work with a Virbual WAN partrer to create multiple sites simultanecusly. Learn more.

f)VPNY A ROBANTTLES, VWANNTDORREICRY FT,



Home

A VpnSiteDeployment | Overview

Deployment

|/’.‘ Search | ER [i] Delete I~ icel "t Redeploy - Download () Refresh

2 Overview

@ Your deployment is complete

3 Inputs

Deployment name : VpnSiteDeployment
= Outputz Subscription
R Template Resource group

> Deployment details

" Mext steps

Go to resource

I 1 vWan et .
All [959+) Services (3) Resources (1) Filters +4

ity
Resources (1) See all

&% CX-YWAN Virtual WAN
FE2: Azure WANHY A4 ROVPNNSX—RX—ZBELET

a) Connectivity > Hubs D JEIZEIRL, BIOATY Z7THERLENTZODY O LT, EHRL LN
T2ADLET,



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WaN

|j—‘ Search | 4w + NewHub () Refresh
% Overview

|j-‘ Search for hubs by n... Clear all filters
B Activity log

*o Add filter

'QR Access control (LAM)
@ Tags Hub Hub status
¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings

&= Configuration
il Properties

£ Locks

~  Connectivity

‘@ Hubs

b)fE E Connectivity > VPN (Site to site) D JEICBEIL ., XZ 2 )Y 2 L THub Association:
Connected 7 1 LRV T =V UTL, Yifiechnic /A NERRLET,

Microsoft Azure (0, Search resources, services, and docs ({(

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|;-‘ Search G« 4 Download VPN Config || Packet Capture [i] Delete gateway () Reset gateway [N Monitor Gateway -
‘@ Owverview  Essentials
~ Connectivity Gateway configuration
Ei° VPN (Site to site) NAT Rules
4. BxpressRoute VPN Sites  Metrics
&' User VPN (Point to site) -
> Routing F Search this page Clear all filters
> Security Hub association : Connected F add filter
» Third party providers VPN Sites (D
7 Maonitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.
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TL &V, £, Perfect Forward Secrecy ( PFS ; TRE£EEMER ) MUREBEAESH ZBIRT S
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https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec

Connect sites X

Virtual HUE
Security settings
Pre-shared key (PSK) O rearsnsmnnnne
Pratocol IKEw1
IPsec (O Default
ﬂ- When using custom [FSec/IKE policies, please enswre that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey,
S Lifetime in seconds * (0 27000
IKE Phase 1 (@ Encryption * Integrity/PRF * OH Group *
GUMAES256 ~ SHA3BE DHGroup2d -
IKE Phase 2(ipsec) (0 IPsec Encryption * IPsee Integrity * PFS Group *
GCMAES256 GCMAES256 NOME
Propagate Default Route (O Enable
Use policy based traffic selector (0 Enable
Canfigure traffic selector? ves  (JEEED
Connection Maode (& Initiator Only  Responder Only

These sites will be connected to the [CX-VWAN-Hub] hub.

Site name T4 | Region TE

E t VPM-Site eastus

)T —RIVIAAEHENTVWRD L ZRIBHRE, TETETORERBNIRTENET,

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtwal HUB

|;.- Search + ¢ L Dewnload VPN Config |-l Packet Capture [0] Delete gateway ") Reset gateway E Monitor Gateway -~

& Owerview ) This gateway is being updated. It may take upto 30 minutes for the update

 Connectivity
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AT —RIIADOEHAIC, VPNEREZXTVO—RTEET,

Home - CX-vWAN | Hubs = CX-vWAN-Hub

i CX-vWAN-Hub | VPN (Site to site) =

Wirtual HUR \

| 52 Search

{' Download VPN Config

& Uverview ) This gateway is being upe

~  Connectivity

# Essentials
I E- VPN (Site to site)

z. Download Site-to-Site VP... X

0 CH-vWAN-Hub

(®) Create new () Use existing

@) The file is ready to download

| o

i
— ICIlck here to download I

VPNY A RAERE N, TOEHE/NTX—ZF (EFFTRLA, BGPASES, 8LUPSK) A4
OO—RENERET, 7I—A3NDFIDTC—HIZEEZREITZLHICALENFRAEQE
9,

7 I—X3:FTDORE
FI)E1: Azure VPNIER D 247

a) A I O—RUEVPNERETZ7 7 A I EAzure M SBHEET, COHIIEFRICREATVEZED
CRLTHY), RICAL>BEHRERELET,

0
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BIEHICTIN-ZVTLET,

"configurationVersion": {
"LastUpdatedTime": "

"Version":

"BgpSetting": {
"Asn": 65500,
"BgpPeeringAddress": "10.50.1.2"

}l

"LinkName": "single-dia-T1ink"
}!
"vpnSiteConnections": [

{

"hubConfiguration": {
"AddressSpace": "10.2.0.0/16",
"Region": "

}’

"gatewayConfiguration": {
"IpAddresses": {

"Instance0": "57.x.x.x",
"Instancel": "52.x.x.x"
}!
"BgpSetting": {
"Asn": 65515,
"BgpPeeringAddresses": {
"Instance0": "10.2.0.12",
"Instancel”: "10.2.0.13"
}
}
}’

"connectionConfiguration": {
"IsBgpEnabled": true,
IIPSKII : mn

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",



"SADataSizeInKilobytes": 0,
"SALifeTimeInSeconds": 27000

ATYT2: V=TIV VDKE

BTRETRIEVIICERZELER D RILY —ANFBETHD IS, L—TNYI422—-T14
ANBRAICHEES N, BAOVTIATHEELET,

a) Devices > Device Management® JEICBEL £7,

alali.  Cloud-delivered Firewall Management Center
CI5CO Devices | Device Managemeant

= Devices =X
Maonitor
Device Management + | Upgrade
&% Insights & Reports b
Template Management Threat Defense Upgrade
&% Events&logs b
Platform Settings Chassis Upgrade
f_f'f._." Insights & Reports .
i FlexConfig
Manage Certificates
LB Policies >
. . — Show less
2"  Objects

Pg Devices

S

ECORETE., 77577 RTRMEE hBFirewall Management Center(cdFMC) % £ L
£9, £EFL, AVTLZAOFMCTEFIEIEREL T,



b7 T F It A4 ROVPNF/INA RAE L THRETBHFTDERBIRLE T,

(RN )

- FTD
M 0 FID < 10.0.0
— NiA - ROUTED

Firepower 1010 Threat Defense

c) Add Interfaces RO Y 7’HA O X”"1—%&%1) v UL T, Loopback Interfacez V)Y V9%,

—

FTD

Cisco Firepower 1000 Theeat Dofense

Device  Interfsces  IndineSets  Routing  DHCP  VTER  SNMP
-
Imterf irtual Tunnst 1 Search by name syncimerface | | Add Interfaces I

Sub Interface

Interface Logical Mame Type Security Zones MAG Address (Active/Standby] 1P Address PathMonito... PortMode  VLAN Usage Switch.. Virtual Ether Channel Interface
Bridge Group Interface

[@ rManagemeraint MmanagEmEnt Physica Disabled Global| 00 L
WLAN Intes

[@ enemein Cutside Prhysica Outside Zone Disabled a» Gt
Wirtual Turned Intesface

(@ Exhesnentiz oMz Physical DMZ_Zan 172.19.20/24(5tatic); Disablad » Claba
Leapback Interface

[ Exhesnenyia Inside Physicas Insige_Zone 192.966.20./24(Static); Disablod c. Global
NI Interface

(@ Frnmenenta Physicas Disatied Accoss 1 -

DBEIZBUT, L=TNY T4 2= T4 RAIZEH. =TV JID, $rOHAZEEL

9. IPAZIUYILET,

Add Loopback Interface ©,

Generalt IPv4 )IPVE

Mame:

| bgpVPMBranchlLo

Enabled
Loopback ID: *
- .

{1-1024)
Description

Branch Loopback for BGP
neighboring and VPN termination
from Azure

e)IP TypeA'Use Static IPE L TERENTVS & ZHR

L. 7T—X2F|E1dT

ERE L =Link

BGP AddressZ AJJL &Y, vpnSiteConfiguration.BgpSetting. BgpPeeringAddress N, 9 DO—REhi

VPNEREJSONTEHIICERE NIZEZSRTEEXT,

S

FEIR2R AV ZERAL T, RFC19187 RLAAR—ARNTT RLAZERLFT,




Add Loopback Interface ®

General IPwd IPvE

IP Type:
| Use static IP — " |
IP Address: _-""‘--.______

| 10.501.2/324 I

&g 10268 L2558 255 255.0 ar 182 768.0.1/24

Cancel

fySaveZz VU Y OLET,

Q search Deploy C 0O O |

You have unsaved changes m

ATFVT3: JI—X17I—=R2KRVS—FTIT U NDEKRE

a) FTD VPNRROZIZEA TS, FMCT®O—H T B IKEV2/IPseciREZ R E T D I Ik, Manage >
ObjectsDIEICEEHL., £AOX_1—%2TFICAVO—)LTVPNERRL, YT7XZ1—%2EH
LEYT, XZ1—TIKEV2 PolicyZi#iRL . Add IKEv2 PolicyZ 7 1) Y 2 L T, IKEv2 Phase 1
PolicyZ2:8EL £ 9,



IKEv2 Policy W A cevz poicy [N
Policy List e L

Port Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryplion keys, and automaticalty establish IPsec security
associations (SAs). IKEv2 proposal, you can select multiple algorithms and modulus groups in ene policy
> Prefix List
Route Map

Hame
> SQC:JfI'.'y Imte |Igﬂ-l|cf’.
Sinkhole AES-GCM-NULL-SHA
SLA Manitor AES-GCM-NULL-SHA-LATEST
Time R«\I\ge’!
AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
T DES-SHA-SHA
Variable DES-S5HA-SHA-LATEST
Variable Set Urbrella-AES-GCM-256
WLAN Tag
w VPN

Certificate Map
Custom Attribute
Group Policy

IKEv1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Proposal

IKEw2 Policy

Secure Client - "
Customization Displaying 1= 7 of 7 rows 4 Page| 1 of 13

Secure Client File

b)FTL WIKEV2RU > —D B8 ZE AN L, Priority® /= & Lifetime ( 2 V& T DT ) Z#IRLE
¥, Integrity. Encryption, PRF, # & U'Diffie-Hellman(DH)Z )L—7ICBEL T, N2 X)L O
TRU—DNF—BLTVB L Z2BRELET, AzureDEBRE—HIT DA LTIV A
ITIN—T7ERZERL, EmzoUYOLET,

~
I INSOEREER, ¥V>O0—RLEOV74F2L—232774)
(vpnSiteConnections[0].connectionConfiguration.IPsecParameters) A CS R TE X T



New IKEv2 Policy

Mame:*

[ Azure_|KEv2

Description:
|
Priority:* 11-65535)
[ |
Lifetime: seconds (120-2147483647)
[ 3600 ‘
Available Algorithms
| Integrity Algorithms | [ mos
Encryption Algorithms SHA
PRF Algorithms SHAS12
Diffie-Hellman Group
SHAZE4
NULL

Selected Algorithms

SHA258 im ]

CFRENTTLES, SaveZ# VU YOI LZET,




Edit IKEv2 Policy ®

MName:*

Azure_|KEv2

Description:

Priority:* (1-85535)
- - .
Lifetime: seconds (120-2147483647)
rSEUD ‘
Available Groups Selected Groups
. Integrity Algorithms | ( 1 1 Add , 14 0
Encryption Algorithms 2
PRF Algorithms 5

Diffie-Hellman Group
15
16
19
20

Cancel

d) IKEv2 IPsec Proposaltt 7 X — 1 —TPhase 2/IPsec/\T X—Z & E&ZEL . Add IKEV2 IPsec
Proposalz V7 )Y O L&Y,



el IKEvZ IPsec Proposal —

wih ERAKAP, g
KEv2 nisgotistion

Srenipet & particulle dats fiow, in IKEvE IPsec Propossl obiect, vo

Port PR PSRty BESOCINION Frgy

Haxsh Algoriteems aoe alkzwed, D s That Sch Suppel

¥ Prafis Lis
Routs Mag
Hame
¥ Securily teligence
Sinikhole AES-GCM
SLA Monitor AES-SHA
Tierst Rangey
DES_SHA-1
Tiersh Ttk
Umibrella-AEE-OCM-256
Turrsl Lone
LIRL
Varlabie
Wariabiy Sat
VLAN Tag
W WPH
Cerficate Map
Cussom Atinbute
Oroun Pollcy

THEW 1P g
Froposal

IKE%1 Pokcy

Frogasal

L P

I IKEV2 IPaes

e) IKEv2 IPsec7’OR—I)LICEBIZF T, RIUREN —BLTVWS L &2®BIRBLET, TTL
=5, Savez V)Y ILZEY,

~
A ChsofER, ¥o>O—RKRLEAVT7A4F21L—232T774)
(vaniteConnections[O].connectionConfiguration.l chParameters) A —C%EFE\—C EET



Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

FE4: Azure\NDEF 1T BZIELHEZBRT S

a) Manage > Secure Connections > Site-to-Site VPN & SD-WAN®D JEICEE L £ 7,




Secure Connections == =

Monitor
Site-ta-Site VPN & SD-WAN
ﬁ Insights & Reports b
Remote Access VPN
# Events & Logs >
Dynamic Access Policy
.'ﬁ Insights & Reports >
Manage
(1) Policies >
®= Objects
ﬁm Davices »
&% Secure Connections

b)&# DVPN TopologyiRENAN—V2 DV EFRTIIVY VDA, AddeV )Y ILEY,

Last Updated: 05:20 PM MAT Exemptions Add
O  Select.. / = | Refresh l
P

Mo VPN topologies are configured. Create a VPN Topology.

c) Azure InstanceONDHFAIDO M IO RO EZ AL L. Route-Based VPNA 7L 3 2 RZR

&PV OL, PeertoPeer VPNNAROADRATZ2OUYILET, ETLES, Createx V
DYy OULET,



Create VPN Topology @

Tepology name *

Azrure-VTl-Instancel 1.____________

VPN Type
- New - - ~\
") SD-WAN Topology (®) Route-Based VPN () Policy-Based VPN
e ———————mm—mm———————— = e e ettt ttoatetostestentontonteeteet et SHEE‘UPH?ﬂN!H" ._..__- i ”-'-::
Sglact VPN Topology Salect VPN Topology @ Umbraila arg ot
configured.
@ () @ Hub and Spoke @ Prarequisites
I -@- @ Pear 1o Pear | @
Prerequisites [MJ

Cancel

d)/—RAT, Device ROY 7RIV ARZEIUYOL, BRENBEAEhBDEENRKRFTD/FTD
HART DBBIZIBIRLET, /—RBlE. Azure WANA VAR A KRIRETD NAROPAHAD
BEHEOVUE—RIVRTHDED, FNAAROVIIIVVARNNDSTIIARNTZY N &EIER
LET, RIC, /—RAT, RERNFRILAVE—=—TIAANVTHRAY Z7HZ I ) AND#EICH
+TFA A=D1 )YyIOLET,

Create

Edit VPN Topology ®

Topology Name:*

[ Azure=VTI-Instanced |

Metwork Topology:

Point to Point

IKE Version:* || IKEw1 IKEvZ
Endpoints IKE IPgec Advanced
Hode A Node B

Divice:* _______,_...---""" Device:* __—._____....---"""
|. FTD H— w J [Extrane’l H_ b J
Virtual Tunnel Interface:* Device Name*:
| )L+ |. J
|: Tunnel Source P is Private  Edit vl Endpoint IP Address®
[_, Send Local Identity to Peers | Primary IP=, [Backup Peer IPs) |
................... +. ,q,mj Backup -.,r" ULFI

» Advanced Settings

Cancel



e)JZADVTIZNameZEEL ., EnabledTHZI L ZMRAELET, FREFLKBEENOEFIVT
AV—=2ZVTUZEIWET, MORILVEGRZEVET, BEITD ROV TIHAITIVIVARNDSIPT
RLAZBIRLETD,

Add Virtual Tunnel Interface ®@

Tunnel Type

Mame:*
[ Azure-VTI-0 -

— -

Enabled
Description:

| |

Security Zone:

[ Azure-Spoke-Zone = j
Priority:
[ o J {0 - 85535)

Propagate Security Group Tag:

Virtual Tunnel imterface Details
An interface named Tunnel<ID> is configured, Tunnel Source is 8 physical interface where VPN funnel terminates
far the VT,

Tunnel ID:#*

[ 1 ] {0 - 10413)

Tunnel Source:* / /

[ Ethernatl/1 (Qutside) r w ] [ Dynamic a " ]

f)iRIZ. Borrow IP (IP unnumbered)Z 7’2 3 VR AV ABIREhTVWA & Z2/#ERL., ARAIOK
AOY 78O AR SEAUIL—TNY VEBRLET, ETLES, OKEVUYILET,



Virtual Tunne! interface Details

An interface named Tunnel<ID> is configured. Tuhnel Source is a physical interface where VPN tunnel terminates
for the VT,

Tunnel 1D:*

[ 1 | (0 - 104713)

Tunnel Source:*

[ Ethernet1f1 (Qutside) w ] [ Dynamic v ]

IBsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*
@ Ipva O pve

IP Address:*

O w/ 169.254.2.1/30 0
(@ Borrow IP (IP unnumbered) || Loopbackl (bgpVPNBranchLo) -+

—

Cancel

Virtual Tunnel
Interface Added

VTl has been created successfully.
Please go to the Device = Interfaces
page to delete/update the VTI.

QVTIZERELTHEALES, NORILEGRIPPRLA(BAEZ—TIAAT RLAN
DHCPA SEREE N ZEFBEBNICANENET ) ZFBHTAALL, /—RBOFNMREZ, &
KA VARVALIY RRA NP RLANREENTVWA CEZHERELET, TTLES,
IKERX7%#0UYOLET,

S

5I:vaniteConnections[0].gatewayConfiguration.lpAddraaes.lnstanceOiJ\ 54y ya—KRLka>724F¥ab—varvz
74 L DIngance0T > K KAV L DIPT7 KL 20{E: 8RB TE T



Edit VPN Topology

Topology Name:®

Azure-VTl-Instanced J

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEv2

Endpoints IKE IPsec Advanced

R —

FTD " ]

Device:*

Virtual Tunnel Interface:*

| Azure-yTi-0 ~ ] |

mnel Source P is Dynamic ([DHCPEit WTI

Tunnel Source IP Address:* i@
=

[ ] Send Local Identity to Peers

+ Add Backup VTl (apliona

AdAdsdiiamal i

h) IKEv2 SettingsE TAZO—J)LA > L T, Authentication TypeA Pre-shared Manual Key |~ 5%
EENhTWBR I EZMHEL., BIOFIETAzurel,

S

e

— AX JE

@

Mode B

Device:*

[ Extranet w

Device Mame*®:

I Azure-Instance-0

Endpoint IP Address®:

l

X BRRAEXF &, FUvO—-RLEOAY74F21L—232T774)0
(vaniteConnections[O].connectionConfiguration.I P%cParametersPSK)T“%EFﬁT“ EEXT,

LEPSKZANLKRT, META %270
Uy oLT, ERARBIKEV2ZR) S —ZHmEL. IKEV27 I—X1 RIS —ZRELET,



Edit VPN Topology ©)

Topology Mame:*

[ Azure-VTl-Instancel ]

Metwork Topology:

Point to Point | Hub and 5

IKE Version:* [ | IKEv1 [ IKEv2

Endpoints IKE IPsgc Advanced
Pre-shared Key Length:* 24 Characters (Range 1-127)
IKEv2 Settings

Policies:* & /

AES-GCM-MULL-SHA-LATEST

Authentication Type: [ Pre-shared Manual Key - ]

Confirm Key:* [

EEE R R R R R LN ] J

E] Enforce hex-based pre-shared key only

VAT Y 73THRIICEREL LIKEV2Z7 T—X1RD—ZEBMLET,



IKEv2 Policy

Available IKEv2 Policy

-

Q Search

L.

AES-GCM-NULL-SHA

AES-SHA-SHA

AES-SHA-SHA-LAT

DES-SHA-SHA

DES-SHA-SHA-| ATEST

AES-GCM-NULL-SHA-LAT...

j)IPsecZ 7 ZBIRLE T,

Selected IKEv2 Policy

Q\‘ Azure_IKEv2

N

Ch

Cancel




Edit VPN Topology

Topology Name:*

[ Azure-\VTl-Instancel ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpeints IKE Advanced

Pre-shared Key Length:* = 24 Characters (Range 1-127)
IKEv2 Settings
N
Policies™ | »zure_IKEv2 4

Authentication Type: [ Pre-shared Manual Key o ]
Ke?:* [ I EE R R R RN R NE NN ]
ConflrmKeY:* [ asEsSESRBEREES ]

C] Enforce hex-based pre-shared key only

KN\ NRSVRT7A—ALtY NOTOIKEV2 IPsec7OR—H)L%&, ShETFTA A2 0 )Y I L THRE
LEI,



Edit VPN Topology

Topology Name:*

[ Azure-VTl-Instance0 }

Network Topology:

[ Point to Point

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals , IKEv2 IPsec Proposals*

tunnel_aes256_sha AES-GCM \

D Enable Security Association (SA) Strength Enforcement

I 1~ I Y r . - "~

NCHRFEDODTAA%EIIYIOLTTF T I NDAES-GCMRNS VA7 #—LtY NZHIBRL, F
JE3DEETHERL DA LAzure IPsech T2 A7 #—ALtY NIKEV2 IPsec7 OR—H )L %
EBMULET, OK|Z0UYIOLET,

IKEv2 IPsec Proposal ®

Available Transform Sets (™ - Selected Transform Sets

Q) Search ('_\*' Azure_IPsec 0o

AES-GCM Ly

AES-SHA /

DES_SHA-1

Umbrella-AES-GCM-256




MAVO—=IEZ I LT, Azure/N\TX—=RIC—BTB54 724 LAHBIC27000E AL E T,
MEIZISUT, PFSTIIL—T7%2BMILET, [Savel 27U Y I LET,

E AOVO—REALEODT4F1L—232 T 7 1)L DlifetimelBld,
vpnSiteConnectiong[0].connectionConfigur ation.l PsecPar ameter s.SAL ifeTimel nSeconds_C""}ﬁﬁ_C"' gFY,

Edit VPN Topology ®

Topology Mame:*

[ Azure-VTl-InstanceD ]

Metwork Topology:

Point to Point

IKE Version:* [ | IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Lifetime Duration®: [ E?Unﬂ‘z ] Seconds (Range 120-2147483647)
Lifetime Size: [Unlimited ] Kbytes (Range 10-2147483647)

» ESPv3 Settings

Cancel

NEEZRAL XY,

Q Search Deploy o Qo @

[ () [search Device J Advanced Deploy Deploy All

Ithentical rcurity
nodulus FTD M In Progress... (83%)

=14 fated policy configurat

0)BE AN T L =5, Tunnel Status Distribution® T ®Manage > Secure Connections > Site-to-
Site VPN & SD-WANDJEIZF T Y I LET., EEA KN TS E, Green (Up)ERRENET,

Last Updated: 11:11 PM MNAT Exemnptions m
.
(]

[ Q Selectk... Refresh

Taepology name VPN Type Metwork Topolegy Tunnel Status Distribution IKEw1 IKEv2

> Azura- VT I-Instancel o] Route Based [VTI) Point-io-Point ey bV & O



BHICEALERNXRILT, IKE/IPsecEBGPOMAEDL A VTR RINEEICEIEShECLE
EERLTHS, 2BEOR RILICAREEZRELE T,

FES: Azure\N D HIEGEZHEELE T

a) FTDIZSSHT##t L, system support diagnostic-cli E AL E T RIC, en& ABD L., Enter¥F—Z#HL
£, chld, THAIRYERHOFTD CLIC/NAD—RABWVESHTT,

<#root>
>
system support diagnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftd>
en

Password:
ftd#

D) 7T—KN7I—R2OKNVFRILAT—BRAZFIVILET,

<#root>
ftd#
show crypto isaknp sa | i Status

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

frd#
frd#
frd#
show crypto ipsec sa | i State|spi
current outbound spi: 5E83023A
current inbound spi : 62BC7C9E
spi: 0x62BC7C9E (0x00010B45)
SA State: active
spi: Ox5E83023A (0x0002029B)
SA State: active
frd#

c) N RILADAzureH 5 215 L 7=BGP Transmission Control Protocol(TCP)/NT Y k&
Instance-0 Azure N> RILONT VY JIPASHASBF Y T7Fr Lk, XY NT—OF RL AL -
NS /N\—HIL(NAT-T) I—H'F—& 45 L 70 kN JJL(UDP)K— R 4500/UDPHR— K500~ 5 7 «
VO RBRIDEDICF YT FYERITLET,



<tfroot>

ftd#

capture out-instance-0 trace interface Qutside match ip host

any

ftd#

capture tun-vti-0 interface Azure-VTI-0 trace match ip host

any
ftd#

show cap tun-vti-0

3 packets captured

1: 03:23:43.510074

2: 03:23:44.511204

3: 03:23:46.512211

ftd#

10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

10.2.0.12.62061 > 10.50.1.2.179: S 2114095813:2114095813(0) win 64240



Instance0A\ DELHZENTEERE NS, Instancel U TELUVTIB KVPN N RO ER &4V IR
L. ADAzure7’ — R IDIA AV AR AICEETEDLSICLET,

F)E6: Azure Instance1l L RARA > RAD2EBEBEON  XILZBERLET

aFLIL—7/NNY U H 5288 OVTI(Azure-VTI-NEHERLET ( AT Y 73bf)

Virtual Tunnel Interface Detaifs
An interface named Tunnel<ID> is configured, Tunnel Source is a physical interface where VPN tunnel terminates
for the VTL

Tunnel ID:#
2 {0 - 10413)

Tunnel Source:*

Ethernetl/1 (Qutside) w ] [Dynamic w ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IF type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*

® Ipva O pve

IP Address:*

() Configure IP o

@ Borrow IP (IP unnumbered) | Loopbackl (bgpVPNBranchLo) ~ il

VPN Topology
Lsage

Azure-VTl-Instancel (Tunnel Destination IP -

b)#2A VARV ADVPN M RO ERET S (AT Y T4gn) o

S

5i1vpn$iteConnections[O].gatewayConfiguration.IpAddra@es.lnstancel(': AoO—RLiED714F2L
—232 774 ) Dinstance1 L RIRA > MDIP7 RLABZSRTEET,



Edit VPN Topology @

Topology Name:*

[ Azure=VTl-Instance] J

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Devicea:® Device:*
[ FTD e ] [ Extranat w ]
Virtual Tunnel Interface:* Device Name*:
[ Azure-wTI-1 w ] + [ Azure-Instance-1 ]
Tunnel Source IP is Dynamic (DRHCPIEit VTI Endpoint IP Address=:
Tunnel Source IF Address:* @ [ ]
| =

[] send Local Identity to Peers

+ Add Backup VTl (opticnal)

Additional [ ]
Cancel
C) REZEZEAL. NURIAT—RAZHEALET,
l Q  Sehect @ ][ Refresh ]
Topology name VPN Type Hetwork Topology Tunnel Status Distribution IKEV1  IKEv2
»  Azure-VTi-instanced Route Based (VTI) Point:-to-Point o
» Azure-VTi-instancel Route Based (VTI) Point-to-Point o

d) AzureZF T Y U495 &, Instancel& Instance1 D J5 A ConnectedIC % V) £ 7,

Links
| | Link name TJ Link provider name T4 Connectivity status T4 Hub name
[ | single-dia-link provider Instance(: Connected, Instancel: Connected CX-vWAN-Hub

WMEDRNZIHATOTATBIRET, RS T74 VIO MAEODNAZRBREBICERTEDLDIZ,
FIDII2BEDO R ZILENYSTAZNAE LTRSS DO TREL, ECMPIL—F 1 0 % RE



ELET,
AT Y TTECMPDRE

a) Manage > Devices > Device Management®D JEICBEI L . Azure\NDVPNAREE N TV
FTDZZERL £T,

alle  Cloud-delivered Firewall Management Center

CISCO  Devices | Device Management

= Devices =X
Monitor
Device Management | Upgrade
&7 Insights & Reports B
Template Management Threat Defense Upgrade
€% Events&logs b
Platform Settings Chassis Upgrade
Fﬁ_'é.' Insights & Reports .
i FlexConfig
Manage Certificates
@ Policies »
. . — Show less
2 Objects

l".m Devices

b) RoutingZ7#1) v - LT, ECMPZEIRLET,

Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.
[ Global o ] VRF Mame:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
OSPFv3 ) Search

c)AddEY U Y I LT, $HILWECMPY —> 2R LE T,



Equal-Cost Multipath Routing (ECMP)

Thete ane i ECMP 2one neconds Add

d) Available Interfaces/\XIIL TCEAEDVTIZ I )Y I L TVTIZERARRICTVEZ, Addz o)

YoILT, BEINEECMPY —2ICVTIZERALET,

Add ECMP @

MName

] Azure-VTI-ECMP-Zandg ]

Available Interfaces Selected Interfaces
Quiside Azure-vTI-0
DMz Azure-yTI-1

Inside
Acdd

R

RRENELWC L ZMERL =5, Savez VU Y I LET,
You have unsaved changes m

ATYVT8: TZAR—NPEAVARV AT B IEHDAZRT AV II—NERETS

BGPTlk, XRAN—ICEEICEHKTZILEDICIL—MBETT, IV RKRSAY NIERERES
TVWEWED, F7AILRNTRI—NIBREEThELEA, ECMPTIR, BUBEICKLTELU X
RUY O (TPREZAML=—TFATFARRVA)DAZT AV I)N—NERETEDLH, W
FOIL—=KDN—TFT 1 TBBR—ARIB)ICAVAN=IEhTRRKICERAENET,

a) Manage > Devices > Device ManagementQ JEICEE L. XHTBHFTIDT/NA AZEBRLET

o



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices =X
Monitor
: Device Management « | Upgrade
&7 Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
H.;E.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

Fgm Devices -

b) Routing > Static Route M JEIZ#IRL £7,



FTD

Cisco Firepower 1010 Threat Defense

Monitor
@ Insights & Reports N Device Interfaces Inline Sets Routing DHCP VTEP Sl
& Events&Llogs >
Manage Virtual Routers
@ Insights & Reports > Global v
Network Inte
Manage Virtual Router Properties « IPv4 Routes
. ECMP
@ Policies >
BFD
1- Objects OSPF
' . OSPFv3
fgm Devices >
EIGRP
» |IPv6 Routes
&" Secure Connections > RIP
i Policy Based Routing
A, Integrations >
v BGP
IPv4
;\ Troubleshooting > IPV6
4o Administration > Static Route

v Multicast Routing

IGMP

c) + Add RouteZ 7 v 2 LT,

/ - fadionte

Leaked from Gateway Tunneled Metric Tracked

Network + Interface Virtual Router

~ IPv4 Routes

~ |IPv6 Routes

d)Instance0 VTINDHZHIDIIL— R~ ZERL THEDA AR AIPT RLADIL—~ZEML,
Available NetworkD#ED+&Z2 V7)Y LT, ThICRIBZIWERY ND—UF T T O NZEBML
£, R, VAMDSRYRND—=9FTDToOREIIYIL, AddREZZDVUYOLTA
RT4YI)—RDEHEELTEMLET, Instancel IPEIEIRL, TN —KDIAELT
BEENTVWA L ZHRABLET, TTLES, OKEVUYILET,

)
E I INSOARETAYII—ROREERY ND—JER. FTOVO—RULERET 7
14 @vaniteConnections[O].ngSetting.ngPeeringAddr&sses.l nstance0d & Z)‘



vpnSiteConnections[0].BgpSetting.BgpPeeringAddresses.| nstancellc & V) F£¥9,

Edit Static Route Configuration

Type - Ped 191
Intertae
Azure-Y¥THD
aberface starting wikh shis icon 1T = grities i is avadabbe for roate leak

Aovadlable Matwork O Sedeted Metwork

Afurg-Initanced- BGP_Pear

Ensane thal egress virfus o b & R0 =1
Gatgway
Azure-instancel-BGER_ P
[ [
—
Tunnsled Lk [\ R

e)FEc ~ dZ#V)IRL T, Instancel VTIEHD2EBDART A Y I)—hZEMLET,
SaveZ VY I LTEEZRFLECEZRAELET,

Netwark « Interface ""::"‘::“'“"“"'"““' Gatoway Tunneled Metrie  Tracked

|PvE Rautes

ZABFAY I )—KNEBGPET U I 7 RLACOKEEL £F, Azure b FTDAMEIC & V) A
ERXYRI—IEOMETIL—NEBNICRBTED LS. BGPEGEIIZHEEAMICLTE
TEETDIREN B ET,

E

kg

ATY79BGP®

a) FTDTRouting > General Settings > BGP® JE(Z:#iR L . BGP Process 655002 BMICLE T,
Enable BGPF I Y VRY VRZAFAIZLT, 7I—R2FIE1THREL EASESTZAILET,
Routing > BGP > IPv4 D JEIZEIRL £ 7,



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets Routing DHCP VTEP SNM

Enable BGP:
: a AS Number*
Virtual Router Properties [ 65500] ]
ECMP (1-4294967295 or 1.0-65535.65535)
RED Override BGP general settings router-ic
Router Id
CELS [ Automatic w ]
OSPFv3
IP Address*
EIGRF
RIP
Policy Based Routing General

v BGP :
Scanning Interval
IPv4

MNumber of AS numbers in AS_PATH attr

IPvE
Log Neighbor Changes

Static Route
Use TCP path MTU discovery
v Multicast Routing
Reset session upon failover
IGMP
Enforce the first AS is peer's AS for EBC
PIM
Use dot notation for AS number
Multicast Routes
Aggregate Timer
Multicast Boundary
Filter BGP community new format (AA:NN)

General Settings Best Path Selection
BGP

Default local preference

b)B§#E 9 B Enable IPvAF T Y V7RY VA% F>ICLTZOEA/AS 655000 1Pv4 BGPIL—F 1 >
J=ABMIZL. Neighborz 1)y UL TBGPRA/N—%ZRELET,



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

c)+AddEZUY I LET,

General Maighbor Add Aggregate Address Filtering

Address Remote AS Mumber

Inline Sets
Enable IPv4:

General

Routing DHCP VTEP SNMP

AS Number 65500

Neighbor Add Aggregate Address

Setting

Learned Route Map

Matworks Redistribution Route Injection

Address Family Remaote Private AS Number

Filtering MNetworks Redis
£
_____———~*'+ Add
_,—'—'—'_'_'_'_‘_'_
Description

d)Instance0 BGPE T U JEHE AL, RRENLEVWAN/NTHSDOBGP ASESBL., Th
ZXAN—UJE—RASELTANL, BEICIHUTEHAZEMLE T, [Advanced| 207UV 5

LEXY,

S

BEEFTDOBEADOVTIA VR —T IARADIN—TNY IRTLYNESBTDLSIC,
BGP Update SourceZ 4T EEL TS &L,

Add Neighbor

IP Address*

[ 10.2.002 ]

Remote AS#*

[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover

-]

[ none

Update Source:
[ bagpVPMBranchLo

Filtering Routes Routes Timers

Enabled address

[:] AS Override

[j Shutdown administratively

Description

[ Instance0 Azure BGP Peering 4—-]’/‘

.——ﬁ/

Advanced ‘mion



e) FTD?MBGP Neighbori%E IC & ®Advanced X —1—T, TTLERY 7O %ZeBGPFT 7 # )L~ D
1RY A SHAERICEETEET, Azure BGPI Y RARA U MNE, M RILIBHRTAzZUreq4 > 7
TFARZOF Y ICEEEHKENTHEST, IO RRSAMAOKRY THIEGET 7 # )L N DeBGP
TTLO1FAZ2BA2ERN B ET,

| J visapie vonnecuon verincauon

@ Allow connections with neighbor that is not directly connected

O Limited number of TTL hops to neighbor
TTL Hops

[ ]

f) Azure Instance1 BGPE 7 ICX LU TRIU FIEZ#&V)BRLE T,

Add Neighbor ©
IP Address* Enabled address

[ 10.2.013 ] (] As override

Remote AS* (] shutdown administratively

{ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description
[ none W ] [ Instancel Azure BGP Peering
Update Source:
[ bgpVPMBranchLo W ]
Filtering Routes Routes Timers Advanced Migration

—

@ Allow connections with neighbor that is not directly connected

B & s 24 i
|L':J- Limited number of TTL hops to neighbor
TTL Hops

50 ]

[1=255)

QOFET LIS, BFEEZREFLTSEEL,



You 1 changes
.--"'(-J
______—-"-
.-"__/-
- __—-""--
1 Routi DHCP VTEP SHMP o
ets outing -
enatte 1Pva: [ AS Number g5500
Genera I Meighbor Add aggregate Address Filtering Melworks Redistribution Route Injection
- 4
Address Remote AS Numbar Address Family Remote Private AS Number Description
10.2.012 65515 Enabled Instanced Azure BGP Pearing
10,203 63515 Enabled Instancel Azure BGP Peering

T7F#ILBKTE, ECMPICE 2 THADART A Y UI— M EATERICE>TVWTE, BGPRE
W=FT AT T=TINCRANNARZIDEFAVARN=ILET, BHEDEFZFNAN A AN—
LEh, BRICERENSD LS, BGPRYIILF/NARKERICEMCTIZLENHYXT,

AT Y 710:.BGPNILFNADEE

a) Routing > BGP > IPV4AD JEIZ#E L, General®7 %% 1) v 2L T, Forward Packets Over
Multiple PathsD#EIZH 2 HET A A2 V)Y IL KT,



Device Interfaces Inline Sets

Manage Virtual Routers

[ Global ~ ]

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Routing DHCP VTEP SNMP

Enable IPv4: [ AS Number 65500

General Neighbor Add Aggregate Address

v BGP
IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIM
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

b) Number of Paths 7 1 —JLRDF7 # )L NMEZ 1D S2IZEELE T,

Edit Forward packets Over Multiple Paths @

Setting

Learned Route Map

Administrative Route Distances
External
Internal

Local

Routes and Synchronization

Generate default routes

Summarize subnet routes into network level routes

Advertise inactive routes

Synchronize between BGP and IGP systems

Redistribute IBGP into IGP

(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths

Number of Paths

IBGP number of paths

MNumber of Paths

2

IBGP Mumber of Paths

&

COREZRFLTRRALEZECZREALET,

=3
=1

Cancel m

Redistribution

20
200

200

No

Yes

No

No

Rout



F7OA4NZETLES, BGPAMEADAzure A/ VAR AETS v —BEEZERTD L
EREFLET, TOE, I—MELFORN XL ENLTEEESN, NZT714VvIONT7IT—X30
FIESTHRIESNERUBKMCLIZT O EAZFEAL THEOVTIZER TS CE2BELET,

ftd CLIC, system support diagnostic-cli lc BBEI L £ T,

a)BFATRE. BGPRAN—NEBEBL., TLT7 AV IANREBEEThD LN EEENET,

<tfroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

frd#

frd#

show bgp sumary

BGP router identifier 10.50.1.2, local AS number 65500

BGP table version is 5, main routing table version 5

2 network entries using 400 bytes of memory

4 path entries using 320 bytes of memory

2 multipath network entries and 4 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 952 total bytes of memory

BGP activity 2/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.2.0.12 4 65515 5 3 5 0 0 00:01:02 2

10.2.0.13 4 65515 3 4 5 0 0 00:00:55 2

ftd#

b) Azure A SZEFEL L —BMHFYILFNAIL—BRELTRREND ZEZHBLET,

<tfroot>
frd#

show bgp

BGP table version 1is 7, Tocal router ID is 10.50.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i
*m 172.27.0.0 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i



ftd#

OVTINTY NAIVREFIVILET,

<#root>
frd#
show interface Tunnell1 | i packets

118 packets input, 31385 bytes
134 packets output, 8780 bytes
0 packets dropped

frd#

show i nterface Tunnel 2 | i packets

127 packets input, 33629 bytes
230 packets output, 15119 bytes
0 packets dropped

frd#

d) BGPRAN—2 Y TDARTAY I)I—NEZRELET,

<#root>
frd#
show runni ng-config route

route Azure-VTI-O0 10.2.0.12 255.255.255.255 10.2.0.12 1
route Azure-VTI-1 10.2.0.13 255.255.255.255 10.2.0.13 1
ftd#

e) ECMPY —> #HRAL %7,

<#root>
ftd#
show zone

Zone: Azure-VTI-ECMP-Zone ecmp
Security-level: 0
Zone member(s): 2
Azure-VTI-1 Tunnel2
Azure-VTI-0 Tunnell

ftd#



f)BGPOREEZBRELE T,

<{froot>
frd#

show runni ng-config router bgp

router bgp 65500

bgp Tlog-neighbor-changes

bgp router-id vrf auto-assign
address-family ipv4 unicast

neighbor 10.2.0.12 remote-as 65515

neighbor 10.2.0.12 description Instance0 Azure BGP Peering
neighbor 10.2.0.12 ebgp-multihop 50

neighbor 10.2.0.12 transport path-mtu-discovery disable
neighbor 10.2.0.12 update-source bgpVPNBranchLo

neighbor 10.2.0.12 activate

neighbor 10.2.0.13 remote-as 65515

neighbor 10.2.0.13 description Instancel Azure BGP Peering
neighbor 10.2.0.13 ebgp-multihop 50

neighbor 10.2.0.13 transport path-mtu-discovery disable
neighbor 10.2.0.13 update-source bgpVPNBranchLo

neighbor 10.2.0.13 activate

no auto-summary

no synchronization
exit-address-family
frd#

NL—T1>IT7—TIINHELET,

<ttroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 10.0.0.1 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50
B 172.27.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50

[20/0] via 10.2.0.12, 15:50:50
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https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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